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INTRODUCTION

The State of Tennessee, Department of Finance and Administration (F&A), Division of TennCare (TennCare),
hereinafter referred to as “the State,” issues this Request for Proposals (RFP) to define minimum contract
requirements; solicit responses; detail response requirements; and, outline the State’s process for evaluating
responses and selecting a Contractor to provide the needed goods or services.

Through this RFP, the State seeks to procure necessary goods or services at the most favorable, competitive
prices and to give ALL qualified respondents, including those that are owned by minorities, women, service-
disabled veterans, persons with disabilities, and small business enterprises, an opportunity to do business with
the State as Contractors, subcontractors, or suppliers.

1.1

Statement of Procurement Purpose

TennCare seeks a Contractor for the design, development, implementation, and operation of a public,
cloud-based Closed-Loop Referral System (CLRS) (the “Solution”) that is centered on Service Oriented
Architecture (SOA), delivered as Software as a Service (SaaS), and meets all the following requirements:

111

1) Non-Medical Needs Assessment: A standardized Non-Medical Needs Assessment embedded
within the Solution and the ability for the Solution to import Non-Medical Needs Assessments from
external sources (e.g., Electronic Health Record Systems).

2) Community Resource Directory: Ability to match the Non-Medical Needs Assessment results
with a comprehensive, interactive, and up-to-date Community Resource Directory, with each
Authorized User able to identify the Community-Based Organization's (CBO) service-related
information including, but not limited to, hours of operation by location, address, service eligibility
requirements, capacities, and limitations. The Community Resource Directory shall be available
via a public domain to Non-Authenticated Users to conduct searches for available resources.

3) Non-Medical Risk Factors Referral System: Ability to send Referrals to CBO(s), act as a conduit
for CBOs to electronically receive Referrals and track the Referral outcomes.

4) Referral Tracking: Capability to associate Referrals to a Member, and maintain, monitor, and
track each Referral over time.

5) Data Analytics: Enable Authorized User(s) to generate operational data and analytics from the
Solution.

Background: TennCare services are offered through managed care entities. Medical, behavioral,
and long-term care services are covered "at risk" by Managed Care Organizations (MCOSs).
TennCare's mission is to improve lives through high-quality, cost-effective care.

Health Starts Initiative: The Health Starts Initiative is TennCare’s approach to addressing Non-
Medical Risk Factors in the TennCare population. TennCare understands that health begins
outside of the clinical setting and is largely driven by factors that exist in the environments where
Members spend the majority of their time. Some of these factors include access to healthy foods,
adequate and stable housing, transportation access, economic stability, employment opportunities,
and social connectedness. These factors play a significant role in an individual’s health and quality
of life. Unaddressed Non-Medical Risk Factors and their associated needs can lead to poor health
outcomes and increasing healthcare expenditures for the State. TennCare’s goal is to have all
Members assessed for Non-Medical Risk Factors utilizing a unified approach and have Members
be referred to CBOs to meet and address the identified Non-Medical Risk Factors, while tracking
outcomes-based metrics. TennCare is seeking a statewide CLRS that creates connectivity
between Stakeholders, increases care coordination and support to Members, and streamlines data
collection to effectively measure impact.

Closed-Loop Referral System (CLRS): The procurement and implementation of a CLRS will
support TennCare’s Health Starts Initiative by increasing Member assessments, identifying Non-
Medical Risk Factors, and referring Members to CBOs, while also expanding care coordination.
With the implementation of a CLRS, Authorized Users will have the ability to actively use the
Solution to connect Members to Domain-aligned CBOs. A key component of the CLRS will be the
inclusion of a Non-Medical Needs Assessment. This assessment will identify Non-Medical Risk
Factors and pinpoint priority Domains to address the Member’'s needs. All the Member information
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collected will be housed within the CLRS to track and monitor the progress of Referrals. Lastly, the
CLRS will have the capability to produce summary data to help TennCare and other Authorized
Users better understand the Members they are serving and to further strategies aligned with
increasing Member’s overall health and wellbeing.

During the Contract Term, TennCare will select high-priority Provider groups and invite those
groups to start using the CLRS. Those groups may include Patient-Centered Medical Home
(PCMH) Providers, Tennessee Health Link (THL) Providers, or health systems that serve a large
TennCare population. Additionally, initial implementation will also focus on regional areas where
there is a strong base of community partners and CBOs that can help maximize the impact of the
CLRS. TennCare will partner with MCOs in the early implementation to verify that the information
gathered shall be supported by MCOs. This will provide assurance that Referrals are completed

efficiently and appropriately.

TennCare seeks to achieve the following outcomes associated with the implementation of the
CLRS in Table 1 — Closed-Loop Referral System (CLRS) Outcomes below.

Table 1 — Closed-Loop Referral (CLRS) Outcomes

Business Outcome

Outcome Description

Document and monitor results of a TennCare Member’s
non-medical needs through standardized risk
assessment.

TennCare will be able to identify Non-Medical Risk
Factors for Members through assessments and have the
ability to send referrals to identified CBOs to address
those needs.

Support referral routing to receiving service delivery
partners (e.g., CBOs).

CLRS will house a Community Resource Directory, which
is a list of CBOs that may be able to assist a Member with
the Member’s Non-Medical Risk Factor(s).

The Community Resource Directory will provide users to
search for a CBO based on Domain of services provided,
available resources, and geographic location.

Referral management features that allow Authenticated
Users to refer Members with specific needs to
appropriate CBOs and to “close the loop” when
information is obtained that the referral for a certain
Member has been accepted and fulfilled by the CBO.

Authorized User(s) will generate a Member Referral to a
receiving CBO and will be notified throughout the entire
Referral process with updates regarding the Referral
whenever an action is taken or eventually closed.

The capacity to analyze and report on Non-Medical
Needs Assessments and referral activities and
outcomes, which may occur directly through the platform
user interface, through an integrated third-party
business intelligence tool (e.g., TennCare’s Data
Ecosystem), or through vendor-generated custom
reports.

Authorized User(s) will have the capability to generate
pre-configured reports on associated referrals, statuses,
and outcomes for associated TennCare Members.

Advanced reporting and analytics (e.g., aggregation of
data, data modeling, forecasting) will use all Solution data
to generate ad hoc reports; analytics and reporting
capabilities will leverage the technology and the features
available as part of TennCare's Data Ecosystem.

The Figure 1 — Closed-Loop Referral System (CLRS) Timeline provides the current TennCare
high-level timeline for CLRS activities. This information should be used by Respondents to
understand TennCare’s anticipated timeline for CLRS integration and operation, but the timeline is

subject to change at TennCare’s discretion.
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Figure 2 — Closed-Loop Referral System (CLRS) Timeline
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TennCare expects the awarded Contractor to implement, operate, and maintain the Solution and
community-based partnership framework in a phased approach as illustrated in Figure 1 — Closed-
Loop Referral System Timeline and outlined below:

1.1.1.1 Phased Implementation Approach: TennCare will utilize a phased implementation
approach for the CLRS. TennCare seeks a proposal that aligns with the three major
implementation phases described in Section 1.1.1.2. CLRS DDI.

1.1.1.2 CLRS DDI: TennCare anticipates the Design, Development, and Implementation (DDI)
activities of the CLRS to be performed over three distinct phases. The first phase
includes all activities necessary to seamlessly operate the CLRS into a functioning,
cloud-native solution as required by Attachment 6.6. Pro Forma, Section A.5.1.

1.1.1.2.1 Phase 1: Phase 1 DDI includes the following Gate Reviews:
— Project Startup Review;
— Architecture Review;
— Project Baseline Review;
— Requirements Review;
— Final Detailed Design Review;
— Validation Readiness Review;
— Implementation Readiness Review; and
— Issuance of State Acceptance Letter.
1.1.1.2.1.1 This phase of DDI includes the following activities:
— Integrate with the Integration Services Layer (ISL);

— Implement CLRS functionality to include assessment,
referral management, and Community Resource Directory
among the TennCare-specified Member population;

— Integrate with identified high-priority Provider groups to be
determined by TennCare;

— Implement CLRS analytics, including service/performance
reports and Dashboards;
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— Support Authorized User(s)' Acceptable Use Policy (AUP)
collection;

— Conduct CBO recruitment and engagement, perform system
training, and establish access for CBO Authorized Users, as
applicable; and,

— Develop and conduct technical staff, end-user, and help
desk training as required by Attachment 6.6. Pro Forma,
Section A.13.

1.1.1.2.2 Phase 2: Phase 2 DDI includes the following Gate Reviews:

111221

Requirements Review;
Final Detailed Design Review;
Validation Readiness Review; and,

Implementation Readiness Review.

This phase of DDI includes the following activities:

— Integrate with TennCare-enrolled Provider Electronic Health
Record (EHR) systems through a Provider-requested,
TennCare-approved process;

— Manage CLRS Community Resource Directory;
— Increase CBO recruitment/engagement and system training;

— Implement additional CLRS analytics, including
service/performance reports and Dashboards; and,

— Develop and conduct additional technical staff, end-user,
and help desk training as required by Attachment 6.6. Pro
Forma, Section A.13.

Operations and Maintenance Phase: The Operations and Maintenance (O&M) for DDI

Phase 1 shall begin after the completion of DDI Phase 1 and includes the ongoing
maintenance and support of the activities within DDI Phase 1. The O&M Phase for the
Solution shall begin after the completion of DDI Phase 2 activities, and includes ongoing
Solution maintenance, community support services, and Solution enhancements as
required by Attachment 6.6. Pro Forma, Section A.5.2. Pro Forma, Section A.5.2.

1.1.1.3.1 O&M Phase 1:

Support activities for CMS Certification of the CLRS system;
Maintain the Community Resource Directory;
Maintain CBO recruitment/engagement and system training;

Maintain CLRS analytics, including service/performance reports
and Dashboards; and,

Maintain technical staff, end-user, and help desk training, as
required by Attachment 6.6. Pro Forma, Section A.13.

1.1.1.3.2 Solution O&M:

Maintain the Community Resource Directory;

Maintain CBO recruitment/engagement and system training;
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— Maintain CLRS analytics, including service/performance reports
and Dashboards; and,

— Maintain technical staff, end-user, and help desk training, as
required by Attachment 6.6. Pro Forma, Section A.13.

Procurement Library: The Procurement Library located at
https://www.tn.gov/generalservices/procurement/central-procurement-office--cpo-
/supplier-information/request-for-proposals--rfp--opportunities1.html provides important
information needed for Respondent submissions to this RFP, including current
architecture components, interfaces, workflows, governance processes, project partner
roles and responsibilities, and TennCare guidelines and standards. The Procurement
Library provides information needed for Respondent submissions for this RFP.
Documents may be updated and added to the Procurement Library to reflect the most
current information and management Processes.

TennCare does not have a method for developing a reasonable cost estimate for the services to be
performed under this RFP. Respondents shall provide a reasonable fixed price bid to perform all
required services outlined within Attachment 6.6., Pro Forma.

Scope of Service, Contract Period, & Required Terms and Conditions
The RFP Attachment 6.6., Pro Forma Contract details the State’s requirements:

Scope of Services and Deliverables (Section A);
Contract Period (Section B);

Payment Terms (Section C);

Standard Terms and Conditions (Section D); and,
Special Terms and Conditions (Section E).

The pro forma contract substantially represents the contract document that the successful Respondent
must sign.

Nondiscrimination

No person shall be excluded from participation in, be denied benefits of, or be otherwise subjected to
discrimination in the performance of a Contract pursuant to this RFP or in the employment practices of the
Contractor on the grounds of handicap or disability, age, race, creed, color, religion, sex, national origin, or
any other classification protected by federal, Tennessee state constitutional, or statutory law. The
Contractor pursuant to this RFP shall, upon request, show proof of such nondiscrimination and shall post in
conspicuous places, available to all employees and applicants, notices of nondiscrimination.

RFP Communications

141

1.4.2

The State has assigned the following RFP identification number that must be referenced in all
communications regarding this RFP:

RFP # 31865-00626

Unauthorized contact about this RFP with employees or officials of the State of Tennessee
except as detailed below may result in disqualification from consideration under this
procurement process.

1421

1.4.2.2

Prospective Respondents must direct communications concerning this RFP to the
following person designated as the Solicitation Coordinator:

Matt Brimm

Division of TennCare

310 Great Circle Road, Nashville, TN 37228
(615) 687-5811

Matt.Brimm@tn.gov

Notwithstanding the foregoing, Prospective Respondents may alternatively contact:
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a. staff of the Governor’s Office of Diversity Business Enterprise for assistance
available to minority-owned, woman-owned, service-disabled veteran-owned,
businesses owned by persons with disabilities, and small businesses as well as
general, public information relating to this RFP (visit
https://www.tn.gov/generalservices/procurement/central-procurement-office--cpo-
[governor-s-office-of-diversity-business-enterprise--godbe--/godbe-general-
contacts.html for contact information); and

b. the following individual designated by the State to coordinate compliance with the
nondiscrimination requirements of the State of Tennessee, Title VI of the Civil
Rights Act of 1964, the Americans with Disabilities Act of 1990, and associated
federal regulations:

Talley A. Olson, Esq.

Division of TennCare, Office of Civil Rights Compliance
310 Great Circle Road, Nashville, TN 37228

(615) 507-6841

Talley.A.Olson@tn.gov

Only the State’s official, written responses and communications with Respondents are binding with
regard to this RFP. Oral communications between a State official and one or more Respondents
are unofficial and non-binding.

Potential Respondents must ensure that the State receives all written questions and comments,
including questions and requests for clarification, no later than the Written Questions & Comments
Deadline detailed in the RFP Section 2, Schedule of Events.

Respondents must assume the risk of the method of dispatching any communication or response to
the State. The State assumes no responsibility for delays or delivery failures resulting from the
Respondent’s method of dispatch. Actual or digital “postmarking” of a communication or response
to the State by a specified deadline is not a substitute for the State’s actual receipt of a
communication or response.

The State will convey all official responses and communications related to this RFP to the
prospective Respondents from whom the State has received a Notice of Intent to Respond (refer to
RFP Section 1.8, Notice of Intent to Respond).

The State reserves the right to determine, at its sole discretion, the method of conveying official,
written responses and communications related to this RFP. Such written communications may be
transmitted by mail, hand-delivery, facsimile, electronic mail, Internet posting, or any other means
deemed reasonable by the State. For internet posting, please refer to the following website:
https://www.tn.gov/generalservices/procurement/central-procurement-office--cpo-/supplier-
information/request-for-proposals--rfp--opportunities1.html.

The State reserves the right to determine, at its sole discretion, the appropriateness and adequacy
of responses to written comments, questions, and requests related to this RFP. The State’s official,
written responses will constitute an amendment of this RFP.

Any data or factual information provided by the State (in this RFP, an RFP amendment, or any
other communication relating to this RFP) is for informational purposes only. The State will make
reasonable efforts to ensure the accuracy of such data or information, however it is the
Respondent’s obligation to independently verify any data or information provided by the State. The
State expressly disclaims the accuracy or adequacy of any information or data that it provides to
prospective Respondents.

Assistance to Respondents With a Handicap or Disability

Prospective Respondents with a handicap or disability may receive accommodation relating to the
communication of this RFP and participating in the RFP process. Prospective Respondents may contact
the Solicitation Coordinator to request such reasonable accommodation no later than the Disability
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Accommodation Request Deadline detailed in the RFP Section 2, Schedule of Events.
Respondent Required Review & Waiver of Objections

1.6.1 Each prospective Respondent must carefully review this RFP, including but not limited to,
attachments, the RFP Attachment 6.6., Pro Forma Contract, and any amendments, for questions,
comments, defects, objections, or any other matter requiring clarification or correction (collectively
called “questions and comments”).

1.6.2 Any prospective Respondent having questions and comments concerning this RFP must provide
them in writing to the State no later than the Written Questions & Comments Deadline detailed in
the RFP Section 2, Schedule of Events.

1.6.3 Protests based on any objection to the RFP shall be considered waived and invalid if the objection
has not been brought to the attention of the State, in writing, by the Written Questions & Comments
Deadline.

Pre-Response Conference

A Pre-response Conference will be held at the time and date detailed in the RFP Section 2, Schedule of
Events. Pre-response Conference attendance is not mandatory, and prospective Respondents may be
limited to a maximum number of attendees depending upon overall attendance and space limitations.

The conference will be held at: https://teams.microsoft.com/l/meetup-

join/19%3ameeting NzkyNjhIMDIENGNIOCO0M2N|LTgzOTYtYzZRmMOTk3MjkxMzFi%40thread.v2/0?context
=%7b%22Tid%22%3a%22f345bebf-0d71-4337-9281-
24b941616¢c36%22%2c%220id%22%3a%228064ed5d-efc5-4cc2-9d78-5aadf7155707%22%7d

The purpose of the conference is to discuss the RFP scope of goods or services. The State will entertain
questions, however prospective Respondents must understand that the State’s oral response to any
guestion at the Pre-response Conference shall be unofficial and non-binding. Prospective Respondents
must submit all questions, comments, or other concerns regarding the RFP in writing prior to the Written
Questions & Comments Deadline date detailed in the RFP Section 2, Schedule of Events. The State will
send the official response to these questions and comments to prospective Respondents from whom the
State has received a Notice of Intent to respond as indicated in RFP Section 1.8, Notice of Intent to
Respond and on the date detailed in the RFP Section 2, Schedule of Events.

Notice of Intent to Respond

Before the Notice of Intent to Respond Deadline detailed in the RFP Section 2, Schedule of Events,
prospective Respondents should submit to the Solicitation Coordinator a Notice of Intent to Respond (in the
form of a simple e-mail or other written communication). Such notice should include the following
information:

= the business or individual’'s name (as appropriate);
= acontact person’s name and title; and

= the contact person’s mailing address, telephone number, facsimile number, and e-mail address.

A Notice of Intent to Respond creates no obligation and is not a prerequisite for submitting a
response, however, it is necessary to ensure receipt of any RFP amendments or other notices and
communications relating to this RFP.

Response Deadline

A Respondent must ensure that the State receives a response no later than the Response Deadline time
and date detailed in the RFP Section 2, Schedule of Events. The State will not accept late responses, and
a Respondent’s failure to submit a response before the deadline will result in disqualification of the
response. It is the responsibility of the Respondent to ascertain any additional security requirements with
respect to packaging and delivery to the State of Tennessee. Respondents should be mindful of any
potential delays due to security screening procedures, weather, or other filing delays whether foreseeable
or unforeseeable.

RFP # 31865-00626
Page 8


https://teams.microsoft.com/l/meetup-join/19%3ameeting_NzkyNjhlMDItNGNlOC00M2NjLTgzOTYtYzRmOTk3MjkxMzFi%40thread.v2/0?context=%7b%22Tid%22%3a%22f345bebf-0d71-4337-9281-24b941616c36%22%2c%22Oid%22%3a%228064ed5d-efc5-4cc2-9d78-5aadf7155707%22%7d
https://teams.microsoft.com/l/meetup-join/19%3ameeting_NzkyNjhlMDItNGNlOC00M2NjLTgzOTYtYzRmOTk3MjkxMzFi%40thread.v2/0?context=%7b%22Tid%22%3a%22f345bebf-0d71-4337-9281-24b941616c36%22%2c%22Oid%22%3a%228064ed5d-efc5-4cc2-9d78-5aadf7155707%22%7d
https://teams.microsoft.com/l/meetup-join/19%3ameeting_NzkyNjhlMDItNGNlOC00M2NjLTgzOTYtYzRmOTk3MjkxMzFi%40thread.v2/0?context=%7b%22Tid%22%3a%22f345bebf-0d71-4337-9281-24b941616c36%22%2c%22Oid%22%3a%228064ed5d-efc5-4cc2-9d78-5aadf7155707%22%7d
https://teams.microsoft.com/l/meetup-join/19%3ameeting_NzkyNjhlMDItNGNlOC00M2NjLTgzOTYtYzRmOTk3MjkxMzFi%40thread.v2/0?context=%7b%22Tid%22%3a%22f345bebf-0d71-4337-9281-24b941616c36%22%2c%22Oid%22%3a%228064ed5d-efc5-4cc2-9d78-5aadf7155707%22%7d

4-15-21 RFP

2 RFP SCHEDULE OF EVENTS
2.1 The following RFP Schedule of Events represents the State’s best estimate for this RFP.
EVENT TIME DATE
(central time zone)
1. RFP Issued February 17, 2022
2. Disability Accommodation Request Deadline 2:00 p.m. | February 23, 2022
3. Pre-response Conference 2:00 p.m. | February 28, 2022
4. Notice of Intent to Respond Deadline 2:00 p.m. | March 1, 2022
5. Written “Questions & Comments” Deadline 2:00 p.m. | March 11, 2022
6. gtc;artnemzistg)nse to Written “Questions & March 31, 2022
7. Response Deadline 2:00 p.m. | April 13, 2022
8. State Schedules Respondent Oral Presentation April 18, 2022
9. Respondent Oral Presentation 8 a.m. - 4:30 p.m. | April 27, 2022 — May 3, 2022
10. State Cpmpletion of Technical Response May 11, 2022
Evaluations
11. State Opening & Scoring of Cost Proposals 2:00 p.m. | May 16, 2022
12. Negotiations (Optional) 4:30 p.m. | May 17, 2022 — May 20, 2022
12 S Mot of et s Rl ang
14. End of Open File Period May 30, 2022
15. State sends contract to Contractor for signature June 7, 2022
16. Contractor Signature Deadline 2:00 p.m. | June 10, 2022
2.2 The State reserves the right, at its sole discretion, to adjust the RFP Schedule of Events as it deems

necessary. Any adjustment of the Schedule of Events shall constitute an RFP amendment, and the State
will communicate such to prospective Respondents from whom the State has received a Notice of Intent to
Respond (refer to Section 1.8, Notice of Intent to Respond).
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3 RESPONSE REQUIREMENTS

3.1 Response Form

A response to this RFP must consist of two parts, a Technical Response, and a Cost Proposal.

3.1.1

3.1.2

Technical Response. RFP Attachment 6.2., Technical Response & Evaluation Guide provides the
specific requirements for submitting a response. This guide includes mandatory requirement items,
general qualifications and experience items, and technical qualifications, experience, and approach
items all of which must be addressed with a written response and, in some instances, additional
documentation.

NOTICE: A technical response must not include any pricing or cost information. If
any pricing or cost information amounts of any type (even pricing relating to other
projects) is included in any part of the technical response, the state may deem the
response to be non-responsive and reject it.

3.111

3.1.1.2

3.1.1.3

3.1.14

A Respondent must use the RFP Attachment 6.2., Technical Response & Evaluation
Guide to organize, reference, and draft the Technical Response by duplicating the
attachment, adding appropriate page numbers as required, and using the guide as a
table of contents covering the Technical Response.

A response should be economically prepared, with emphasis on completeness and
clarity, and should NOT exceed 210 pages in length (maps, graphs, charts, as noted
and included as an appendix will not count against the page limit). A response, as well
as any reference material presented, must be written in English and must be written on
standard 8 72" x 11” pages (although oversize exhibits are permissible) and use a 12-
point font for text. All response pages must be numbered.

All information and documentation included in a Technical Response should correspond
to or address a specific requirement detailed in the RFP Attachment 6.2., Technical
Response & Evaluation Guide. All information must be incorporated into a response to a
specific requirement and clearly referenced. Any information not meeting these criteria
will be deemed extraneous and will not contribute to evaluations.

The State may determine a response to be non-responsive and reject it if:

a. the Respondent fails to organize and properly reference the Technical Response as
required by this RFP and the RFP Attachment 6.2., Technical Response &
Evaluation Guide; or

b. the Technical Response document does not appropriately respond to, address, or
meet all of the requirements and response items detailed in the RFP Attachment
6.2., Technical Response & Evaluation Guide.

Cost Proposal. A Cost Proposal must be recorded on an exact duplicate of the RFP Attachment
6.3., Cost Proposal & Scoring Guide.

NOTICE: If a Respondent fails to submit a cost proposal exactly as required, the
State may deem the response to be non-responsive and reject it.

3.1.21

3.1.2.2

3.1.2.3

A Respondent must only record the proposed cost exactly as required by the RFP
Attachment 6.3., Cost Proposal & Scoring Guide and must NOT record any other rates,
amounts, or information.

The proposed cost shall incorporate ALL costs for services under the contract for the
total contract period, including any renewals or extensions.

A Respondent must sign and date the Cost Proposal.
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3.1.2.4 A Respondent must submit the Cost Proposal to the State in a sealed package separate
from the Technical Response (as detailed in RFP Sections 3.2.3., et seq.).

3.2 Response Delivery

3.21

3.2.2

A Respondent must ensure that both the original Technical Response and Cost Proposal
documents meet all form and content requirements, including all required signatures, as detailed
within this RFP, as may be amended.

A Respondent must submit original Technical Response and Cost Proposal documents and copies
as specified in one of the two formats below.

3.2.2.1 Digital Media Submission

3.22.11

3.2.2.1.2

Technical Response:

The Technical Response document should be in the form of one (1) digital
document in “PDF” format properly recorded on its own otherwise blank USB
flash drive and should be clearly identified as the:

“RFP # 31865-00626 TECHNICAL RESPONSE ORIGINAL”

And nine (9) digital copies of the Technical Response each in the form of one (1)
digital document in “PDF” format properly recorded on its own otherwise blank
USB flash drive clearly labeled:

“RFP # 31865-00626 TECHNICAL RESPONSE COPY”

The customer references should be delivered by each reference in accordance
with RFP Attachment 6.2, Section B.17.

Cost Proposal:

The Cost Proposal should be in the form of one (1) digital document in “PDF” or
“XLS” format properly recorded on a separate, otherwise blank, USB flash drive
clearly labeled:

“RFP # 31865-00626 COST PROPOSAL”

An electronic or facsimile signature, as applicable, on the Cost Proposal, is
acceptable.

3.2.2.2 E-mail Submission

3.22.21

3.2.2.2.2

Technical Response:

The Technical Response document should be in the form of one (1) digital
document in “PDF” format or other easily accessible digital format attached to an
email to the Solicitation Coordinator. Both the subject and file name should both
be clearly identified as follows:

“RFP # 31865-00626 TECHNICAL RESPONSE”

The customer references should be delivered by each reference in accordance
with RFP Attachment 6.2, Section B.17.

Cost Proposal:

The Cost Proposal should be in one (1) digital document in “PDF” or “XLS”
format or other easily accessible digital format attached to an email to the
Solicitation Coordinator. Both the subject and file name should be clearly
identified as follows:

“RFP # 31865-00626 COST PROPOSAL”

RFP # 31865-00626
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An electronic or facsimile signature, as applicable, on the Cost Proposal is
acceptable.

For email submissions, the Technical Response and Cost Proposal documents must be dispatched
to the Solicitation Coordinator in separate e-mail messages. For paper and digital media
submissions, a Respondent must separate, seal, package, and label the documents and copies for
delivery as follows:

3.2.3.1 The Technical Response original document and digital copies must be placed in a
sealed package that is clearly labeled:

“DO NOT OPEN... RFP # 31865-00626 TECHNICAL RESPONSE FROM
[RESPONDENT LEGAL ENTITY NAME]”

3.2.3.2 The Cost Proposal original document and digital copy must be placed in a separate,
sealed package that is clearly labeled:

“DO NOT OPEN... RFP # 31865-00626 COST PROPOSAL FROM [RESPONDENT
LEGAL ENTITY NAME]”

3.2.3.3 The separately, sealed Technical Response and Cost Proposal components may be
enclosed in a larger package for mailing or delivery, provided that the outermost
package is clearly labeled:

“RFP # 31865-00626 SEALED TECHNICAL RESPONSE & SEALED COST
PROPOSAL FROM [RESPONDENT LEGAL ENTITY NAME]”

3.2.3.4 Any Respondent wishing to submit a Response in a format other than digital may do so
by contacting the Solicitation Coordinator.

A Respondent must ensure that the State receives a response no later than the Response Deadline
time and date detailed in the RFP Section 2, Schedule of Events at the following address:

Matt Brimm

Division of TennCare

310 Great Circle Road, Nashville, TN 37228
(615) 687-5811

Matt.Brimm@tn.gov

3.3 Response & Respondent Prohibitions

331

3.3.2

3.33

3.34

A response must not include alternate contract terms and conditions. If a response contains such
terms and conditions, the State, at its sole discretion, may determine the response to be a non-
responsive counteroffer and reject it.

A response must not restrict the rights of the State or otherwise qualify either the offer to deliver
goods or provide services as required by this RFP or the Cost Proposal. If a response restricts the
rights of the State or otherwise qualifies either the offer to deliver goods or provide services as
required by this RFP or the Cost Proposal, the State, at its sole discretion, may determine the
response to be a non-responsive counteroffer and reject it.

A response must not propose alternative goods or services (i.e., offer services different from those
requested and required by this RFP) unless expressly requested in this RFP. The State may
consider a response of alternative goods or services to be non-responsive and reject it.

A Cost Proposal must be prepared and arrived at independently and must not involve any collusion
between Respondents. The State will reject any Cost Proposal that involves collusion, consultation,
communication, or agreement between Respondents. Regardless of the time of detection, the State
will consider any such actions to be grounds for response rejection or contract termination.

RFP # 31865-00626
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3.3.5 A Respondent must not provide, for consideration in this RFP process or subsequent contract
negotiations, any information that the Respondent knew or should have known was materially
incorrect. If the State determines that a Respondent has provided such incorrect information, the
State will deem the Response non-responsive and reject it.

3.3.6 A Respondent must not submit more than one Technical Response and one Cost Proposal in
response to this RFP, except as expressly requested by the State in this RFP. If a Respondent
submits more than one Technical Response or more than one Cost Proposal, the State will deem
all of the responses non-responsive and reject them.

3.3.7 A Respondent must not submit a response as a prime contractor while also permitting one or more
other Respondents to offer the Respondent as a subcontractor in their own responses. Such may
result in the disqualification of all Respondents knowingly involved. This restriction does not,
however, prohibit different Respondents from offering the same subcontractor as a part of their
responses (provided that the subcontractor does not also submit a response as a prime contractor).

3.3.8 The State shall not consider a response from an individual who is, or within the past six (6) months
has been, a State employee. For purposes of this RFP:

3.3.8.1 Anindividual shall be deemed a State employee until such time as all compensation for
salary, termination pay, and annual leave has been paid;

3.3.8.2 A contract with or a response from a company, corporation, or any other contracting
entity in which a controlling interest is held by any State employee shall be considered to
be a contract with or proposal from the employee; and

3.3.8.3 A contract with or a response from a company, corporation, or any other contracting
entity that employs an individual who is, or within the past six (6) months has been, a
State employee shall not be considered a contract with or a proposal from the employee
and shall not constitute a prohibited conflict of interest.

3.3.9 This RFP is also subject to Tenn. Code Ann. § 12-4-101—105.

Response Errors & Revisions

A Respondent is responsible for any and all response errors or omissions. A Respondent will not be
allowed to alter or revise response documents after the Response Deadline time and date detailed in the
RFP Section 2, Schedule of Events unless such is formally requested, in writing, by the State.

Response Withdrawal

A Respondent may withdraw a submitted response at any time before the Response Deadline time and
date detailed in the RFP Section 2, Schedule of Events by submitting a written request signed by an
authorized Respondent representative. After withdrawing a response, a Respondent may submit another
response at any time before the Response Deadline. After the Response Deadline, a Respondent may only
withdraw all or a portion of a response where the enforcement of the response would impose an
unconscionable hardship on the Respondent.

Additional Services

If a response offers goods or services in addition to those required by and described in this RFP, the State,
at its sole discretion, may add such services to the contract awarded as a result of this RFP.
Notwithstanding the foregoing, a Respondent must not propose any additional cost amounts or rates for
additional goods or services. Regardless of any additional services offered in a response, the
Respondent’s Cost Proposal must only record the proposed cost as required in this RFP and must not
record any other rates, amounts, or information.

NOTICE: If a Respondent fails to submit a Cost Proposal exactly as required, the State may deem
the response non-responsive and reject it.

Response Preparation Costs
The State will not pay any costs associated with the preparation, submittal, or presentation of any
response.

RFP # 31865-00626
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4 GENERAL CONTRACTING INFORMATION & REQUIREMENTS

4.1

4.2

4.3

4.4

4.5

4.6

RFP Amendment

The State at its sole discretion may amend this RFP, in writing, at any time prior to contract award.
However, prior to any such amendment, the State will consider whether it would negatively impact the
ability of potential Respondents to meet the response deadline and revise the RFP Schedule of Events if
deemed appropriate. If an RFP amendment is issued, the State will convey it to potential Respondents who
submitted a Notice of Intent to Respond (refer to RFP Section 1.8., Notice of Intent to Respond). A
response must address the final RFP (including its attachments) as amended.

RFP Cancellation
The State reserves the right, at its sole discretion, to cancel the RFP or to cancel and reissue this RFP in
accordance with applicable laws and regulations.

State Right of Rejection

4.3.1 Subject to applicable laws and regulations, the State reserves the right to reject, at its sole
discretion, any and all responses.

4.3.2 The State may deem as non-responsive and reject any response that does not comply with all
terms, conditions, and performance requirements of this RFP. Notwithstanding the foregoing, the
State reserves the right to waive, at its sole discretion, minor variances from full compliance with
this RFP. If the State waives variances in a response, such waiver shall not modify the RFP
requirements or excuse the Respondent from full compliance, and the State may hold any resulting
Contractor to strict compliance with this RFP.

Assignment & Subcontracting

4.4.1 The Contractor may not subcontract, transfer, or assign any portion of the Contract awarded as a
result of this RFP without prior approval of the State. The State reserves the right to refuse
approval, at its sole discretion, of any subcontract, transfer, or assignment.

4.4.2 If a Respondent intends to use subcontractors, the response to this RFP must specifically identify
the scope and portions of the work each subcontractor will perform (refer to RFP Attachment 6.2.,
Section B, General Qualifications & Experience Item B.14.).

4.4.3 Subcontractors identified within a response to this RFP will be deemed as approved by the State
unless the State expressly disapproves one or more of the proposed subcontractors prior to signing
the Contract.

4.4.4  After contract award, a Contractor may only substitute an approved subcontractor at the discretion
of the State and with the State’s prior, written approval.

4.45 Notwithstanding any State approval relating to subcontracts, the Respondent who is awarded a
contract pursuant to this RFP will be the prime contractor and will be responsible for all work under
the Contract.

Right to Refuse Personnel or Subcontractors

The State reserves the right to refuse, at its sole discretion and notwithstanding any prior approval, any
personnel of the prime contractor or a subcontractor providing goods or services in the performance of a
contract resulting from this RFP. The State will document in writing the reason(s) for any rejection of
personnel.

Insurance

The State will require the awarded Contractor to provide a Certificate of Insurance issued by an insurance
company licensed or authorized to provide insurance in the State of Tennessee. Each Certificate of
Insurance shall indicate current insurance coverages meeting minimum requirements as may be specified
by this RFP. A failure to provide a current, Certificate of Insurance will be considered a material breach and
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grounds for contract termination.

4.7 Professional Licensure and Department of Revenue Registration

4.7.1

4.7.2

4.7.3

All persons, agencies, firms, or other entities that provide legal or financial opinions, which a
Respondent provides for consideration and evaluation by the State as a part of a response to this
RFP, shall be properly licensed to render such opinions.

Before the Contract resulting from this RFP is signed, the apparent successful Respondent (and
Respondent employees and subcontractors, as applicable) must hold all necessary or appropriate
business or professional licenses to provide the goods or services as required by the contract. The
State may require any Respondent to submit evidence of proper licensure.

Before the Contract resulting from this RFP is signed, the apparent successful Respondent must be
registered with the Tennessee Department of Revenue for the collection of Tennessee sales and
use tax. The State shall not award a contract unless the Respondent provides proof of such
registration or provides documentation from the Department of Revenue that the Contractor is
exempt from this registration requirement. The foregoing is a mandatory requirement of an award of
a contract pursuant to this solicitation. To register, please visit the Department of Revenue’s
Tennessee Taxpayer Access Point (TNTAP) website for Online Registration and the Vendor
Contract Questionnaire. These resources are available at the following:
https://tntap.tn.qov/eservices/ /#1

4.8 Disclosure of Response Contents

48.1

4.8.2

4.8.3

All materials submitted to the State in response to this RFP shall become the property of the State
of Tennessee. Selection or rejection of a response does not affect this right. By submitting a
response, a Respondent acknowledges and accepts that the full response contents and associated
documents will become open to public inspection in accordance with the laws of the State of
Tennessee.

The State will hold all response information, including both technical and cost information, in
confidence during the evaluation process.

Upon completion of response evaluations, indicated by public release of a Notice of Intent to Award,
the responses and associated materials will be open for review by the public in accordance with
Tenn. Code Ann. § 10-7-504(a)(7).

4.9 Contract Approval and Contract Payments

49.1

49.2

4.9.3

After contract award, the Contractor who is awarded the contract must submit appropriate
documentation with the Department of Finance and Administration, Division of Accounts.

This RFP and its contractor selection processes do not obligate the State and do not create rights,
interests, or claims of entitlement in either the Respondent with the apparent best-evaluated
response or any other Respondent. State obligations pursuant to a contract award shall commence
only after the Contract is signed by the State agency head and the Contractor and after the
Contract is approved by all other state officials as required by applicable laws and regulations.

No payment will be obligated or made until the relevant Contract is approved as required by
applicable statutes and rules of the State of Tennessee.

4.9.3.1 The State shall not be liable for payment of any type associated with the Contract
resulting from this RFP (or any amendment thereof) or responsible for any goods
delivered or services rendered by the Contractor, even goods delivered or services
rendered in good faith and even if the Contractor is orally directed to proceed with the
delivery of goods or the rendering of services, if it occurs before the Contract Effective
Date or after the Contract Term.

4.9.3.2 All payments relating to this procurement will be made in accordance with the Payment
Terms and Conditions of the Contract resulting from this RFP (refer to RFP Attachment
6.6., Pro Forma Contract, Section C).
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4.9.3.3 If any provision of the Contract provides direct funding or reimbursement for the
competitive purchase of goods or services as a component of contract performance or
otherwise provides for the reimbursement of specified, actual costs, the State will
employ all reasonable means and will require all such documentation that it deems
necessary to ensure that such purchases were competitive and costs were reasonable,
necessary, and actual. The Contractor shall provide reasonable assistance and access
related to such review. Further, the State shall not remit, as funding or reimbursement
pursuant to such provisions, any amounts that it determines do not represent
reasonable, necessary, and actual costs.

Contractor Performance

The Contractor who is awarded a contract will be responsible for the delivery of all acceptable goods or the
satisfactory completion of all services set out in this RFP (including attachments) as may be amended. All
goods or services are subject to inspection and evaluation by the State. The State will employ alll
reasonable means to ensure that goods delivered or services rendered are in compliance with the
Contract, and the Contractor must cooperate with such efforts.

Contract Amendment

After Contract award, the State may request the Contractor to deliver additional goods or perform additional
services within the general scope of the Contract and this RFP, but beyond the specified Scope, and for
which the Contractor may be compensated. In such instances, the State will provide the Contractor a
written description of the additional goods or services. The Contractor must respond to the State with a
time schedule for delivering the additional goods or accomplishing the additional services based on the
compensable units included in the Contractor’s response to this RFP. If the State and the Contractor reach
an agreement regarding the goods or services and associated compensation, such agreement must be
effected by means of a contract amendment. Further, any such amendment requiring additional goods or
services must be signed by both the State agency head and the Contractor and must be approved by other
state officials as required by applicable statutes, rules, policies and procedures of the State of Tennessee.
The Contractor must not provide additional goods or render additional services until the State has issued a
written contract amendment with all required approvals.

Severability

If any provision of this RFP is declared by a court to be illegal or in conflict with any law, said decision will
not affect the validity of the remaining RFP terms and provisions, and the rights and obligations of the State
and Respondents will be construed and enforced as if the RFP did not contain the particular provision held
to be invalid.

Next Ranked Respondent
The State reserves the right to initiate negotiations with the next ranked Respondent should the State
cease doing business with any Respondent selected via this RFP process.
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5 EVALUATION & CONTRACT AWARD

51

52

Evaluation Categories & Maximum Points

The State will consider qualifications, experience, technical approach, and cost in the evaluation of
responses and award points in each of the categories detailed below (up to the maximum evaluation points
indicated) to each response deemed by the State to be responsive.

EVALUATION CATEGORY MAXIMUM POINTS POSSIBLE

General Qualifications & Experience

(refer to RFP Attachment 6.2., Section B) 10

Technical Qualifications, Experience &
Approach 70
(refer to RFP Attachment 6.2., Section C)

Cost Proposal

(refer to RFP Attachment 6.3.) 20

Evaluation Process

The evaluation process is designed to award the contract resulting from this RFP not necessarily to the
Respondent offering the lowest cost, but rather to the Respondent deemed by the State to be responsive
and responsible who offers the best combination of attributes based upon the evaluation criteria.
(“Responsive Respondent” is defined as a Respondent that has submitted a response that conforms in all
material respects to the RFP. “Responsible Respondent” is defined as a Respondent that has the capacity
in all respects to perform fully the contract requirements, and the integrity and reliability which will assure
good faith performance.)

5.2.1 Technical Response Evaluation. The Solicitation Coordinator and the Proposal Evaluation Team
(consisting of three (3) or more State employees) will use the RFP Attachment 6.2., Technical
Response & Evaluation Guide to manage the Technical Response Evaluation and maintain
evaluation records.

5.2.1.1 The State reserves the right, at its sole discretion, to request Respondent clarification of
a Technical Response or to conduct clarification discussions with any or all
Respondents. Any such clarification or discussion will be limited to specific sections of
the response identified by the State. The subject Respondent must put any resulting
clarification in writing as may be required and in accordance with any deadline imposed
by the State.

5.2.1.2 The Solicitation Coordinator will review each Technical Response to determine
compliance with RFP Attachment 6.2., Technical Response & Evaluation Guide, Section
A— Mandatory Requirements. If the Solicitation Coordinator determines that a response
failed to meet one or more of the mandatory requirements, the Proposal Evaluation
Team will review the response and document the team’s determination of whether:

a. the response adequately meets RFP requirements for further evaluation;

b. the State will request clarifications or corrections for consideration prior to further
evaluation; or,

c. the State will determine the response to be non-responsive to the RFP and reject it.

5.2.1.3 Proposal Evaluation Team members will independently evaluate each Technical
Response (that is responsive to the RFP) against the evaluation criteria in this RFP and
will score each in accordance with the RFP Attachment 6.2., Technical Response &
Evaluation Guide.

5.2.1.4 For each response evaluated, the Solicitation Coordinator will calculate the average of
the Proposal Evaluation Team member scores for RFP Attachment 6.2., Technical
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Response & Evaluation Guide, and record each average as the response score for the
respective Technical Response section.

The Solicitation Coordinator will invite each Respondent, who is apparently responsive
and responsible, to make an Oral Presentation.

5.2.1.5.1 The Oral Presentations are mandatory. The Solicitation Coordinator will
schedule Respondent Presentations during the period indicated by the RFP
Section 2, Schedule of Events. The Solicitation Coordinator will make every
effort to accommodate each Respondent’s schedules. When the
Respondent Presentation schedule has been determined, the Solicitation
Coordinator will contact Respondents with the relevant information as
indicated by RFP Section 2, Schedule of Events.

5.2.1.5.2 Respondent Presentations are only open to the invited Respondent,
Proposal Evaluation Team members, the Solicitation Coordinator, and any
technical consultants who are selected by the State to provide assistance to
the Proposal Evaluation Team.

5.2.1.5.3 Oral Presentations provide an opportunity for Respondents to explain and
clarify their responses and for the State to test to better understand the
practical application of the good or service as applicable. Respondents must
not materially alter their responses and Presentations will be limited to
addressing the items detailed in RFP Attachment 6.2., Technical Response &
Evaluation Guide. Respondent pricing shall not be discussed during Oral
Presentations. Evaluators may adjust Respondents’ Technical Response
scores based on Oral Presentations.

5.2.1.5.4 The State will maintain an accurate record of each Respondent’s Oral
Presentations session. The record of the Respondent’s Oral Presentations
shall be available for review when the State opens the procurement files for
public inspection.

5.2.1.5.5 Inthe event a Proposal Evaluation Team Member(s) is predetermined by
TennCare as a partial Evaluation Team Member(s) to only evaluate specific
RFP Attachment 6.2 Section C — Technical Qualifications, Experience, &
Approach response items, RFP Attachment 6.5., Score Summary Matrix will
be adjusted to appropriately weigh scoring for partial Evaluation Team
Member(s) to support the competitive award process.

Before Cost Proposals are opened, the Proposal Evaluation Team will review the
Technical Response Evaluation record and any other available information pertinent to
whether or not each Respondent is responsive and responsible. If the Proposal
Evaluation Team identifies any Respondent that does not meet the responsive and
responsible thresholds such that the team would not recommend the Respondent for
Cost Proposal Evaluation and potential contract award, the team members will fully
document the determination.

Cost Proposal Evaluation. The Solicitation Coordinator will open for evaluation the Cost Proposal

of each Respondent deemed by the State to be responsive and responsible and calculate and
record each Cost Proposal score in accordance with the RFP Attachment 6.3., Cost Proposal &
Scoring Guide.

Clarifications and Negotiations: The State reserves the right to award a contract on the basis of

initial responses received, therefore, each response shall contain the Respondent’s best terms and
conditions from a technical and cost standpoint. The State reserves the right to conduct
clarifications or negotiations with one or more Respondents. All communications, clarifications, and
negotiations shall be conducted in a manner that supports fairness in response improvement.

5231

Clarifications: The State may identify areas of a response that may require further
clarification or areas in which it is apparent that there may have been
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miscommunications or misunderstandings as to the State’s specifications or
requirements. The State may seek to clarify those issues identified during one or
multiple clarification rounds. Each clarification sought by the State may be unique to an
individual Respondent, provided that the process is conducted in a manner that supports
fairness in response improvement.

5.2.3.2 Neqotiations: The State may elect to negotiate with one or more Respondents by
requesting revised responses, negotiating costs, or finalizing contract terms and
conditions. The State reserves the right to conduct multiple negotiation rounds or no
negotiations at all.

5.2.3.3 Cost Negotiations: All Respondents, selected for negotiation by the State, will be given
equivalent information with respect to cost negotiations. All cost negotiations will be
documented for the procurement file. Additionally, the State may conduct target pricing
and other goods or services level negotiations. Target pricing may be based on
considerations such as current pricing, market considerations, benchmarks, budget
availability, or other methods that do not reveal individual Respondent pricing. During
target price negotiations, Respondents are not obligated to reduce their pricing to target
prices, but no Respondent is allowed to increase prices.

5.2.3.4 If the State determines that it is unable to successfully negotiate terms and conditions of
a contract with the apparent best evaluated Respondent, the State reserves the right to
bypass the apparent best evaluated Respondent and enter into terms and conditions
contract negotiations with the next apparent best evaluated Respondent.

Total Response Score. The Solicitation Coordinator will calculate the sum of the Technical
Response section scores and the Cost Proposal score and record the resulting number as the total
score for the subject Response (refer to RFP Attachment 6.5., Score Summary Matrix).

5.3 Contract Award Process

531

5.3.2

5.3.3

534

535

The Solicitation Coordinator will submit the Proposal Evaluation Team determinations and scores to
the head of the procuring agency for consideration along with any other relevant information that
might be available and pertinent to contract award.

The procuring agency head will determine the apparent best-evaluated Response. To effect a
contract award to a Respondent other than the one receiving the highest evaluation process score,
the head of the procuring agency must provide written justification and obtain the written approval of
the Chief Procurement Officer and the Comptroller of the Treasury.

The State will issue a Notice of Intent to Award identifying the apparent best-evaluated response
and make the RFP files available for public inspection at the time and date specified in the RFP
Section 2, Schedule of Events.

NOTICE: The Notice of Intent to Award shall not create rights, interests, or claims of
entitlement in either the apparent best-evaluated Respondent or any other Respondent.

The Respondent identified as offering the apparent best-evaluated response must sign a contract
drawn by the State pursuant to this RFP. The Contract shall be substantially the same as the RFP
Attachment 6.6., Pro Forma Contract. The Respondent must sign the contract by the Contractor
Signature Deadline detailed in the RFP Section 2, Schedule of Events. If the Respondent fails to
provide the signed Contract by this deadline, the State may determine that the Respondent is non-
responsive to this RFP and reject the response.

Notwithstanding the foregoing, the State may, at its sole discretion, entertain limited terms and
conditions or pricing negotiations prior to Contract signing and, as a result, revise the pro forma
contract terms and conditions or performance requirements in the State’s best interests,
PROVIDED THAT such revision of terms and conditions or performance requirements shall NOT
materially affect the basis of response evaluations or negatively impact the competitive nature of
the RFP and contractor selection process.
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5.3.6 If the State determines that a response is non-responsive and rejects it after opening Cost
Proposals, the Solicitation Coordinator will re-calculate scores for each remaining responsive Cost
Proposal to determine (or re-determine) the apparent best-evaluated response.
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RFP ATTACHMENT 6.1.

RFP # 31865-00626 STATEMENT OF CERTIFICATIONS AND ASSURANCES

The Respondent must sign and complete the Statement of Certifications and Assurances below as required, and it must be
included in the Technical Response (as required by RFP Attachment 6.2., Technical Response & Evaluation Guide, Section
A, Item A.1.).

The Respondent does, hereby, expressly affirm, declare, confirm, certify, and assure ALL of the following:

1.
2.

N

10.

The Respondent will comply with all of the provisions and requirements of the RFP.

The Respondent will provide all services as defined in the Scope of the RFP Attachment 6.6., Pro Forma Contract for
the total Contract Term.

The Respondent, except as otherwise provided in this RFP, accepts, and agrees to all terms and conditions set out in
the RFP Attachment 6.6., Pro Forma Contract.

The Respondent acknowledges and agrees that a contract resulting from the RFP shall incorporate, by reference, all
proposal responses as a part of the Contract.

The Respondent will comply with:

(a) the laws of the State of Tennessee;

(b) Title VI of the federal Civil Rights Act of 1964;

(c) Title IX of the federal Education Amendments Act of 1972;

(d) the Equal Employment Opportunity Act and the regulations issued there under by the federal government; and,
(e) the Americans with Disabilities Act of 1990 and the regulations issued there under by the federal government.
To the knowledge of the undersigned, the information detailed within the response submitted to this RFP is accurate.
The response submitted to this RFP was independently prepared, without collusion, under penalty of perjury.

No amount shall be paid directly or indirectly to an employee or official of the State of Tennessee as wages,
compensation, or gifts in exchange for acting as an officer, agent, employee, subcontractor, or consultant to the
Respondent in connection with this RFP or any resulting contract.

Both the Technical Response and the Cost Proposal submitted in response to this RFP shall remain valid for at least
120 days subsequent to the date of the Cost Proposal opening and thereafter in accordance with any contract
pursuant to the RFP.

The Respondent affirms the following statement, as required by the Iran Divestment Act Tenn. Code Ann. § 12-12-
111: “By submission of this bid, each bidder and each person signing on behalf of any bidder certifies, and in the case
of a joint bid each party thereto certifies as to its own organization, under penalty of perjury, that to the best of its
knowledge and belief that each bidder is not on the list created pursuant to §12-12-106.” For reference purposes, the
list is currently available online at: https://www.tn.gov/generalservices/procurement/central-procurement-office--cpo-
llibrary-/public-information-library.html.

By signing this Statement of Certifications and Assurances, below, the signatory also certifies legal authority to
bind the proposing entity to the provisions of this RFP and any contract awarded pursuant to it. If the signatory is
not the Respondent (if an individual) or the Respondent’s company President or Chief Executive Officer, this
document must attach evidence showing the individual’s authority to bind the Respondent.

DO NOT SIGN THIS DOCUMENT IF YOU ARE NOT LEGALLY AUTHORIZED TO BIND THE RESPONDENT

SIGNATURE:

PRINTED NAME & TITLE:

DATE:

RESPONDENT LEGAL ENTITY

NAME:
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4-15-21 RFP
RFP ATTACHMENT 6.2. — Section A

TECHNICAL RESPONSE & EVALUATION GUIDE

SECTION A: MANDATORY REQUIREMENTS. The Respondent must address all items detailed below and provide, in
sequence, the information and documentation as required (referenced with the associated item references). The
Respondent must also detail the response page number for each item in the appropriate space below. The Response
should NOT exceed 20 pages in addressing items detailed below in Section A — Mandatory Requirement Items. The table
of contents and response to A.4. shall be excluded from the page limit.

The Solicitation Coordinator will review the response to determine if the Mandatory Requirement Items are addressed as
required and mark each with pass or fail. For each item that is not addressed as required, the Proposal Evaluation Team
must review the response and attach a written determination. In addition to the Mandatory Requirement Items, the
Solicitation Coordinator will review each response for compliance with all RFP requirements.

RESPONDENT LEGAL ENTITY

NAME:

Response
(Rezz?)ijent I;ZT Section A— Mandatory Requirement ltems Pass/Fail
completes)

The Response must be delivered to the State no later than the Response
Deadline specified in the RFP Section 2, Schedule of Events.

The Technical Response and the Cost Proposal documentation must be
packaged separately as required (refer to RFP Section 3.2., et. seq.).

The Technical Response must NOT contain cost or pricing information of
any type.

The Technical Response must NOT contain any restrictions of the rights of
the State or other qualification of the response.

A Respondent must NOT submit alternate responses (refer to RFP Section
3.3).

A Respondent must NOT submit multiple responses in different forms (as a
prime and a subcontractor) (refer to RFP Section 3.3.).

A.l. Provide the Statement of Certifications and Assurances (RFP Attachment
6.1.) completed and signed by an individual empowered to bind the
Respondent to the provisions of this RFP and any resulting contract. The
document must be signed without exception or qualification.

A.2. Provide a statement, based upon reasonable inquiry, of whether the
Respondent or any individual who shall cause to deliver goods or perform
services under the contract has a possible conflict of interest (e.g.,
employment by the State of Tennessee) and, if so, the nature of that
conflict.

NOTE: Any questions of conflict of interest shall be solely within the
discretion of the State, and the State reserves the right to cancel any
award.

A.3. Provide a current bank reference indicating that the Respondent’s business
relationship with the financial institution is in positive standing. Such
reference must be written in the form of a standard business letter, signed,
and dated within the past three (3) months.

A.4. Provide an official document or letter from an accredited credit bureau,
verified and dated within the last three (3) months and indicating a
satisfactory credit score for the Respondent (NOTE: A credit bureau report
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RESPONDENT LEGAL ENTITY

NAME:

Response
(Rezz%(ra]gent Iggp Section A— Mandatory Requirement Items Pass/Fail
completes)

number without the full report is insufficient and will not be considered
responsive.). This response item will be excluded from the page limit.

A.5.

Provide a statement confirming that the Respondent has a minimum of one
(1) current or completed CLRS project covering a population of at least one
hundred thousand (100,000) individuals, demonstratable implementation
with an assessment tool, maintenance of a community resource directory,
referral capability, and the ability to close the loop.

A.6.

Provide a statement confirming that the Respondent is proposing a Solution
as a Service (SaaS) Solution inclusive of all hardware, software, cloud, and
infrastructure costs required to acquire, install, operate, and maintain the
Solution.

State Use — Solicitation Coordinator Signature, Printed Name & Date:
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RFP ATTACHMENT 6.2. — SECTION B

TECHNICAL RESPONSE & EVALUATION GUIDE

SECTION B: GENERAL QUALIFICATIONS & EXPERIENCE. The Respondent must address all items detailed below and
provide, in sequence, the information and documentation as required (referenced with the associated item references). The
Respondent must also detail the response page number for each item in the appropriate space below. Proposal Evaluation
Team members will independently evaluate and assign one score for all responses to Section B— General Qualifications &
Experience Iltems. The Response should NOT exceed 40 pages in addressing items detailed below in Section B — General

Qualifications & Experience Items. The table of contents, resumes, and response B.17 and B.22 shall be excluded from the

page limit.

RESPONDENT LEGAL ENTITY

NAME:

Response
Page #
(Respondent
completes)

Item
Ref.

Section B— General Qualifications & Experience ltems

B.1.

Detail the name, e-mail address, mailing address, telephone number, and facsimile number of
the person the State should contact regarding the response.

B.2.

Describe the Respondent’s form of business (i.e., individual, sole proprietor, corporation, non-
profit corporation, partnership, limited liability company) and business location (physical location
or domicile).

B.3.

Detail the number of years the Respondent has been in business.

B.4.

Briefly describe how long the Respondent has been providing the goods or services required by
this RFP.

B.5.

Describe the Respondent’s number of employees, client base, and location of offices.

B.6.

Provide a statement of whether there have been any mergers, acquisitions, or change of control
of the Respondent within the last ten (10) years. If so, include an explanation providing relevant
details.

B.7.

Provide a statement of whether the Respondent or, to the Respondent's knowledge, any of the
Respondent’s employees, agents, independent contractors, or subcontractors, involved in the
delivery of goods or performance of services on a contract pursuant to this RFP, have been
convicted of, pled guilty to, or pled nolo contendere to any felony. If so, include an explanation
providing relevant details.

B.8.

Provide a statement of whether, in the last ten (10) years, the Respondent has filed (or had filed
against it) any bankruptcy or insolvency proceeding, whether voluntary or involuntary, or
undergone the appointment of a receiver, trustee, or assignee for the benefit of creditors. If so,
include an explanation providing relevant details.

B.9.

Provide a statement of whether there is any material, pending litigation against the Respondent
that the Respondent should reasonably believe could adversely affect its ability to meet contract
requirements pursuant to this RFP or is likely to have a material adverse effect on the
Respondent’s financial condition. If such exists, list each separately, explain the relevant details,
and attach the opinion of counsel addressing whether and to what extent it would impair the
Respondent’s performance in a contract pursuant to this RFP.

NOTE: All persons, agencies, firms, or other entities that provide legal opinions regarding the
Respondent must be properly licensed to render such opinions. The State may require the
Respondent to submit proof of license for each person or entity that renders such opinions.

B.10.

Provide a statement of whether there are any pending or in progress Securities Exchange
Commission investigations involving the Respondent. If such exists, list each separately, explain
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RFP ATTACHMENT 6.2. — SECTION B (continued)

RESPONDENT LEGAL ENTITY

NAME:

Response
Page #
(Respondent
completes)

Iltem
Ref.

Section B— General Qualifications & Experience ltems

the relevant details, and attach the opinion of counsel addressing whether and to what extent it
will impair the Respondent’s performance in a contract pursuant to this RFP.

NOTE: All persons, agencies, firms, or other entities that provide legal opinions regarding the
Respondent must be properly licensed to render such opinions. The State may require the
Respondent to submit proof of license for each person or entity that renders such opinions.

B.11.

Provide a brief, descriptive statement detailing evidence of the Respondent’s ability to deliver the
goods or services sought under this RFP.

B.12.

Provide a narrative description of the proposed project team, its members, and organizational
structure along with an organizational chart identifying the key people who will be assigned to
deliver the goods or services required by this RFP.

B.13.

Provide a personnel roster listing the names of key people who the Respondent will assign to
meet the Respondent’s requirements under this RFP along with the estimated number of hours
that each individual will devote to that performance. Follow the personnel roster with a resume
for each of the people listed. The resumes must detail the individual’s title, education, current
position with the Respondent, and employment history. Resumes will be excluded from the
page limit.

B.14.

Provide a statement of whether the Respondent intends to use subcontractors to meet the
Respondent’s requirements of any contract awarded pursuant to this RFP, and if so, detail:

(a) the names of the subcontractors along with the contact person, mailing address, telephone
number, and e-mail address for each;

(b) a description of the scope and portions of the goods each subcontractor involved in the
delivery of goods or performance of the services each subcontractor will perform; and

(c) a statement specifying that each proposed subcontractor has expressly assented to being
proposed as a subcontractor in the Respondent’s response to this RFP.

B.15.

Provide documentation of the Respondent’s commitment to diversity as represented by the
following:

(a) Business Strategy. Provide a description of the Respondent’s existing programs and
procedures designed to encourage and foster commerce with business enterprises owned
by minorities, women, service-disabled veterans, persons with disabilities, and small
business enterprises. Please also include a list of the Respondent’s certifications as a
diversity business, if applicable.

(b) Business Relationships. Provide a listing of the Respondent’s current contracts with
business enterprises owned by minorities, women, service-disabled veterans, persons with
disabilities, and small business enterprises. Please include the following information:

(i) contract description;

(ii) contractor name and ownership characteristics (i.e., ethnicity, gender, service-disabled
veteran-owned, or persons with disabilities); and
(iii) contractor contact name and telephone number.

(c) Estimated Participation. Provide an estimated level of participation by business enterprises
owned by minorities, women, service-disabled veterans, persons with disabilities and small
business enterprises if a contract is awarded to the Respondent pursuant to this RFP.
Please include the following information:

(i) a percentage (%) indicating the participation estimate. (Express the estimated
participation number as a percentage of the total estimated contract value that will be
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RFP ATTACHMENT 6.2. — SECTION B (continued)

RESPONDENT LEGAL ENTITY

NAME:

Response
Page #
(Respondent
completes)

Iltem
Ref.

Section B— General Qualifications & Experience ltems

dedicated to business with subcontractors and supply contractors having such
ownership characteristics only and DO NOT INCLUDE DOLLAR AMOUNTS);

(i) anticipated goods or services contract descriptions; and

(i) names and ownership characteristics (i.e., ethnicity, gender, service-disabled veterans,
or disability) of anticipated subcontractors and supply contractors.

NOTE: In order to claim status as a Diversity Business Enterprise under this contract,
businesses must be certified by the Governor’s Office of Diversity Business Enterprise (Go-
DBE). Please visit the Go-DBE website at
https://tn.diversitysoftware.com/FrontEnd/StartCertification.asp? TN=tn&XID=9810 for more
information.

(d) Workforce. Provide the percentage of the Respondent’s total current employees by ethnicity
and gender.

NOTE: Respondents that demonstrate a commitment to diversity will advance State efforts to
expand opportunity to do business with the State as contractors and subcontractors.
Response evaluations will recognize the positive qualifications and experience of a
Respondent that does business with enterprises owned by minorities, women, service-
disabled veterans, persons with disabilities, and small business enterprises and who offer a
diverse workforce.

B.16.

Provide a statement of whether or not the Respondent has any current contracts with the State
of Tennessee or has completed any contracts with the State of Tennessee within the previous
five (5) year period. If so, provide the following information for all of the current and completed
contracts:

(@) the name, title, telephone number and e-mail address of the State contact knowledgeable
about the contract;

(b) the procuring State agency name;

(c) a brief description of the contract’s scope of services;
(d) the contract period; and

(e) the contract number.

B.17.

Provide customer references from individuals who are not current or former State employees for
projects similar to the goods or services sought under this RFP and which represent:

= two (2) accounts Respondent currently services that are similar in size to the State; and
= three (3) completed projects.

References from at least three (3) different individuals are required to satisfy the requirements
above, e.g., an individual may provide a reference about a completed project and another
reference about a currently serviced account. The standard reference questionnaire, which must
be used and completed, is provided at RFP Attachment 6.4. References that are not completed
as required may be deemed non-responsive and may not be considered.

The Respondent will be solely responsible for obtaining fully completed reference questionnaires
and including them in the sealed Technical Response. In order to obtain and submit the
completed reference questionnaires follow the process below.

(@) Add the Respondent’s name to the standard reference questionnaire at RFP Attachment
6.4. and make a copy for each reference.

(b) Send a reference questionnaire and new, standard #10 envelope to each reference.
(c) Instruct the reference to:
(i) complete the reference questionnaire;
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RFP ATTACHMENT 6.2. — SECTION B (continued)

RESPONDENT LEGAL ENTITY

NAME:

Response
Page #
(Respondent
completes)

Iltem
Ref.

Section B— General Qualifications & Experience ltems

(i) sign and date the completed reference questionnaire;

(i) seal the completed, signed, and dated reference questionnaire within the envelope
provided;

(iv) sign his or her name in ink across the sealed portion of the envelope; and

(v) return the sealed envelope directly to the Respondent (the Respondent may wish to
give each reference a deadline, such that the Respondent will be able to collect all
required references in time to include them within the sealed Technical Response).

(d) Do NOT open the sealed references upon receipt.

(e) Enclose all sealed reference envelopes within a larger, labeled envelope for inclusion in the
Technical Response as required.

NOTES:

= The State will not accept late references or references submitted by any means other than that
which is described above, and each reference questionnaire submitted must be completed as
required.

= The State will not review more than the number of required references indicated above.

= While the State will base its reference check on the contents of the sealed reference
envelopes included in the Technical Response package, the State reserves the right to
confirm and clarify information detailed in the completed reference questionnaires, and may
consider clarification responses in the evaluation of references.

= The State is under no obligation to clarify any reference information.

= This response item will be excluded from the page limit.

B.18.

Provide a statement and any relevant details addressing whether the Respondent is any of the
following:

(a) is presently debarred, suspended, proposed for debarment, or voluntarily excluded from
covered transactions by any federal or state department or agency;

(b) has within the past three (3) years, been convicted of, or had a civil judgment rendered
against the contracting party from commission of fraud, or a criminal offence in connection
with obtaining, attempting to obtain, or performing a public (federal, state, or local)
transaction or grant under a public transaction; violation of federal or state antitrust statutes
or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

(c) is presently indicted or otherwise criminally or civilly charged by a government entity
(federal, state, or local) with commission of any of the offenses detailed above; and

(d) has within a three (3) year period preceding the contract had one or more public
transactions (federal, state, or local) terminated for cause or default.

B.19.

For any and all contracts including a CLRS as detailed in Pro Forma Section A.6., provide a full
listing of:

(@) Any and all Liquidated Damages paid, deducted, or set off from any payment due to
Respondent and a narrative specifying the triggering event within the last two (2) years; and

(b) Terminated contracts (mutually or otherwise) with any other public entity (federal, state,
local, or territories) within the last two (2) years. For each termination, provide a narrative
explanation. Include both terminations for cause and convenience.

B.20.

Describe how the Respondent will perform the required services pursuant to this RFP and
associated Pro Forma within a fully remote setting. The response should detail prior experience,
including Processes and tools utilized, to perform all required services remotely as sought under
this RFP.
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RFP ATTACHMENT 6.2. — SECTION B (continued)

RESPONDENT LEGAL ENTITY

NAME:
Response
Page # Iltem . e .
(Respondent Ref. Section B— General Qualifications & Experience ltems
completes)
B.21. Respondent shall describe how its background and experience will enable it to comply with the
applicable federal and state civil rights laws. These laws prohibit discrimination based on a
person’s race, color, national origin, sex, age, religious, disability, or other status protected under
federal and state laws. Civil rights compliance includes programs, services, or activities offered
through Electronic and Information Technology (Section 508 and the most current WCAG AA
guidelines).
Respondent should provide an example of its accessibility work on Electronic and Information
Technology projects, including creating accessibility project plans and providing staff training and
creating accessibility governance plans, which will evaluate accessibility throughout the DDI
phases, including at key milestones and sprints.
B.22. Respondent shall provide a proposed Technology Matrix for the Solution being proposed through

this solicitation. The Technology Matrix shall list the following items: vendor, product, version,
and purpose. The Technology Matrix shall not include any pricing. This response item will be
excluded from the page limit.

SCORE (for all Section B—Qualifications & Experience ltems above):
(maximum possible score = 10)

State Use — Evaluator Identification:
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RFP ATTACHMENT 6.2. — SECTION C

TECHNICAL RESPONSE & EVALUATION GUIDE

SECTION C: TECHNICAL QUALIFICATIONS, EXPERIENCE & APPROACH. The Respondent must address all items
(below) and provide, in sequence, the information and documentation as required (referenced with the associated item
references). The Respondent must also detail the response page number for each item in the appropriate space below.
The Response should NOT exceed 150 pages in addressing items detailed below in Section C — Technical Qualifications,
Experience & Approach Items. The table of contents and response to C.16 shall be excluded from the page limit.

A Proposal Evaluation Team, made up of three or more State employees, will independently evaluate and score the
response to each item. Each evaluator will use the following whole number, raw point scale for scoring each item:
0 = little value 1=poor 2 = fair 3 = satisfactory 4 =good 5 = excellent

The Solicitation Coordinator will multiply the ltem Score by the associated Evaluation Factor (indicating the relative
emphasis of the item in the overall evaluation). The resulting product will be the item’s Raw Weighted Score for purposes
of calculating the section score as indicated.

RESPONDENT LEGAL ENTITY

NAME:
Response Raw
Page # Iltem Section C— Technical Qualifications, ltem Evaluation Weighted
(Respondent Ref. Experience & Approach ltems Score Factor chore
completes)

C.1. (a) Provide a narrative that illustrates the
Respondent’s understanding of the State’s
requirements and project schedule.

(b) Provide a narrative that illustrates how the
Respondent will complete the scope of
services, accomplish required objectives, and
meet the State’s project schedule.

(c) Provide a proposed Implementation Schedule
that illustrates the Respondent’s overall
approach for delivery of the scope contained 2
within the RFP. The Implementation Schedule
should include a breakdown of the work and
proposed timelines to accomplish the major
milestones for the Phased Implementation and
Operations of the Solution, based on the Figure
1in Section 1.1.1. CLRS Timeline, and
proposed dates, activities, and tasks required
based on the Respondent’s technical
experience and understanding of TennCare
needs.

c.2. Provide a narrative that illustrates how the
Respondent will manage the project, ensure
completion of the scope of services, and accomplish 2
required objectives within the State’s project
schedule.

C.3. Provide a narrative that illustrates in detail how the
Respondent will meet the requirements in Pro
Forma Section A.5. Phased Implementation and
Operation. In the narrative, the Respondent should:

(@) Describe the Respondent’s approach fort the
Phased Implementation Approach to DDI and
O&M.
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RFP ATTACHMENT 6.2. — SECTION C (continued)

(b) Detail the Respondent’s approach to activities
listed within DDI and O&M Phase 1, DDI Phase
2, and the Solution O&M.

(c) Provide lessons learned from previous project
implementations of comparable scope and
requirements beneficial to the State based on
the Contractor’s proposed approach.

C.4.

Provide a narrative that illustrates in detail how the
Respondent will meet the requirements in Pro
Forma Section A.6.1., Non-Medical Needs
Assessment. In the narrative, the Respondent
should:

(@) Describe the Respondent's approach to
supporting multiple Non-Medical Needs
Assessments for the same Member. The
response should include how the Solution
archives older Non-Medical Needs
Assessments and identifies the active Non-
Medical Needs Assessment.

(b) Describe the Respondent’s ability to offer
industry-leading Non-Medical Needs
Assessment formats, including PRAPARE,
Accountable Health Communities Health
Related Social Needs (AHC HRSN or AHC),
Health Leads’ Social Needs Screening Tool,
and others within the Solution.

(c) Describe the Respondent’s approach for
accepting Non-Medical Needs Assessments
from paper-based or integrated technology
platforms (e.g., Provider/Practice EHR). For
each approach and capability, the Respondent
should indicate in which implementations these
capabilities are offered.

(d) Describe the Respondent's approach for storing
incomplete Non-Medical Needs Assessments.

15

C5.

Provide a narrative that illustrates in detail how the
Respondent will meet the requirements in Pro
Forma Section A.6.2., Community Resource
Directory. In the narrative, the Respondent should:

(a) Describe the Respondent’s approach to
engaging CBOs and encouraging them to use
the Solution. Describe the expected barriers to
CBOs adopting the tool and how the respondent
will overcome these barriers.

(b) Describe how the Respondent will train CBOs to
use the Solution, provide examples of training
materials, describe training methods, and
describe how the Respondent uses different
modes of communication (teleconference,
individual training, conferences, tutorials, etc.)
to provide training.

(c) Describe the Respondent’s approach for
identifying CBOs throughout the State, including

a description of the process for initial

15
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RFP ATTACHMENT 6.2. — SECTION C (continued)

(d)

(e)

)

(9)

(h)

identification, routine outreach, and ongoing
engagement to enable the development and
ongoing management of the Community
Resource Directory. Describe how the
Respondent will encourage CBOs to continue
active use of the Solution once they are
onboarded. Describe the out-of-the-box
analytics that the Respondent provides to
demonstrate CBO engagement.

Describe existing CBO relationships the
Respondent maintains within the State and how
the Respondent will leverage such relationships
for the Community Resource Directory.
Describe Respondent’s strategy for managing,
continuously improving upon, and updating the
Community Resource Directory.

Describe the Respondent’s approach for
identifying CBOs most appropriate to meet a
Member’s identified Domain needs based on
the results of a completed Non-Medical Needs
Assessment.

Describe the Respondent’s approach for
allowing Non-Authenticated Users to access the
Community Resource Directory without the
need to complete a Non-Medical Needs
Assessment.

State the minimum number of Verified CBO
Service Locations that will claim their CBO
Service Location in the Solution and confirm
applicable CBO Service Location details (e.g.,
location address, hours of operation, contact
information) are accurate within the Community
Resource Directory. A Verified CBO Service
Location must have at least one Authorized
User associated with that CBO Service
Location. This number of Verified CBO Service
Locations will become the “Verified CBO
Service Locations” threshold used in the
Performance Metric Payment calculation
described in Pro Forma Section C.4.

State the minimum number of Verified CBO
Service Locations in each Grand Region (East,
Middle, and West) that will claim their CBO
Service Location in the Solution and confirm
applicable CBO Service Location details (e.g.,
location address, hours of operation, contact
information) are accurate within the Community
Resource Directory. This number of Verified
CBO Service Locations will become the
“Verified CBO Service Locations by Grand
Region” threshold used in the Performance
Metric Payment Calculation described in Pro
Forma Section C.4.

State the minimum number of Active CBO
Service Location(s) that will utilize the Solution.
An Active CBO Service Location is a Verified
CBO Service Location(s) where an Authorized
User associated with that CBO Service Location
logs into the Solution at least weekly. This
number of Active CBO Service Location(s) will
become the “Active CBO Service Location(s)”
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RFP ATTACHMENT 6.2. — SECTION C (continued)

)

(k)

threshold used in the Performance Metric
Payment calculation described in Pro Forma
Section C.4.

State the minimum number of Active CBO
Service Location(s) in each Grand Region
(East, Middle, and West) that will utilize the
Solution. An Active CBO Service Location is a
Verified CBO Service Location where an
Authorized User associated with that CBO
Service Location logs into the Solution at least
weekly. This number of Active CBO Service
Location(s) will become the “Active CBO
Service Location(s) by Grand Region” threshold
used in the Performance Metric Payment
calculation described in Pro Forma Section C.4.

State the minimum percentage of CBO Service
Location(s) that will complete training within
thirty (30) calendar days of being loaded into
the Community Resource Directory. This
percentage of CBOs will become the “Solution
Training” threshold used in the Performance
Metric Payment calculation described in Section
c.4.

C.6.

Provide a narrative that illustrates in detail how the
Respondent will meet the requirements in Pro
Forma Section A.6.3., Non-Medical Risk Factors
Referral System. In the narrative, the Respondent
should:

@

(b)

(©

(d)

Describe the Respondent’s approach for the
Referral process from initiation through closure,
including:

(i) Tracking Non-Medical Needs
Assessment(s) and Referrals.

(i) Outgoing Referral Capabilities to CBOs.

(iii) Incoming Referral Capabilities to CBOs.

(iv) Allowing the CBOs to accept or deny a
Referral.

Describe the Respondent’s approach for
integrating TennCare’s Member Enrollment
data into the Solution to enable the provision of
services to enrolled TennCare Members.

Describe the Respondent’s approach for
tracking Referrals for a Member from initiation
through service provision and/or closure,
including the Respondent’s proposed approach
for informing all partners involved in the
Member’s care regarding progress made to
date.

State the monthly average ratio of Referrals to
Closed Loops that will be maintained. The
numerator shall be the total monthly number of
Closed Loops and the denominator shall be the
total monthly number of Referrals. This ratio will
become the “Closed Loops Ratio” threshold
used in the Performance Metric Payment
calculation described in Section C.4.

15

C.7.

Provide a narrative that illustrates in detail how the
Respondent will meet the requirements in Pro
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RFP ATTACHMENT 6.2. — SECTION C (continued)

Forma Section A.6.4., System Integration. In the
narrative, the Respondent should:

@

(b)

(©

(d

Describe the Respondent’s approach for
following ITSM procedures to provide role-
based access and integrate with the IAM
solution through the IS Contractor to establish
the appropriate access for TennCare
Authorized Users of the Solution.

Describe the Respondent’s approach to validate
CBO user authentication onto the Solution
utilizing the Community Resource Directory or
alternative sources.

Describe the Respondent’s approach to validate
MCO user authentication onto the Solution.

Describe the Respondent’s approach to validate
TennCare Provider user authentication onto the

Solution including the use of MCO-provided
provider registry files.

(e) Describe the Respondent’s approach for

integration with Provider/Practice EHR systems

and MCO’s case management systems,
including the use of national standards (e.g.,
FHIR/HL7) to achieve real-time interoperability
with the Solution, to share data between the
systems and decrease manual data entry.

C.8.

Provide a narrative that illustrates in detail how the
Respondent will meet the requirements in Pro

Forma Section A.6.5., Data Analytics and Reporting.

In the narrative, the Respondent should:

(a) Describe the Respondent’s approach for
developing, recommending, and providing
operational reports.

(b) Describe the Respondent’s approach for
creating individual custom reports based on
TennCare user specifications. Provide
representative Solution report/analytic
dashboard examples with PHI/PII redacted.

15

c.9.

Provide a narrative that illustrates in detail how the
Respondent will meet the requirements Pro Forma
Section A.7., Data Governance.

(@) Describe the Respondent’s approach to data
management, including alignment with the
TennCare Data Policies and Standards located
in the Procurement Library.

(b) Describe how the Respondent intends to
adhere to TennCare IS Governance standards
(Technical Architecture Review Board,
TennCare Solution Implementation Lifecycle,
etc.).
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RFP ATTACHMENT 6.2. — SECTION C (continued)

C.10.

Provide a narrative that illustrates in detail how the
Respondent will meet the requirements in Pro
Forma Section A.8., Hosting. In the narrative, the
Respondent should:

(a) Describe all required environments to meet
scope of services included in the RFP, including:

(i) Overall approach to hosting; and

(ii) Solution capacity and performance
requirements.

(b) Describe the approach to design, implement,
and maintain back-up, business continuity, and
Disaster Recovery policies and procedures.

C.11.

Provide a narrative that illustrates in detail how the
Respondent will meet the requirements in Pro
Forma Section A.9., Technical Requirements. In the
narrative, the Respondent should specifically
address the requirements described under sections:

(@) Technology Standards.
(b) Accessibility.
(c) Manageability/Reporting.
(d) Scalability.
(e) Auvailability.

(f) Graphic User Interface (GUI), including
screenshots of the proposed Solution. This
should not exceed five total pages.

(9) Supportability.
(h) Auditability.
(i) MyTN.gov Interface.

15

C.12.

Provide a narrative that illustrates in detail how the
Respondent will meet the requirements in Pro
Forma Section A.10., Security and Privacy. In the
narrative, the Respondent should:

(@) Describe the Respondent’s approach for the
development and implementation of security
controls for the Solution.

(b) Describe the Respondent’s approach for key
and certificate management.

(c) Describe the Respondent’s approach for
protection of Personally Identifiable Information
(PII) and how the Respondent will identify/mark
Pl in all environments.

(d) Describe the Respondent’s approach to
classifying all data collected by the Solution,
including a description of controls surrounding
access to Sensitive Data.

(e) Describe the Respondent’s approach for
reporting security breaches.

(f) Describe the Respondent’s approach for
System Security Plan (SSP) development and
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@

(h)

@

adherence to TennCare Enterprise Security
Policies.

Describe the Respondent’s approach for
mapping requirements for the solution to
security controls and standards established in
MARS-E, relevant Centers for Medicare and
Medicaid Services (CMS) and IRS guidance,
and industry best practices.

Detail the overview of a Risk Management
framework consistent with and aligned to the
most recent version of NIST SP 800-37, Guide
for Applying the Risk Management Framework
to Federal Information Systems.

Describe the Respondent’s approach for
completing Third-Party Security and Privacy
assessments.

Provide a completed Cloud Security
Questionnaire (example questionnaire located
in the Procurement Library).

Diagrams, figures, and the Cloud Security
Questionnaire included in this response
item will be excluded from the page limit.

C.13.

Provide a narrative that illustrates in detail how the
Respondent will meet the requirements in Pro
Forma Section A.11., Solution Implementation
Lifecycle Requirements. In the narrative, the
Respondent should address the areas below:

@

(b)

(©

(d

Describe the approach and timelines for
required Deliverables referenced in the RFP
and TennCare Solution Implementation
Lifecycle in alignment with the Solution’s
phased approach for delivery of the required
scope.

Elaborate the approach for addressing
Deliverable, Document, and Turnover
management during the project based the
phased lifecycle approach.

Describe how the Respondent will prepare and
deliver Incident Management and technical
support for the Solution to meet needs and tiers
of support for production/work hours and after-
hours work with the Integration Services (IS)
Contractor or TennCare Authorized Users and
staff. Include information on the Respondent’s
expectations around use of or integration with
the TennCare Incident Management System.

Describe the approach for operations and
maintenance activities for the Solution,
including approach to Module Support
operations, reporting, use of software quality
best practice and adherence to Information
Technology Infrastructure Library (ITIL) and
enterprise standards related to service level
management, Continuous Improvement
Process (CIP), Capacity and Performance
Management, Service Portfolio Management,
etc.
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RFP ATTACHMENT 6.2. — SECTION C (continued)

(e) Describe the Respondent’s approach to adhere
to TennCare’s SILC, including development of
high-quality Deliverable Expectation Documents
(DEDs).

C.14. Provide a narrative that illustrates in detail how the
respondent will meet the requirements in Pro Forma
Section A.12., Administrative Requirements. In the
narrative, the Respondent should fully address the
requirements under the sections listed below:

— CMS Certification.

— Staffing.

— Key Personnel.

— Facility.

— Warranty.

— Change Order.

— Control Memo.

In the narrative, the Respondent should elaborate

on the following:

CMS Certification:

(a) Describe the Respondent’s approach to meeting
Federal requirements, including certification,
and supporting CMS review activities as
needed.

Staffing:

(&) Provide a proposed organization chart,
delegation procedure, and roles/responsibilities.

(b) Describe the Respondent’s approach to
maintaining continuity of staff throughout the
Contract Term.

(c) Describe the Respondent’s experience and
available skillset within the Respondent's
workforce for the job descriptions provided in
Pro Forma Section A.12.2., Staffing.

Key Personnel:

(@) Explain how each Key Personnel resource will
meet the qualifications and requirements in
Table 3 - Key Personnel.

(b) Detail relevant Key Personnel experience with
other public agencies and proposed tools to be
used to deliver the Solution.

Warranty:

(@) Describe the Respondent’s approach for
completing the Warranty Period.

(b) Describe the Respondent’s approach to
prioritizing defects and classifying severity
levels.

C.15. Provide a narrative that illustrates in detail how the

Respondent will meet the requirements in Pro
Forma Section A.13., Training Requirements. In the
narrative, the Respondent should address the areas
below:

(@) Describe the Respondent’s approach to
collaborative development of end-user training,
technical staff training, post Go-Live support,
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knowledge transfer, and assessment of
program effectiveness among users at
TennCare and designated partners.

(b) Describe the Respondent’s proposed training
approach and relevant materials Respondent
will provide end-users and technical staff to
adequately address training requirements.

(c) Describe how the Respondent will support end-
users and technical staff with access to online
help when using any components of the
Solution.

(d) Describe the Respondent’s approach to
delivery of training to Authorized Users,
including Authorized Users of CBOs.

C.16. Describe how the Respondent will meet the
Functional Requirements and Non-Functional
Requirements described in Pro Forma Attachment
D, Requirements Traceability Overview and Matrix
(RTM). The Respondent shall fully complete the 2
workbook in Pro Forma Attachment D and include
as part of their response to this item. This response
item will be excluded from the page limit.

The Solicitation Coordinator will use this sum and the formula below to
calculate the section score. All calculations will use and result in
numbers rounded to two (2) places to the right of the decimal point.

Total Raw Weighted Score:
(sum of Raw Weighted Scores above)

X70

(maximum possible = SCORE:

Total Raw Weighted Score score)

Maximum Possible Raw Weighted Score
(i.e., 5 x the sum of item weights above)

State Use — Evaluator Identification:

State Use — Solicitation Coordinator Signature, Printed Name & Date:
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TECHNICAL RESPONSE & EVALUATION GUIDE

SECTION D: ORAL PRESENTATION. The Respondent must address ALL Oral Presentation Items (below).

A Proposal Evaluation Team, made up of three or more State employees, will comply with RFP Section 5.2.1.5 Oral
Presentation Evaluation Processes.

RESPONDENT LEGAL ENTITY NAME:

Oral Presentation Items

D.1. Present an overview representing the Respondent’s understanding of the State’s requirements, project
schedule, and approach to project deliverable quality and timelines.

D.2. Present a demonstration of the Respondent’s Solution to address a Member’'s Non-Medical Risk Factor
for food insecurity. Please utilize different Authorized User perspectives (refer to Attachment A —
Definitions and Abbreviations), including the following functionality:

(a) Assessment of Non-Medical Risk Factors;

(b) ldentification of available CBOs based on the results of the Assessment;
(c) Delivery of Referral for Services from Provider;

(d) Reception of Referral for Services by CBO;

(e) Closed-Loop data available to all parties on the Member’s care team; and

(f) Out-of-the-box analytics and reports.

D.3. Present an overview of the Respondent’s Solution, including capabilities to integrate with EHR, MCO
case management systems, or other technology platforms. Detail Respondent’s approach to
integrating ICD-10 Z-codes from external solutions.

D.4. Present an overview of how the Respondent proposes to engage with CBOs for use of the application,
to include how the Respondent will identify, recruit, and provide ongoing engagement with CBOs
throughout the State.

D.5. Present an overview of how the Respondent will support CBO adoption and utilization of the Solution
and how the Respondent will maintain the Community Resource Directory to ensure up-to-date
information is maintained for Authorized Users and external partners.

D.6. Present how the Respondent and proposed team’s experience and qualifications will be leveraged to
successfully execute the scope of the project, including a focus of building out the Community
Resource Directory and CBO recruitment.

D.7. Present a minimum of one (1) current or completed CLRS project covering a population of at least one
hundred thousand (100,000) individuals and demonstratable implementation with an assessment tool,
maintenance of a community directory, referral capability, and the ability to close the loop.
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Cost Proposal must be submitted in accordance with RFP Section 3.1.2.

COST PROPOSAL & SCORING GUIDE
NOTICE: THIS COST PROPOSAL MUST BE COMPLETED EXACTLY AS REQUIRED

COST PROPOSAL SCHEDULE— The Cost Proposal, included as Attachment 6.3 in the Procurement Library, shall
indicate the proposed price for goods or services defined in the Scope of Services of the RFP Attachment 6.6., pro forma
Contract and for the entire contract period. The Cost Proposal shall remain valid for at least one hundred twenty (120) days
subsequent to the date of the Cost Proposal opening and thereafter in accordance with any contract resulting from this
RFP. All monetary amounts shall be in U.S. currency and limited to two (2) places to the right of the decimal point. The

NOTICE: The Evaluation Factor associated with each cost item is for evaluation purposes only. The evaluation factors do
NOT and should NOT be construed as any type of volume guarantee or minimum purchase quantity. The
evaluation factors shall NOT create rights, interests, or claims of entittement in the Respondent.

Notwithstanding the cost items herein, pursuant to the second paragraph of the Pro Forma Contract section
C.1. (refer to RFP Attachment 6.6.), “The State is under no obligation to request work from the Contractor in any
specific dollar amounts or to request any work at all from the Contractor during any period of this Contract.”

This Cost Proposal must be signed, in the space below, by an individual empowered to bind the Respondent to
the provisions of this RFP and any contract awarded pursuant to it. If said individual is not the President or
Chief Executive Officer, this document must attach evidence showing the individual’s authority to legally bind

the Respondent.

RESPONDENT SIGNATURE:

PRINTED NAME & TITLE:

DATE:

RESPONDENT LEGAL ENTITY
NAME:

Cost Item Description

Proposed Cost

State Use Only

Evaluation
Factor

Evaluation Cost
(cost x factor)

Total DDI & O&M Cost and Total
Special Projects & Enhancements
Fund (Attachment 6.3, Schedule A,
Cell B13)

$NUMBER

Monthly Cost for Unlimited
Authorized Users (Attachment 6.3,
Schedule F Cell B5)

$NUMBER

10

Monthly Cost for Authorized Users
Tier 1 (Attachment 6.3, Schedule F
Cell B7)

$NUMBER

10

Monthly Cost for Authorized Users
Tier 2 (Attachment 6.3, Schedule F
Cell B8)

$NUMBER

10

Monthly Cost for Authorized Users
Tier 3 (Attachment 6.3, Schedule F
Cell B9)

$NUMBER

10
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RFP ATTACHMENT 6.2. — SECTION C (continued)

RESPONDENT LEGAL ENTITY
NAME:

State Use Only

Cost Item Description Proposed Cost Evaluation Evaluation Cost
Factor (cost x factor)
Monthly Cost for Authorized Users
Tier 4 (Attachment 6.3, Schedule F
Cell B10) 10

$NUMBER

EVALUATION COST AMOUNT (sum of evaluation costs above):

The Solicitation Coordinator will use this sum and the formula below to calculate the Cost Proposal Score.
Numbers rounded to two (2) places to the right of the decimal point will be standard for calculations.

lowest evaluation cost amount from all proposals

(maximum section

evaluation cost amount being evaluated

SCORE:

State Use — Solicitation Coordinator Signature, Printed Name & Date:
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RFP ATTACHMENT 6.4.

REFERENCE QUESTIONNAIRE

The standard reference questionnaire provided on the following pages of this attachment MUST be
completed by all individuals offering a reference for the Respondent.

The Respondent will be solely responsible for obtaining completed reference questionnaires as required
(refer to RFP Attachment 6.2., Technical Response & Evaluation Guide, Section B, Item B.17), and for
enclosing the sealed reference envelopes within the Respondent’s Technical Response.
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REFERENCE SUBJECT: RESPONDENT NAME (completed by Respondent before reference is requested)

The “reference subject” specified above, intends to submit a response to the State of Tennessee in response to
the Request for Proposals (RFP) indicated. As a part of such response, the reference subject must include a
number of completed and sealed reference questionnaires (using this form).

Each individual responding to this reference questionnaire is asked to follow these instructions:

complete this questionnaire (either using the form provided or an exact duplicate of this document);
sign and date the completed questionnaire; and
follow either process outlined below:

Physical
= seal the completed, signed, and dated questionnaire in a new standard #10 envelope;
= signinink across the sealed portion of the envelope; and
= return the sealed envelope containing the completed questionnaire directly to the reference
subject.
E-mail
= E-mail the completed questionnaire to Matt Brimm at matt.brimm@tn.gov.

(1)

(2)

3)

(4)

What is the name of the individual, company, organization, or entity responding to this reference
questionnaire?

Please provide the following information about the individual completing this reference
guestionnaire on behalf of the above-named individual, company, organization, or entity.

NAME:

TITLE:

TELEPHONE #

E-MAIL ADDRESS:

What goods or services does/did the reference subject provide to your company or organization?

What is the level of your overall satisfaction with the reference subject as a Contractor of the
goods or services described above?

Please respond by circling the appropriate number on the scale below.

1 2 3 4 )
| | | | |

least satisfied | | | | | most satisfied
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RFP # 31865-00626 REFERENCE QUESTIONNAIRE — PAGE 2

(5)

(6)

(7)

(8)

(9)

(10)

If you circled 3 or less above, what could the reference subject have done to improve that rating?

If the goods or services that the reference subject provided to your company or organization are
completed, were the goods or services provided in compliance with the terms of the contract, on
time, and within budget? If not, please explain.

If the reference subject is still providing goods or services to your company or organization, are
these goods or services being provided in compliance with the terms of the contract, on time, and
within budget? If not, please explain.

How satisfied are you with the reference subject’s ability to perform based on your expectations
and according to the contractual arrangements?

In what areas of goods or service delivery does/did the reference subject excel?

In what areas of goods or service delivery does/did the reference subject fall short?

What is the level of your satisfaction with the reference subject’s project management structures,
processes, and personnel?

Please respond by circling the appropriate number on the scale below.

1 2 3 4 )
| | | | |

least satisfied | | | | | most satisfied

What, if any, comments do you have regarding the score selected above?

RFP # 31865-00626
Page 43



4-15-21 RFP
RFP # 31865-00626 REFERENCE QUESTIONNAIRE — PAGE 3

(11) Considering the staff assigned by the reference subject to deliver the goods or services described
in response to question 3 above, how satisfied are you with the technical abilities,
professionalism, and interpersonal skills of the individuals assigned?

Please respond by circling the appropriate number on the scale below.

1 2 3 4 5
| | | | |

least satisfied | | ‘ ‘ ‘ most satisfied

What, if any, comments do you have regarding the score selected above?

(12)  Would you contract again with the reference subject for the same or similar goods or services?

Please respond by circling the appropriate number on the scale below.

1 2 3 4 )
| | | | |

least satisfied | | | | | most satisfied

What, if any, comments do you have regarding the score selected above?

REFERENCE SIGNATURE:

(by the individual completing this
request for reference information)

(must be the same as the signature across the envelope seal)

DATE:
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SCORE SUMMARY MATRIX
The Score Summary Matrix for the CLRS is included below as an example of the CLRS scoresheet.

RESPONDENT NAME

RESPONDENT NAME

RESPONDENT NAME

GENERAL
QUALIFICATIONS &
EXPERIENCE
(maximum: 10)

EVALUATOR NAME

EVALUATOR NAME

REPEAT AS NECESSARY

AVERAGE:

AVERAGE:

AVERAGE:

TECHNICAL
QUALIFICATIONS,
EXPERIENCE &
APPROACH
(maximum: 70)

EVALUATOR NAME

EVALUATOR NAME

REPEAT AS NECESSARY

AVERAGE:

AVERAGE:

AVERAGE:

COST PROPOSAL
(maximum: 20)

SCORE:

SCORE:

SCORE:

TOTAL RESPONSE
EVALUATION SCORE:
(maximum: 100)

Solicitation Coordinator Signature, Printed Name & Date:
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RFP ATTACHMENT 6.6.

RFP # 31865-00626 PRO FORMA CONTRACT

The Pro Forma Contract detailed in following pages of this exhibit contains some “blanks” (signified by
descriptions in capital letters) that will be completed with appropriate information in the final contract
resulting from the RFP.
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CONTRACT
BETWEEN THE STATE OF TENNESSEE,
DEPARTMENT OF FINANCE AND ADMINISTRATION, DIVISION OF TENNCARE
AND
CONTRACTOR NAME

This Contract, by and between the State of Tennessee, Department of Finance and Administration,
Division of TennCare (“State” or “TennCare”) and Contractor Legal Entity Name (“Contractor”), is for the
provision of the Closed-Loop Referral System, as further defined in the “SCOPE.” State and Contractor
may be referred to individually as a “Party” or collectively as the “Parties” to this Contract.

The Contractor is a/an Individual, For-Profit Corporation, Non-Profit Corporation, Special Purpose
Corporation Or Association, Partnership, Joint Venture, Or Limited Liability Company.

Contractor Place of Incorporation or Organization: Location

Contractor Edison Registration ID # Number

A. SCOPE

Al The Contractor shall provide all goods or services and Deliverables as required, described, and
detailed below and shall meet all service and delivery timelines as specified by this Contract.

A.2. Definitions. For the purposes of this Contract, definitions and abbreviation shall be as set forth
in Attachment A, Definitions and Abbreviations.

A.3. The Contractor shall provide TennCare with a cloud-native Closed-Loop Referral System
(CLRS) Software as a Service (SaaS) Solution. The Solution shall incorporate current Industry
Standard tools and technology; shall be adaptable and scalable to accommodate current
trends, technological advances, and regulatory requirements; and shall be hosted in
commercial public cloud infrastructure.

A.3.1. The Contractor shall provide a Solution inclusive of all hardware, software, cloud, and
infrastructure costs required to acquire, install, operate, and maintain the Solution.

A.4. References to specific Services, as opposed to all Services required under this Contract, may
be inferred in each instance from the context of the Contract provisions.

A.4.1. The descriptions of Contractor Deliverables in this Contract do not include every
possible duty, task, or intermediate deliverable necessary to achieve success on this
Contract. The Contractor shall receive written approval by TennCare for Deliverables
requiring TennCare approval to be effective. The Contractor shall be responsible for
clarifying in writing, through the Control Memorandum (CM) process, any lack of detail
it perceives in a specific area of work or for a specific Deliverable where it would
appear to otherwise relieve the Contractor of a duty to conform with TennCare
standards. This includes all intermediate steps, Deliverables, or Processes reasonably
necessary to achieve the desired outcome described in each Section of the Contract.

A.4.2. The Contractor shall work in conjunction with TennCare and designated
representative enterprise vendors, minimally including Managed Care Organizations
(MCOs), Providers, Community-Based Organizations (CBOs), Care Coordination Tool
(CCT) Contractor, and Medicaid Modernization Program Vendors and Partners
(MMPVP) as necessary or at the request of TennCare, to coordinate and complete
required activities and Deliverables. The Contractor shall coordinate with TennCare to
complete training services specific to the Contractor’s Solution through all phases of
the Contract.

A.4.3. Nothing in this Contract shall be deemed to be a delegation to the Contractor of the
State’s non-delegable duties under the TennCare program administered by the single
state agency, as designated by the State and CMS, pursuant to Title XIX of the Social
Security Act (42 U.S.C § 1396 et seq.), Section 1115 research and demonstration

RFP # 31865-00626
Page 47



4-15-21 RFP

waiver granted to the State and any successor programs, or the Federal Children’s
Health Insurance Program (CHIP), known in Tennessee as “CoverKids,” administered
by the State pursuant to Title XXI of the Social Security Act.

A.b. Phased Implementation and Operation

A5.1. Design, Development, and Implementation (DDI) Phase: The Contractor shall design,
develop, and implement a Solution. The implemented Solution shall:

A5.1.1. Meet the service and delivery timelines for the Solution in accordance with
Phase 1 - Phase 2 as specified in RFP #31865-00626 Figure 1 — Closed-
Loop Referral System Timeline as specified and approved by TennCare in
Contractor’s project schedule. Any variances from these timelines, for any
reason and whether approved by TennCare or not, shall not result in
additional cost(s) to TennCare.

A5.1.2. Meet all Functional Requirements described in Section A.6.

A.5.1.3. Meet all Non-Functional Requirements described in Section A.7. through
A.l14.

A.5.1.4. Comply with all Service Level Agreements (SLAS) defined in Attachment
B - Service Level Agreements and Liquidated Damages.

A.5.2. Operations and Maintenance (O&M) Phase

A5.2.1. At the conclusion of DDI Phase and DDI Phase 2, the Contractor shall
operate and maintain the Solution as required by the O&M Phase,
outlined in Section A.11.5.

A.5.2.2. The Contractor shall operate a Module Support Team for the Solution as
required by Section A.11.10.2.

A.6. Closed-Loop Referral System. The Contractor shall provide and operate a cloud-based
Solution that meets all requirements in this Section A.6.

A.6.1. Non-Medical Needs Assessment

A.6.1.1. The Solution shall, at a minimum, offer the following multiple Non-Medical
Needs Assessments: PRAPARE, Accountable Health Communities
Health Related Social Needs (AHC HRSN or AHC), Health Leads Social
Needs Screening Tool, and others identified or developed as requested
by TennCare during system design.

A.6.1.2. The Solution shall validate Member enrollment for every Member prior to
establishing and completing the Non-Medical Needs Assessment.

A.6.1.3. The Solution shall close an active Non-Medical Needs Assessment upon
disenrollment of TennCare coverage.

A.6.1.4. The Solution shall have only one (1) active Non-Medical Needs
Assessment per Member.

A.6.1.5. The Solution shall populate a notification if a Member has an active Non-
Medical Needs Assessment that prevents the Authorized User(s) from
completing multiple active Non-Medical Needs Assessments.

A.6.1.6. The Solution shall allow Authorized User(s) to submit a complete or
incomplete Non-Medical Needs Assessment with Member-supplied
information or responses.
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A.6.1.7. The Solution shall alert Authorized User(s) of incomplete data entry fields
or inappropriately completed data entry fields when submitting a Non-
Medical Needs Assessment.

A.6.1.8. The Solution shall manage Authorized User(s) access for attributed
Members’ Non-Medical Needs Assessments.

A.6.1.9. The Solution shall allow Authorized User(s) to answer the Non-Medical
Needs Assessments on behalf of the Member.

A.6.1.10. The Solution shall allow Authorized User(s) to access the Non-Medical
Needs Assessment via a web domain.

A.6.1.11. The Solution shall allow Authorized User(s) to access the Non-Medical
Needs Assessment via a mobile-responsive web domain.

A.6.1.12. The Solution shall have the capability to integrate Industry Standard ICD-
10 Z-codes, including current and future iterations, and associate the
external selected diagnosis code with an active Non-Medical Needs
Assessment.

A.6.1.13. The Solution shall auto-populate Non-Medical Needs Assessment data
from an integrated Electronic Health Record (EHR) or MCO case
management system, when available.

A.6.1.14. The Solution shall allow for Authorized User(s) to import and populate a
Non-Medical Needs Assessment that was completed external to the
Solution, in a TennCare specified format.

A.6.2. Community Resource Directory

A.6.2.1. The Solution shall house a Community Resource Directory, which is a list
of CBOs that may be able to assist a Member with the Member’s Non-
Medical Risk Factor(s).

A.6.2.2. Community Resource Search Capabilities

A6221. The Solution shall provide multiple criteria for Authorized User(s) to
search for a CBO including, but not limited to, Domain, available
resources, and geographic location.

A6222 The Solution shall automatically match CBOs based on the
completed Non-Medical Needs Assessment and Domains (e.g.,
housing, transportation).

A.6.2.3. Community Resource Identification

A6.23.1. The Solution shall allow Authorized User(s) to select one (1) or more
CBO(s) to initiate a Member Referral.

AB6.2.3.2. The Solution shall have the capability to send electronic notifications
to Authorized User(s) on the Referral to include status, updates, or
other TennCare-specified criterion.

A6.2.3.3. The Solution shall identify and populate CBOs available to the
Member based on Domains (e.g., housing, transportation).

AB6.2.34. Non-Authenticated Access

A.6.2.3.4.1. The Solution shall allow Non-Authenticated User(s) to access the
public-facing Community Resource Directory.

A.6.2.4. Community Resource Directory Maintenance and Support
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A.6.241. The Contractor shall provide a Community Resource Directory that
complies with the requirements of this Section A.6.2., prior to DDI
Phase 1 Go-Live, as specified and approved by TennCare’s
Contractor project schedule.

A6242 The Contractor shall provide and maintain a Community Resource
Directory within the Solution to contain CBO information by CBO
Service Location including, but not limited to, hours of operation,
address, service eligibility requirements, capacities, and limitations.

A6.243. The Solution shall have the ability for Authorized User(s) and Non-
Authenticated User(s) to flag missing or incorrect information in the
Community Resource Directory.

A6244 The Contractor shall address all flagged items within the Community
Resource Directory in accordance with Attachment B, Service Level
Agreements and Liquidated Damages.

A6245. The Contractor shall work with CBOs and TennCare to update the
Community Resource Directory information no less than every three
(3) months in accordance with Attachment B, Service Level
Agreements and Liquidated Damages.

A6.2486. The Solution shall have the capability for an Authorized User
associated with a CBO Service Location to confirm the accuracy of
all applicable organization and program details including, but not
limited to: services offered, service area, eligibility criteria, and
operating hours.

A6.24.7. The Solution shall require CBO Service Locations to be confirmed for
accuracy, at a minimum, on a three-month interval.

A6.24.8. The Solution shall only count a CBO Service Location once if a CBO
does not have a physical location in the State of Tennessee which
provides services to a TennCare Member.

A6.249. The Solution shall have the capability to track statuses and changed
statuses per CBO Service Location (e.g., Verified CBO Service
Location, Active CBO Service Location).

A.6.2.4.10. The Solution shall have the capability to record when and how a
CBO has been contacted by the Contractor for confirming accuracy
of CBO Service Locations.

A.6.3. Non-Medical Risk Factors Referral System
A.6.3.1. Member Enrollment

A.6.3.1.1. The Solution shall validate Member enroliment for every Referral
made prior to creating the Referral.

A6.3.1.2. The Solution shall close all open Referrals for a Member upon
disenrollment of TennCare coverage.

A6.3.1.3. The Solution shall update the Referral close reason upon
disenrollment of a Member’s TennCare coverage.

A.6.3.2. Closed-Loop Referrals

A6.3.21. The Solution shall allow an Authorized User to generate a Member
Referral to receiving CBO(s).

RFP # 31865-00626
Page 50



4-15-21 RFP

AB6.3.2.2. The Solution shall notify the Authorized User(s) throughout the entire
Referral process with updates regarding the Referral whenever an
action is taken, or at a cadence determined by TennCare.

A.6.3.2.3. The Solution shall allow Authorized User(s) to close a Referral
irrespective of whether the Member is serviced or if the Member’s
Non-Medical Needs are met.

AB6.3.24. Outgoing Referral Capabilities

A.6.3.2.4.1. The Solution shall allow for the Authorized User(s) to complete
a Referral.

A.6.3.2.4.2. The Solution shall notify the Authorized User(s) that the Referral
was successfully sent to the CBO for services.

A.6.3.2.4.3. The Solution shall have the ability to send Referral notes to the
Authorized User(s) at a cadence determined by TennCare.

A.6.3.2.4.4. The Solution shall notify the Authorized User(s) regarding the
Referral when the Referral has been inactive (e.g., a Referral is
not accepted, a Referral is not serviced) for a time period
defined by TennCare.

AB6.3.2.5. Incoming Referral Capabilities

A.6.3.2.5.1. The Solution shall allow for the CBO(S) to receive electronic
notifications.

A.6.3.2.5.2. The Solution shall allow for the CBO(s) to choose its preferred
method of electronic notifications (e.g., email or text) for
receiving a new Referral and reminders for outstanding
Referrals not accepted/declined (e.g., within the Solution, via
email).

AB6.3.2.6. Referral Acceptance

A.6.3.2.6.1. The Solution shall allow CBO(s) to either accept or decline the
Referral.

A.6.3.2.6.2. The Solution shall allow for the CBO to provide a reason when
declining to provide the referred services for the Member.

A.6.3.2.6.3. The Solution shall notify the Authorized User(s) to select a new
resource when the CBO declines the Referral for services.

AB.3.2.7. Referral Tracking

A.6.3.2.7.1. The Solution shall have the capability for Authorized User(s) to
enter and store Non-Medical Needs Assessments, Referral
information, and Member demographic information.

A.6.3.2.7.2. The Solution shall allow Authorized User(s) to perform a search
by Member identifiers such as full name, partial name spelling,
date of birth, social security number, and navigate directly to the
selected Member profile from the list of Members when there is
more than one match.

A.6.3.2.7.3. The Solution shall have the capability to maintain Referral
history for all Referrals and for all Members.

A.6.3.2.7.4. The Solution shall allow Authorized User(s) to add Personally
Identifiable Information (PIl) required to complete the Referral
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detail including, but not limited to, Member nickname, contact
information, and Non-Medical Risk Factors.

A.6.3.2.7.5. The Solution shall store and summarize all active and closed
Referrals for each Member by criteria identified by TennCare
(e.g., by Referral, by Assessment, by date range).

A.6.3.2.7.6. The Solution shall have the capability to send demographic
information updates to TennCare and the Member-associated
MCO system(s) as defined by TennCare, with a preference for
real-time data exchange.

A.6.3.2.7.7. The Contractor shall coordinate with the Master Data
Management (MDM) contractor to integrate and configure bi-
directional data feeds between the MDM and the Solution.

A.6.3.2.7.8. The Solution shall allow role-based access to Authorized Users
to view, track, and edit Referrals they are associated with.

A.6.3.2.7.9. The Solution shall allow for the Authorized User(s) to enter
notes within the Solution (e.g., notes to the Referral through
free-form text boxes).

A.6.3.2.7.10. The Solution shall notify the Authorized User(s) that the CBO
has accepted or declined the Referral for services.

A.6.3.2.7.11. The Solution shall notify the Authorized User(s) of the reason
why the CBO has declined the Referral for services, if provided
by the CBO.

A.6.3.2.7.12. The Solution shall notify the Authorized User(s) of the outcome
of the Referral.

A.6.3.2.7.13. The Solution shall allow for any Authorized User(s) within the
Member's care team (including the MCO case manager,
Provider, and CBO) to update the Non-Medical Needs
Assessments within the Solution and document the results of
the Referral.

A.6.4. System Integration

A.6.4.1. The Solution shall provide self-service mechanisms for external Authorized
User(s) to register and login (e.g., login assistance for username and
password, forgot password, and password reset).

A.6.4.2. The Solution shall integrate with TennCare’s enterprise Identity and Access
Management (IAM) solution to authenticate TennCare staff.

A.6.4.3. The Contractor shall follow Information Technology Service Management
(ITSM) procedures to provide TennCare employees role-based access in
order to establish the appropriate use of the Solution.

A.6.4.4. ldentity Management

A6441. The Solution shall authenticate Authorized User(s) external to
TennCare based on role assignments and privileges.

A.6.4.4.1.1. The Contractor shall provide a TennCare-approved
Acceptable Use Policy (AUP) via a web form for all
individuals to complete prior to the Contractor granting
an individual access to the Solution as an Authorized
User.
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A.6.4.4.1.2. The Contractor shall require all individuals to re-sign the
AUP on an annual basis to maintain access to the
Solution as an Authorized User.

A.6.4.4.1.3. The Solution shall support parameters and auto-
generated reminders for Authorized Users to re-sign the
AUP on a TennCare-determined timeframe prior to
AUP expiration.

A.6.4.4.1.4. The Solution shall not allow an individual access to the
Solution until the individual signs or re-signs the AUP.

A.6.4.4.1.5. The Contractor shall generate On-demand reports
available to TennCare regarding AUP
acknowledgement statistics.

A.6.4.5. Integration Services Layer (ISL) Integration

A6451. The Solution shall have the capability to receive Member data via the
Integration Services Layer (ISL) at a cadence determined by
TennCare, no less than daily.

A6452 The Solution shall have the capability to send all Solution data to the
TennCare Data Ecosystem (DE) via the ISL.

A6453. The Solution shall have the capability to support integration with
TennCare-specified Provider's EHRs.

A6454. The Solution shall have the capability to send Referral updates in a
format agreed upon by the Contractor and TennCare, to the MCO
case management system and TennCare Provider EHR solutions at
a cadence determined by TennCare, no less than daily.

A6455. The Solution shall have the capability of sending Referral notes
directly to the Member-attributed MCO case management system.

A6456. The Solution shall allow for Authorized Users to attach or upload
documents and images, such as, but not limited to, JPEG or PDF,
generated from outside sources.

AB457. The Solution shall allow attached or uploaded electronic
files/documents (e.g., MS Word) to be opened by the specified
program.

A.6.5. Data Analytics and Reporting

A.6.5.1. The Solution shall provide the Authorized User(s) with configurable reports
based on aging Referrals at a cadence determined by TennCare.

A.6.5.2. The Solution shall have the ability to configure custom alerts and reports
based on Authorized User(s) preferences.

A.6.5.3. The Solution shall have the ability to run pre-configured, On-demand
reports, such as quantitative data analytics and historical reporting.

A.6.5.4. The Solution shall provide Authorized User(s) a summary of Referral data
based on their MCO’s Member population.

A.6.5.5. The Solution shall allow Authorized Users to have the capability to
generate pre-configured reports on associated referrals, statuses, and
outcomes for associated TennCare Members.
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A.6.5.6. The Solution shall provide analytics on CBOs based on their statuses (e.g.,
Verified CBO Service Location, Active CBO Service Location) and the
number of CBOs enrolled including, but not limited to, services provided,
Members seen, number of Referrals accepted and/or rejected, and Grand
Regions throughout the State (e.g., East, Middle, West).

A.6.5.7. The Solution shall produce analytics based on a log of updates to CBO
details, including the ability to view reports in a format determined by
TennCare.

A.6.5.8. The Solution shall log and report the number of Authorized User(s) of the
Solution, including, but not limited to, type (i.e. Provider or CBO), county,
and zip code.

A.6.5.9. The Solution shall report the number of Referrals made for all Authorized
User(s) including metrics such as, but not limited to, type, county, and zip
code.

A.6.5.10. The Solution shall report Member demographic characteristics, including,
but not limited to race, ethnicity, preferred language, and Federally-
protected classes.

A.6.5.11. The Solution shall have the capability to generate overall Referral closure
reports (e.g., Referrals closed over specific period with reason closed) at a
cadence determined by TennCare.

A.6.5.12. The Solution shall have the capability to generate reports that are suitable
to support related grant funding.

A.6.5.13. The Solution shall have the ability to maintain data and provide data to the
DE for storage, reference, and performing advanced analytics.

A.6.5.14. The Contractor shall collaborate with TennCare's DE Contractor(s) to
execute advanced reporting and analytics (e.g., aggregation of data, data
modeling, forecasting) using all Solution data to generate ad hoc reports as
defined by TennCare. Such analytics and reporting capabilities should
leverage the technology and the features available as part of TennCare's
DE.

A.6.5.15. The Solution shall have the ability for Authorized User(s) (e.g.,
administrators, supervisors) to post system-wide messages.

A.7. Data Governance

A.7.1. The Contractor shall support TennCare’s policies and procedures to promote data
documentation, development, and management of defined data entities, attributes,
Data Models, and relationships sufficiently to convey the overall meaning and use of
Solution data and information in accordance with the TennCare Data Governance
standards, as defined by TennCare Data Policies and Standards.

A.7.2. The Solution shall prevent unauthorized access, use, abuse, disclosure, disruption, or
modification of data without proper TennCare consent.

A.7.3. The Solution shall prevent unauthorized purging of data such that the data is no longer
recoverable and useable in accordance with TennCare Data Policies and Standards.

A.7.4. The Solution shall provide User-defined auditable events and corresponding audit logs
for the access, use, abuse, disclosure, disruption, modification, deletion, and
destruction of data.

A.7.5. The Solution shall capture all data that is used, created, or archived by the Contractor
under this Contract for the ownership, right, title, and interest of TennCare. The
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Contractor shall use and maintain data in the proposed cloud environment to support
the Services of this Contract.

A.7.6.  The Contractor shall provide the capabilities necessary to implement the data steward
processes as described in TennCare Data Policies and Standards including, but not
limited to, review of Data Quality checks.

A.7.7. The Contractor shall ensure that the Solution has the ability, at a minimum, to store,
archive, retrieve, and purge data according to the applicable TennCare Records
Retention Policy and Records Disposition Authorization (RDA) List located in
Attachment C, Procurement Library, and as defined by TennCare Data Policies and
Standards or agreed upon by TennCare.

A.7.8. The Solution shall retain all related application, network, system, and perimeter data
including logs, files, and records for a minimum of ten (10) years or as defined by
TennCare.

A.7.9. The Contractor shall maintain logs that are readily accessible to TennCare staff at no
cost for one hundred eighty (180) days and retain in accordance with the TennCare
Enterprise Security Policy, TennCare Data Policies and Standards, and TennCare
Record Retention Policy in accordance with the SLAs in Attachment B, Service Level
Agreements and Liquidated Damages.

A.7.10.  The Contractor shall support the adoption of Enterprise-Wide standard data definitions
and data semantics in accordance with the TennCare Data Governance standards, as
defined by TennCare Data Policies and Standards.

A.7.11. The Contractor shall ensure data integrity to validate key identifiers and ensure
accuracy of data, including referential integrity, in accordance with the TennCare Data
Governance standards, as defined by TennCare Data Policies and Standards.

A.7.12. The Solution shall support tracking of source systems necessary for cataloging of
Data Sources in accordance with the TennCare Data Governance standards, as
defined by TennCare Data Policies and Standards.

A.7.13. The Contractor shall maintain compliance with the most recent TennCare Data
Policies and Standards document, as it is periodically updated by TennCare. This
ongoing compliance shall be performed at no additional cost to TennCare.

A.7.14. The Contractor shall support governance capabilities such as Metadata management,
Data Quality, and Master Data Management (MDM) in accordance with the TennCare
Data Governance standards as defined by TennCare Data Policies and Standards.

A.8. Hosting
A.8.1. Hosting Environment

A.8.1.1. Cloud Solution

A8.1.1.1. The Solution shall be hosted in a public cloud-hosted environment.

A8.1.1.2 The Solution shall include all environments necessary to develop
and test changes to the Solution and to support the testing of the
Solution in accordance with the TennCare Solution Implementation
Lifecycle (SILC) Standard located in Attachment C, Procurement
Library.

A8.1.1.3. The Contractor shall minimize dependence on traditional IT
infrastructure, with the ability to procure off-premise (non-State
hosted) solutions and services that leverage delivery mechanisms
such as Saas.
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A8.1.1.4. The Contractor shall work with TennCare and State of Tennessee
Strategic Technology Solutions (STS) to determine the secure
Domain Name System (DNS) solution including strategy, design,
implementation, infrastructure, and ongoing maintenance that allows
proper forwarding between the Solution and the State datacenter.

A8.115. The Contractor shall determine the network and bandwidth
requirements for the Solution and work with the IS Contractor, as
applicable, for the design and setup of network connectivity required
between the Solution and State datacenter in collaboration with and
approved by TennCare.

A8.11.6. The Contractor shall communicate in writing to TennCare the overall
approach to cloud hosting, including systems and operations under
the auspices of subcontractors, at the request of TennCare.

A811.7. The Contractor shall deliver the Solution as a Turn-key Solution and
configure On-demand to scale for use by TennCare.

A8.11.8. The Contractor shall work with TennCare to agree on a patching
schedule and frequency that meets the requirements defined in the
Enterprise Information Security Policies (Section E.9.b)1); exceptions
to the agreed-upon schedule shall be approved by the State.

A8.1.1.9.  The Solution shall support both DNS name-based whitelisting as well
as IP based.

A.8.1.1.10. The Contractor shall support any cut-over activities of the existing
functionality related to the Solution, including, but not limited to, a
one-time load (conversion) of data per the TennCare Data
Conversion Standard and TennCare Project Management Plan
Standard, located in Attachment C, Procurement Library.

A.8.2. Business Continuity/Disaster Recovery

A.8.2.1. In the event of a Disaster, the Contractor, in coordination with TennCare, shall
have the capability to determine that the primary production site is inoperable.
Once a Disaster has been declared by TennCare, the Contractor shall initiate
the Business Continuity/Disaster Recovery Plan (BC/DR) and move
operations to the Disaster Recovery site following the approved Disaster
Recovery plan in accordance with the TennCare SLAs defined in Attachment
B, Service Level Agreements and Liquidated Damages. The Contractor shall
not return to the original production site without approval of TennCare.

A.8.2.2. The availability schedules and corresponding TennCare SLAs, defined in
Attachment B, Service Level Agreements and Liquidated Damages, for the
production environment shall apply to the Disaster Recovery environment
when fulfilling the production role.

A.8.2.3. The Contractor shall plan and coordinate Disaster Recovery activities with the
IS Contractor, MMPVP, MCOs, Providers, and TennCare partners to validate
connectivity and interoperability for integrated applications.

A.8.2.4. The Contractor shall keep the BC/DR up-to-date and include recovery of any
new functionality or integrations implemented during the previous year to the
following year’s annual Disaster Recovery demonstration.

A.8.2.5. The Contractor shall coordinate with and demonstrate to TennCare the
BC/DR every calendar year in conjunction with the annual testing
demonstration in accordance with SLAs defined in Attachment B, Service
Level Agreements and Liquidated Damages. In the event the Contractor's test
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is deemed by TennCare to be unsuccessful, the Contractor shall continue to
perform the test until satisfactory results are received and approved by
TennCare.

A.8.2.6. The Contractor shall execute a Disaster Recovery test to demonstrate the
Contractor's capability to restore processing capability in accordance with the
BC/DR and for all critical system components at a remote site within twelve
(12) months of Go-Live and every twelve (12) months thereafter. The BC/DR
test shall be included as a part of operational readiness. The length of the test
shall be the amount of time that is necessary to recover from the Disaster and
provide proof that the recovery has been successfully completed. The
Contractor shall work with TennCare to determine the DR test date at least
one (1) month in advance and submit BC/DR plans for TennCare review at
least fifteen (15) days prior to the DR test date. All findings and feedback
provided by TennCare for the BC/DR plans must be resolved and approved
prior to the Disaster Recovery test.

A.8.2.7. The Contractor shall maintain a BC/DR that provides for the recovery of
critical services in accordance with SLAs defined in Attachment B, Service
Level Agreements and Liquidated Damages, upon the discovery of a service
disruption, the declaration of a Disaster, or if the production site becomes
unsafe or inoperable.

A.8.2.8. The Contractor shall ensure that the BC/DR includes recovery of systems and
operations under the auspices of subcontractors and adhere to the same
TennCare SLAs defined in Attachment B, Service Level Agreements and
Liquidated Damages.

A.8.2.9. The Contractor shall implement a notification process approved by TennCare
to notify contacts identified by TennCare in accordance with the BC/DR.

A.8.2.10. The Contractor shall ensure the BC/DR provides a framework for

reconstructing vital operations to ensure the safety of employees and the
resumption of time sensitive operations and services in the event of an
emergency, provides for initial and ongoing notification procedures, and
complies with all NIST 800 34 “Contingency Planning Guide for Federal
Information Systems” standards.

A.8.2.11. The Contractor shall provide annual test reports to TennCare within five (5)

A.8.3.

A.8.

A.8.

A.8.

Business Days of the exercise, BC/DR Plan reports within one (1) Business
Day of incident, and BC/DR Plan updates within one (1) Business Day of an
identified deficiency.

Backup and Restore

3.1 The Contractor shall design and implement backup and recovery measures that
meet TennCare's backup and retention requirements in accordance with SLAs
defined in Contract Attachment B, Service Level Agreements and Liquidated
Damages.

3.2 The Contractor shall perform incremental and full backups of the Solution in a
secure location maintaining redundant copies of backups as needed to mitigate
data loss, as defined in Contract Attachment B, Service Level Agreements and
Liguidated Damages.

3.3. The Contractor shall be responsible for the backup, recovery, and restoration of
applications, Databases, files, and servers related to the Solution.

Technical Requirements

A.9.1.

Technology Standards
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A.9.1.1. The Contractor shall ensure that the Solution is able to handle current and future
standards and requirements including, but not limited to: ICD-10 Z codes
including any future versions, Health Insurance Portability and Accountability Act
(HIPAA), the Patient Protection and Affordable Care Act (PPACA), and the
Health Information Technology for Economic and Clinical Health Act (HITECH).

A.9.1.2. The Solution shall provide a flexible framework that allows the import and export
of data using industry-standard secured and encrypted File Transfer Protocols
(FTP).

A.9.1.3. The Solution shall have the ability to support the exchange of data or files via
batches, web-services, queues, or other common message brokering protocols.

A.9.1.4. The Contractor shall comply with TennCare’s governance framework as outlined
in the TennCare IS Governance Standard located included in Attachment C,
Procurement Library.

A.9.1.5. The Solution shall align with the CMS Medicaid Information Technology
Architecture (MITA) framework.

A.9.1.6. The Solution shall comply with all HIPAA standard Transactions and Code Sets
(TCS) as mandated by TennCare and CMS.

A.9.1.7. The Contractor shall, upon obtaining written authorization from TennCare,
implement and support integration with existing TennCare enterprise tools for
functions including, but not limited to, File Integrity Monitoring (FIM), security
operations center (SOC), and security incident event management (SIEM). The
Contractor shall identify the integration data points, thresholds, and/or format for
TennCare’s approval.

A.9.1.8.  The Contractor shall implement and support integration for functions including,
but not limited to, Problem resolution, Incident Management, and Event
Management between the TennCare ITSM and the Contractor-managed
security, governance, and monitoring tools. The tools shall include, but are not
limited to, Network Operations Center (NOC), antivirus, vulnerability, software
licensing, Governance, Risk, and Compliance (GRC), penetration testing, code
scanning and quality Database auditing, cloud cost, backups, and CMS account
transfer. The Contractor shall identify the integration data points, thresholds,
and/or format for TennCare’s approval.

A.9.1.9. The Contractor shall plan and implement tools required for data transfer and
ensure that data can be transferred from the Solution to the Integration Services
Layer (ISL) at no additional cost to TennCare.

A.9.1.10. The Contractor shall plan and implement tools required for data storage and
ensure that data can be stored in active, infrequent, or archive storage spaces.

A.9.1.11. The Contractor shall plan and implement tools required for data archive and
ensure that data can be archived and accessible at TennCare’s request.

A.9.1.12. The Contractor shall plan and implement tools required to restore data from
archive and ensure that data can be restored and accessible at TennCare’s
request.

A.9.1.13.  The Contractor shall plan, estimate, and price for all cloud-related costs
including, but not limited to, compute, storage, data transfer, encryption,
availability zones, multiple cloud architectures, TennCare and State of
Tennessee Strategic Technology Solutions data center(s) integration, and any
other cloud services. Such cloud services shall be included in the Maximum
Liability and shall not result in additional cost to TennCare or the State of
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Tennessee during the Contract Term. Current CLRS Volumetric Information is
provided in Attachment C, Procurement Library, for reference purposes.

A.9.1.14. The Solution shall comply with Industry Standards including, but not limited to,
EDI/X12, NIEM, CAQH-CORE, HL7/FHIR, NCPDP, and HIPAA for data
interchange.

A.9.2. Accessibility

A.9.2.1. The Contractor and Solution shall comply with the Electronic and Information
Technology accessibility requirements under the Federal Civil Rights laws
including Section 504 and Section 508 of the Rehabilitation Act of 1973 (Section
508) and the Americans with Disabilities Act (or any subsequent standard
adopted by an oversight administrative body, including the Federal Accessibility
Board). To comply with the accessibility requirements for Web content and non-
Web electronic documents and software, the Contractor shall use the most
current W3C’s Web Content Accessibility Guidelines (WCAG) level AA or higher
with a goal to transition to WCAG 3 level silver for the Solution (For the W3C’s
guidelines see: https://www.w3.org/WAI/ and https://www.access-board.govi/ict/).

A.9.2.2. The Contractor’s accessibility responsibilities shall include ensuring optimization
of the Solution by: integrating as appropriate the concept of transversality (the
ability to transition from one webpage to another webpage with the
understanding for where you are navigating to), which is inherent in Electronic
and Information Technology accessibility; working with key individuals to plan
accessibility at each step of the Solution’s DDI, and enhancement phases
including testing and submitting evaluation reports to TennCare; appropriately
allocating the accessibility project responsibilities; ensuring the accessibility
technical and functional criteria are met at every milestone that contains an
accessibility component for the Solution; understanding the difference between
accessible content and conforming content; being aware of the Solution’s testing
tools and any limitations the tools have for testing accessibility and providing
workarounds; and assessing the impact of technology platforms on the Solution
(i.e. applications, portals, and be accessible across different platforms).

A.9.2.3. The Contractor agrees to perform regularly scheduled (i.e., automatic) scans that
will occur at a minimum on a monthly basis and manual testing for the most
current WCAG level AA or higher accessibility guidelines (WCAG 3.0 Silver) for
all user content and applications in order to meet the standards for compliance.
The Contractor must ensure that any system additions, updates, changes, or
modifications comply with the most current WCAG level AA or higher
accessibility guidelines (WCAG 3.0 Silver). Commercial Off-The-Shelf (“COTS”)
products may be used to verify the technology solution’s compliance with the
most current WCAG level AA or higher accessibility guidelines (WCAG 3.0
Silver). The reports shall be provided to TennCare’s Office of Civil Rights
Compliance (“OCRC?”) for review and approval.

A.9.2.4. The Contractor agrees to perform regularly scheduled (i.e. automatic) scans and
manual testing for the most current WCAG level AA or higher compliance for all
User content and applications in order to meet the standards for compliance. The
Contractor must ensure that any system additions, updates, changes, or
modifications comply with the most current WCAG level AA or higher. COTS
products may be used to verify aspects of the most current WCAG level AA or
higher compliance.

A.9.2.5. The Contractor shall designate a staff member to be responsible for Contractor’s
Electronic and Information Technology accessibility compliance activities to be
performed under this Contract. The name and contact information for this
individual shall be provided to TennCare’s OCRC within ten (10) days of the
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implementation phase of this Contract and within ten (10) days of this position
being reassigned to another staff member, including reassignment due to
vacancy.

A.9.2.6. Prior to the start of this Contract and on an annual basis thereafter, the
Contractor’s staff that is designated to work on the Solution shall receive training
on Electronic and Information Technology accessibility requirements. The
Contractor shall be able to show documented proof that this training was
provided. In addition, the Contractor shall provide a copy of its Electronic and
Information Technology accessibility training to TennCare’s OCRC during the
implementation phase of the Contract and upon request.

A.9.2.7. In the event that the Solution or a component of the Solution fails to comply with
the accessibility standards, the Contractor shall develop and submit a
noncompliance report to TennCare’s OCRC for approval, that identifies the areas
of noncompliance, a plan to bring the system or component into compliance, an
alternative/work around that provides Authorized Users with the equivalent
access to the content, and a timeframe for achieving that compliance.
TennCare’s OCRC shall review the noncompliance report to determine whether
or not it is acceptable and should be implemented. Once the noncompliance
report is approved by TennCare’'s OCRC the Contractor may implement the
compliance plan. TennCare, in its sole discretion, shall determine when a
satisfactory compliance plan resolution has been reached and shall notify the
Contractor of the approved resolution. If the Contractor is unable to obtain
content that conforms to the most current WCAG level AA or higher accessibility
guidelines (WCAG 3.0 Silver), it shall demonstrate through its reporting to
TennCare’s OCRC that obtaining or providing accessible content would
fundamentally alter the nature of its goods and services or would result in an
undue burden.

A.9.2.8. The Contractor agrees to comply with Title VI of the Civil Rights Act of 1964. As
part of achieving Title VI compliance, the Contractor shall add a system function
that allows Authorized Users to translate the content into a language other than
English. This requirement may be satisfied by the provision of a link to Google
translate or other machine translate tool or translating the page into non-English
languages as directed by TennCare and set forth in A.9.6.1.

A.9.2.9. The Contractor shall comply with the Civil Rights requirements set forth in 42
C.F.R. § 433.112 regarding the design, development, installation, or
enhancement of mechanized processing and information retrieval systems. In
addition, the Contractor shall participate in TennCare’s effort to comply with the
nondiscrimination requirements for acquiring automatic data and processing
equipment and services set forth in 45 C.F.R. § 95.633.

A.9.3. Manageability/Reporting

A.9.3.1. The Contractor shall establish and manage a system diagnostics and monitoring
tool in the Solution to provide automated system monitoring.

A.9.3.2. The Solution shall detect, notify, and prevent run-away/long-running reports or
gueries that consume system resources, incur extra costs, and impact system
operations.

A.9.3.3. The Solution shall capture all statistics required to measure the contractual SLAs
defined in Attachment B, Service Level Agreements and Liquidated Damages,
and provide reports to TennCare at a frequency to be determined by TennCare
or upon request, including, but not limited to:

A9.3.3.1. Number of transactions;
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A9.3.3.2 Response time;

A9.3.3.3. Errors counts;

A9.3.34. Types of transactions;
A.9.3.3.5. Incident response time; and
A9.3.3.6. Number of incidents.

A.9.3.4. The Solution shall provide detailed alerts and logging of all service failures and
exceptions.

A.9.3.5. The Contractor shall document the high-level solution for the administrative
functions of cataloging and monitoring all jobs and queries, inclusive of the
approach and process in remediating jobs or queries.

A.9.3.6. The Solution shall provide systematic notifications to identified Authorized
User(s).

A.9.3.7. The Solution shall include ongoing performance monitoring and remediation.

A.9.3.8. The Solution shall allow Authorized User(s) to view the status of scheduled,
submitted, and canceled reports.

A.9.3.9. The Contractor shall provide tools and a monitoring function to monitor Key
Performance Indicators (KPIs) metrics including, but not limited to, response
time, resource availability, CPU utilization, network load, memory utilization,
application performance, end-user experience, and post-resolution analysis.

A.9.3.10. The Contractor shall provide TennCare access and complete visibility into the
Contractor’s tool(s) for reporting KPlIs for validation by TennCare upon request.

A.9.3.11. The Solution shall send alerts based on the monitored system attributes that are
escalated through the Incident Management process documented in the Incident
Management Plan.

A.9.3.12. The Solution shall support monitoring, configuration of alerts, and configuration of
notifications based on thresholds defined by TennCare.

A.9.3.13. The Contractor shall monitor, track, and report to TennCare infrastructure space
and storage trends over the term of the Contract, including space and storage for
staging and the Solution.

A.9.3.14. The Contractor shall deliver all reporting and analytical requests on a TennCare-
approved schedule.

A.9.3.15.  The Solution shall automate routine reports as required by TennCare on a daily,
weekly, monthly, annual cadence, or other frequency as required by TennCare.
These routine reports will be generated and transported without manual
intervention and include notifications to Authorized Users upon completion.

A.9.3.16. The Solution shall provide a performance Dashboard(s), as approved by
TennCare, of application services and network services providing the ability to
drill down to a level where the observations provide useful information and both
real-time and snapshot views. The Dashboard(s) shall allow authorized
TennCare personnel to perform monitoring through Graphical User Interfaces.

A.9.4. Scalability

A.9.4.1. The Solution shall be scalable and adaptable to meet future growth and
expansion/contraction needs, such that the Solution can be expanded On-
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demand and be able to retain its performance levels when adding additional
Authorized Users, functions, and storage.

A.9.4.2. The Solution shall be scalable both horizontally and vertically to support the
defined performance SLAs defined in Attachment B, Service Level Agreements
and Liquidated Damages.

A.9.4.3. The Contractor shall produce a Capacity and Performance Plan, included in the
Infrastructure Plan, approved by TennCare prior to any infrastructure build and
as required by the TennCare Solution Implementation Lifecycle Standard.

A.9.4.4. The Solution shall be accessible to rural and/or remote communities with limited
bandwidth.

A.9.5. Availability

A.9.5.1. The Solution shall be architected with no single point of failure, supporting fault
tolerance and failover of application, Database, servers, storage devices, and
secondary devices such as load balancers, and supporting a high-availability
enterprise.

A.9.5.2. The Contractor shall ensure average application-specific system response times
are within the application SLAs defined in Attachment B, Service Level
Agreements and Liquidated Damages, excluding scheduled downtime, natural
disasters, and force majeure, or as agreed to in the Contract.

A.9.5.3. The Solution shall ensure information delivery in instances when systems or
networks may go offline (e.g., guaranteed message delivery, queuing of
undelivered messages for reprocessing at a later time).

A.9.54. The Contractor shall ensure that the Solution is available 95% of the time,7:00
am to 9:00 pm CST, and a minimum of five (5) days a week, excluding State
observed holidays and TennCare approved planned downtime. The Solution is
considered unavailable when any of the capabilities do not function as described
in this Contract and ancillary documentation.

A.9.6. Graphic User Interface (GUI)

A.9.6.1. The Solution shall support multiple languages and localization, as agreed upon
with TennCare, for its User interface, modeling screens, websites, and
development tools including compatibility with online translation tools (e.g.,
Google translate). At a minimum, the following languages shall be supported:
English, Arabic, and Spanish.

A.9.6.2. If the Solution is supported by the User-access website, the Solution shall be
accessible and shall be compatible with all Mainstream Browsers.

A.9.6.3. The Solution that is accessible from the public internet (e.g., websites) shall
make the site's privacy policy and terms of service available prior to
authentication.

A.9.6.4. The Solution shall facilitate internet/intranet accessible, browser-based web
capabilities with no client component download(s) for all Authorized Users.

A.9.6.5. The Solution supported websites or content accessed via a web browser shall
display a dismissible alert when being accessed by a browser type or browser
version that is not fully supported.

A.9.7.  Supportability
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A.9.7.1. The Contractor shall innovate, mature, and improve technology and process
capabilities of the Solution throughout the term of the Contract. The Contractor
shall obtain TennCare approval prior to implementing any such changes.

A.9.7.2. The Contractor shall be a participant and contribute to TennCare’s Enterprise-
Wide architecture, TennCare's technology management processes, and further
the innovation and improvement of TennCare’s analytical and reporting
capabilities throughout the term of the Contract in addition to requirements in
Section A.11.10.6., Continuous Improvement Process (CIP) throughout the term
of the Contract.

A.9.7.3. The Contractor shall ensure and demonstrate that the Solution runs on
software/hardware Contractor supported release levels (N-1) at all times or (N-2)
with exceptions/approval from TennCare.

A9731. The Contractor shall provide backward compatibility for Solution service
consumers; and

A9732 The Contractor shall support the IS Contractor with the discontinuation of
service versions and coordination of MMPVP activities to mitigate service
discontinuation impacts.

A.9.7.4. The Solution shall be adequately flexible to keep up with changing technology
and regulatory changes by, at a minimum, using standard-based technology
agnostic APIs, micro services, Extract, Transform, and Load (ETL), cloud
integration, Data Models and storage, workflows, reporting and analytical engine,
and container technologies.

A.9.7.5.  The Solution shall be upgradable while preserving Solution customizations or
provide a TennCare-approved upgrade path.

A.9.7.6. The Contractor shall ensure each of the COTS or commercially supported
components in the Solution are supported by COTS vendors for the duration of
the Contract, including the option years. If the COTS or commercially supported
components in the Solution become unsupported by the COTS vendors during
the lifetime of the Contract, the COTS or commercially unsupported components
in the Solution shall be replaced by the Contractor at no additional expense to
TennCare.

A.9.7.7. The Contractor shall enforce the Enterprise-Wide Data Quality and governance
policies and processes defined and approved by TennCare.

A.9.7.8. The Solution shall provide context-specific help through the User interface. The
context-specific help shall refer to specific business rules and shall update
automatically when business rules or policies are updated.

A.9.8. Audit/Audit Support

A.9.8.1. The Contractor shall establish procedures and best practices, in accordance with
the audit requirements of this Contract, to ensure there is appropriate internal
monitoring of the audit logs and the established process produces documentation
to evidence the monitoring effort.

A.9.8.2. The Solution shall provide a centralized log of prescribed system events, and
provide correlated logs, if the logs are produced by multiple system components,
for ingestion by log aggregation software.

A.9.8.3. The Solution shall ensure all incoming and outgoing transaction data is logged,
archived in Human-Readable formats, and made reasonably available to support
auditing, reporting, and other business needs in accordance with the SLAs in
Attachment B, Service Level Agreements and Liquidated Damages.
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A.9.8.4. The Contractor shall implement Database auditing tool(s) as required by
TennCare, State, and Federal regulations and provide TennCare with the ability
to review any and all audit data, as applicable.

A.9.8.5. The Solution shall maintain an audit trail of all actions related to data/content in
accordance with the TennCare Enterprise Security Policy and CMS Volume II:
ACA Administering Entity System Security and Privacy Plan, located in the
Attachment C, Procurement Library, controls which include, but are not limited to:

A9.851. Date and time data/content entered in the Solution;

A9852 Any actions taken on the data/content, including the date and time of the
edits/modification;

A.9.85.3. Record the User responsible for the changes; and
A9.8.54. Record all User inquiries even if no action was taken by the User.

A.9.8.6.  The Contractor shall support TennCare during all internal and/or external audits,
reviews, and collaborations, such as CMS, PERM, T-MSIS, OIG, and MIC, which
includes capturing and providing all data required to comply with such audits as
defined by TennCare within the required time frames.

A.9.8.7. The Contractor shall make available to TennCare the results of any third-party
audit conducted, including, but not limited to, the Service Organization Control
(SOC) 2 and Network Organization Control (NOC), on the Contractor’s
organization services within the scope of this Contract.

A.9.9. MyTN.gov Interface

A.9.9.1. TennCare may require the software developed or provided by the Contractor
under this Contract to interface with the State’s customer-facing portal,
MyTN.gov. This may occur at any time during the Term of the Contract. If so, the
Contractor may have to comply with one, or more, of the following requirements:

A9911. All web applications must be Responsive. “Responsive” is an Industry
Standard term that refers to a web design that makes web pages render
well on a variety of devices and window or screen sizes. .

A9912 All web applications must have the capability to use a Single-Sign On
(SSO) server utilizing the following Industry Standard protocols: Security
Assertion Markup Language (“SAML”) or minimum of OAuth 2.0.

A.9.9.2.  Any of the obligations in Section A.9.9. that were known and required prior to
Contract Effective Date will be specified herein, including necessary
compensation methods and amounts.

A.9.9.3. For any of the obligations in Section A.9.9. that were unknown or not required at
Contract Effective Date, it will be necessary to add lines, items, or options to the
Contract to accommodate one or more of the new interface requirements.
TennCare shall add these lines, items, or options in accordance with the MOU
process described in Section E.3, below. If the Contractor requires additional
compensation for the interface tasks, such compensation shall be negotiated and
specified through this same MOU process.

A.10. Security and Privacy

A.10.1. The Contractor shall review and sign the current version of the acceptable use policy
(AUP) on a period agreed upon with TennCare, no less than annually, as stipulated in
TennCare Security Standards and Documents.
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A.10.2. The Contractor must complete security and privacy training and submit compliance
reports to the TennCare Privacy Officer in accordance with TennCare Security
Standards and Documents or as otherwise requested during the term of the Contract
and during any renewal period. The Contractor must provide copies of all security and
privacy training materials and training completion records upon request by TennCare.

A.10.3. The Solution shall provide security that is consistent with the requirements of this
Contract and with the standards established by the IS Contractor for the Solution.

A.10.4. The Contractor shall be responsible for establishing, controlling, maintaining, and
ensuring data privacy and an information security program for the Solution in
coordination with the TennCare Security and Privacy Offices. These responsibilities
include oversight of physical, technical, administrative, and organizational safeguards in
accordance with TennCare Security Standards and Documents.

A.10.5. The Contractor shall provide and maintain a secure environment(s) that ensures
confidentiality of all State records and other Confidential Information regardless of media
or location.

A.10.6. The Contractor shall design, document, develop, implement, operate, and maintain
security controls over access to Sensitive Data (e.g., Pll, PHI, FTI) from various sources
as defined in the State and Federal policies and regulations according to TennCare
Security Standards and Documents and IRS Pub 1075. The SSP shall be delivered in a
format as defined by TennCare or directly entered by the Contractor into the TennCare
Governance, Risk, and Compliance (GRC) system.

A.10.7. The Contractor shall comply with all applicable State and Federal confidentially
requirements regarding the collection, maintenance, use, and the protection from data
loss, of health, personally identifiable, and financial information (PHI, PII, FTI, etc.). This
includes, where appropriate and at a minimum, the latest guidance from Minimum
Acceptable Risk Standards for Exchanges (MARS-E), Federal Health Insurance
Portability and Accountability Act (HIPAA), 42 U.S.C. § 1320d, and IRS Publication
1075. The Contractor shall ensure that any cloud infrastructure for TennCare systems
containing FTI are certified FedRAMP Moderate using FIPS-199 standards.

A.10.8. The Contractor shall meet all TennCare and Federal regulations regarding standards for
privacy, security, and PHI. The Contractor shall maintain and operate the Solution
consistent with HIPAA and HITECH.

A.10.9. The Contractor shall employ a risk management framework in accordance with
TennCare and federal (NIST SP 800-37) security requirements.

A.10.10. The Contractor shall ensure all appropriate measures are in place for minimal use and
protection per applicable regulations for the data types and classifications. Policies,
procedures, and related controls around the use of Sensitive Data and segregation of
duties shall be maintained and made reasonably available for review by TennCare.

A.10.11. The Contractor shall develop written policies, procedures, and standards of conduct to
comply with all applicable TennCare and federal standards for the prevention, detection,
and reporting of incidents of potentially suspicious or questionable activity, fraud, and
abuse by Authorized Users, subcontractors, the Contractor, or external entities.

A.10.12. The Solution shall align with and comply with all HIPAA Privacy, HITECH, and any
applicable Security Compliance Regulations and Guidelines to protect and secure
healthcare data. The Contractor shall adhere to Federal, State, and TennCare security
requirements and shall receive TennCare's approval of its Security Plan.

A.10.13. The Contractor shall be responsible for identifying and notifying TennCare of any
Sensitive Data being stored, processed, viewed, or otherwise used by Contractor’s
employees that does not comply with TennCare Security and Privacy policies and report
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in accordance to reporting requirements stipulated in TennCare Security Standards and
Documents.

A.10.14. The Solution shall meet password-based authentication and identify requirements in
accordance with NIST 800-63-3 and TennCare Security Standards and Documents.

A.10.15. The Contractor shall implement alternative password reset capabilities in the Solution in
accordance with TennCare Security Standards and Documents, and NIST guidelines.

A.10.16. If the Contractor has a Health Information Trust Alliance (HITRUST) Common Security
Framework (CSF) Certification at TennCare’s discretion when it meets Federal
requirements to do so. To the extent the Contractor does not have HITRUST CSF
certification prior to the start of the Contract, the Contractor must initiate the certification
process within ninety (90) days of the start of the Contract and obtain and provide to
TennCare such Certification within twenty-four (24) months of the Effective Date of the
Contract. Other major Industry-Standard certifications with appropriate coverage and
validation may be accepted at TennCare’s discretion.

A.10.17. The Solution shall use open security standards and frameworks, as appropriate, such
as, but not limited to:

A.10.17.1. Federation: WS-Secure Conversation, WS-Federation, WS-Authorization,
XML Key Management (XKMS);

A.10.17.2. Mechanism: Extensible Access Control Markup Language (XACML), XML
Encryption, XML-Digital Signatures, Extensible rights Markup Language
(XrML), X.509 certificates; and

A.10.17.3. Policy: WS-Policy, WS-Trust, WS-Privacy, Security Assertion Markup
Language (SAML), Enterprise Privacy Authorization Language (EPAL).

A.10.18. The Solution shall implement a security architecture based on cloud security best
practices, including, but not limited to, NIST SP 800-550-292 Cloud Computing
Reference Architecture and architectures referenced in the current Medicaid Information
Technology Architecture (MITA) Security and Privacy model.

A.10.19. The Contractor shall coordinate with the Cloud Service Provider (CSP) (e.g., Amazon
Web Services, Microsoft Azure, Google Cloud) to implement and configure a compliant
cloud architecture solution based on the shared responsibility model to ensure all
modules, data, and components are protected. The Cloud Solution shall be in
compliance with NIST SP 800-53 Moderate, MARS-E Moderate, and other TennCare
policies and guidance. The Contractor's Cloud Solution shall incorporate security best
practices towards boundary protection, network segmentation, and access segmentation
to include, where applicable and at a minimum, the implementation and configuration of
Industry Standard Virtual Private Cloud (VPC), network and application firewalls (Next
Generation Firewall (NGFW), Web Application Firewall (WAF)), security groups,
subnets, network and data encryption, end-point protection (Antivirus (AV), Endpoint
Detection and Response (EDR)), and Intrusion Detection and Prevention System
(IDPS)) and shall be approved by TennCare during design.

A.10.20. The Contractor shall perform the installation, operations, and management of hardware,
application, and operating system level hardening and secure configuration on the
applicable Solution platform and in accordance to the Design and Test Phases of the
SILC, by TennCare and Federal hardening, and Configuration Management standards
including TennCare Security Standards and Documents, CIS Level 1, and FedRAMP
appropriate guidelines.

A.10.21. The Contractor shall adhere to Database security in alignment with NIST 800-53
Appendix J (Privacy), CMS Security Center of Excellence guidance, and as directed by
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TennCare, in accordance with TennCare and federal requirements for all data at rest
and in motion.

A.10.22. The Contractor shall ensure that the supply chain communicates, coordinates, and
monitors Sensitive Data across all integrations according to NIST SP 800-161, and
TennCare Security Standards and Documents.

A.10.23. The Contractor shall mask any Sensitive Data from the production environment for use
in non-production environments unless the data owner pre-authorizes the use of
Sensitive Data in the non-production environment.

A.10.24. The Contractor shall use synthetic data (secure, realistic, meaningful sets of data) for
non-production activities. The IRS considers masked, derived, obfuscated, and de-
identified data based on FTI to still be FTI. The Contractor shall ensure that FTI in non-
production environments pass the IRS approval process.

A.10.25. The Contractor's approved data management strategy and operational policies and
procedures shall meet HIPAA, HITECH, American Recovery and Reinvestment Act of
2009 (ARRA), TennCare policies and procedures, and requirements defined by State
and Federal law for data classifications in use.

A.10.26. The Contractor shall utilize appropriate standards, protocols, and methodologies to
restrict access to the system (in a manner acceptable to TennCare) when anomalies are
identified or detected.

A.10.27. The Contractor shall ensure data loss prevention and Data Mining activities are audited
and captured and implement all Access Controls (AC) in the NIST 800-53, MARS-E, and
TennCare security and privacy guidelines.

A.10.28. The Solution shall run from a service account with the least privilege. The Solution shall
not run from a system-level account with unlimited privileges such as "root" or
"administrator."

A.10.29. The Solution shall have the automated capability to support role-based access, to
terminate access and generate alerts for conditions which violate security rules,
unauthorized attempts to access data and system functions, and system activity based
on security parameters per TennCare and federal standards.

A.10.30. The Solution shall integrate with the IAM/SSO and provide a mechanism for Multi-Factor
Authentication (MFA) and step-up authentication.

A.10.31. The Contractor shall establish applicable secure connection mechanisms, such as
Virtual Private Network (VPN), Virtual Private Cloud (VPC)-peering, or using Transport
Layer Security (TLS) standards, to access the Solution in accordance with TennCare
Security Standards and Documents, NIST Guidelines, FIPS 140-2, and latest version.

A.10.32. The Contractor shall establish and manage cryptographic keys employed within the
Solution for key generation, distribution, storage, access, and destruction in accordance
with TennCare and Federal guidelines to include, but not limited to, NIST SP 800-175
and FIPS 140-2 latest version.

A.10.33. The Solution shall meet federal processing standards for encryption in storage and in
transmission according to TennCare and FIPS 140-2, or newer standards.

A.10.34. The Solution shall provide a central repository and management platform for security
certificates and server host keys.

A.10.35. The Contractor shall encrypt data processed, stored, transmitted by and/or transported
from the Solution in alignment with the most recent version of Federal Information
Processing Standard (FIPS) 140-2 validated encryption technologies, and as required
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by TennCare policy, State or Federal regulations, and industry-accepted encryption
standards.

A.10.36. The Contractor shall ensure that TennCare data is always transmitted and stored within
secured cloud regions and zones that are within the continental United States.

A.10.37. The Solution shall provide full redundancy and recovery to ensure uninterrupted access
to the certificates and keys.

A.10.38. The Contractor shall implement a code analysis process in accordance with TennCare
Security Standards and Documents.

A.10.39. The Contractor shall review security and application logs to maintain awareness and
observability of the Solution and conduct detailed scheduled reviews at a cadence
approved by TennCare to identify suspicious or questionable activity, including fraud
and abuse cases, for investigation and documentation as to their cause and
remediation. TennCare shall have the right to inspect all security operations policies and
procedures and the Contractor’s performance to confirm the effectiveness of these
measures for the Services being provided.

A.10.40. The Contractor shall implement and manage appropriate technical security controls and
safeguards to prevent the unauthorized access to, use of, or tampering with computers
or computer systems, including hacker attacks, insider threat attacks, Advanced
Persistent Threat (APT), abuse, and fraud, arising from the introduction of any form of
malicious software including computer viruses, trojans, worms, or otherwise causing
damage to the Solution, TennCare, or third person’s computer, computer system,
network, or similar computer-related property and the data, software, and all programs.

A.10.41. The Contractor shall coordinate with TennCare to perform security vulnerability scanning
and reporting on the Solution and report results through the TennCare ITSM, to include
APIs in accordance with TennCare Security Standards and Documents.

A.10.42. The Contractor shall conduct cyber threat analysis against the Cloud Solution, develop
security monitoring use cases , integrate a standard framework such as MITRE
Adversarial Tactics, Technigues, and Common Knowledge (ATT&CK) (including PRE-
ATT&CK, mobile, and enterprise), implement appropriate security analytics to detect
and respond to potential threats, and test use case efficacy on a quarterly basis.

A.10.43. The Contractor shall detect and monitor for security and privacy incidents, detect
configuration weaknesses, vulnerabilities open to exploitation, and integrate relevant
threat intelligence, including externally and internally derived indicators of compromise
(I0Cs) information, 24 hours, 7 days a week, 365-days a year (24x7x365).

A.10.44. Inthe event of a breach that compromises or is suspected to compromise the security,
confidentiality, integrity, or availability of the Solution, the Contractor shall report to
TennCare immediately and collaborate with TennCare to respond to and triage the
event in accordance with the Contractor’s Incident Response Plan (IRP) included in the
Incident Management Plan, TennCare Security Standards and Documents, and industry
best practices. TennCare shall be notified of any incident or breach of TennCare in
accordance with Attachment B, Service Level Agreements and Liquidated Damages.

A.10.45. The Solution shall manage and adopt the Open Web Application Security Project
(OWASP) Top 10 web security recommendations.

A.10.46. The Contractor shall provide TennCare with a use case usage report and review with
TennCare on an interval defined and approved by TennCare.

A.10.47. The Contractor shall provide TennCare and federal regulators the raw, un-redacted
results of vulnerability scans, compliance scans, code scans, and any penetration test
On-demand.
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The Contractor shall co-manage with TennCare the implementation of a TennCare-
owned FIM solution to include the following:

A.10.48.1. Install FIM agents across all servers used for the Solution supporting
TennCare;

A.10.48.2. Provide infrastructure to install FIM collectors in the same network as the
Solution;

A.10.48.3. Implement capabilities and set up network connectivity to synchronize FIM

reports from collector servers to TennCare's centralized FIM; and

A.10.48.4. The Contractor shall ensure that the agent's and the collector server's
availability meets the SLAs defined in Attachment B, Service Level
Agreements and Liquidated Damages.

All State owned/supported workstations shall be managed by STS using established
State-standard software tools.

The Contractor shall install and configure TennCare-approved antivirus solutions across
all servers used for the Solution and make the findings available in a format and
frequency as requested by TennCare.

The Contractor shall configure, implement, operate, and manage, as appropriate and
approved by TennCare, the following endpoint protection capabilities to include, but not
limited to:

A.10.51.1. Antivirus and antispyware;
A.10.51.2. Host firewall;

A.10.51.3. Host intrusion prevention system;
A.10.51.4. Host integrity check; and
A.10.51.5.  Application device control.

The Contractor shall configure and develop endpoint protection security enforcement
rules/policies, and other similar measures and schedule scans to continuously protect
the Solution from, but not limited to, anti-malware, ransomware, persistent threat, and
data-loss attack activities monitored in real-time.

The Contractor shall provide TennCare with all endpoint protection security enforcement
rules and policy definitions at the request of TennCare and grant Read-Only access to
the endpoint protection manager portal at all times.

The Contractor shall ensure that the endpoint security posture is in accordance with
control requirements stipulated in TennCare Security Standards and Documents and
security best practices.

The Contractor shall enable appropriate logging mechanisms on systems and
applications to monitor User access activities, authorized and failed access attempts,
system exceptions, and critical information security events in accordance with TennCare
Security Standards and Documents.

The Solution shall utilize a SIEM solution in accordance to the IRS SIEM tool standards
found in the IRS Safeguards Program portal, Configuration Technical Assistance
section. This standard is to be used as a best practice standard of implementing a SIEM
for all data classifications.

The Contractor shall provide cloud security monitoring and detection capabilities,
respond to security alerts in real-time, and work with TennCare towards security
recovery actions.
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A.10.58. The Contractor shall be responsible for implementing audit mechanisms to generate
findings and reports across different layers of the Solution (OS, application, system,
data) in accordance with TennCare Security Standards and Documents, FedRAMP, and
MARS-E Moderate level controls.

A.10.59. The Contractor shall ensure, cooperate, and coordinate with TennCare, to configure
reliable, secure log data and event collection mechanisms, to include remote log data
and event collection agents on machines, from various sources to forward and securely
deliver the log data and event collection to TennCare for indexing and analysis. This
includes the end-to-end process from log data collection, event generation,
transmission, storage, and disposal.

A.10.60. The Solution shall retain system audit and event logs and related data per retention
requirements found in TennCare Security Standards and Documents, and in a format
and structure that is approved by TennCare.

A.10.61. The Contractor shall retain and provide to TennCare security, system, and application
logs in a format approved by TennCare.

A.10.62. The Contractor shall provide TennCare access to log data and events 24-hours a day, 7
days a week, 365 days a year (24x7x365). The Solution shall be capable of creating a
digital, reusable copy of TennCare’s data, in whole and in parts in common and current
machine-readable files. The Contractor shall enable TennCare to extract data from the
Solution On-demand, but no later than within 24-hours of TennCare’s request, at no
additional cost to TennCare and without any conditions or contingencies.

A.10.63. The Contractor shall participate in audit activities and assist TennCare to prepare
documentation required by TennCare and/or any regulatory bodies.

A.10.64. The Contractor shall have an annual audit performed by an Assessor, approved by
TennCare, to conduct an assessment of the security and privacy controls in the Solution
and maintain the integrity of the audit process. A Security Assessment Plan (SAP) must
be jointly completed and agreed to before the start of the assessment by all parties
involved, including the Contractor, Assessor, and TennCare. The Assessor will use the
methodology described in the template provided by TennCare to perform the
assessment. A completed SAP must be submitted to TennCare seventy (70) days prior
to the security assessment report kick-off date. The full un-redacted third-party
independent assessment must be delivered to TennCare within ten (10) Business Days
upon receipt of the report from the third-party to share with State or federal regulators.

A.10.65. The Solution shall have the ability to identify and alert on any application layer
Distributed Denial of Service (DDoS) attacks.

A.10.66. The Contractor and TennCare shall mutually agree with the methodology and scope of
the assessment prior to the commencement of the third-party independent audit of the
Solution. If the Parties are unable to mutually agree, TennCare, in its sole discretion,
may define the methodology and scope of the third-party independent audit. The
Contractor shall provide evidence to validate all security, privacy, and encryption
requirements are met by providing TennCare access to all sourced evidence, such as
but not limited to, firewall rules, vulnerability assessment reports, and code analysis
reports. The Contractor shall provide TennCare with written evidence of findings
(Defects, vulnerabilities, errors, gaps, weaknesses, or omissions) and their planned
remediation in a Plan of Actions and Milestones (POA&M), maintained monthly, until all
findings are resolved and promptly modify its security measures in order to meet its
obligations.

A.10.67. The Contractor shall provide TennCare with all search queries, search correlations,
rules, alert definitions, and/or use cases at the request of TennCare.
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A.10.68. The Contractor shall create compliance and regulatory reports about security-related
events and incidents, to include active use case test results as specified by TennCare.

A.10.69. The Contractor shall provide a security summary report and POA&M in accordance with
TennCare Security Standards and Documents.

A.10.70. The Contractor shall report to the TennCare Security & Privacy Offices resolutions to
audit and risk assessments conduct directly by TennCare, or indirectly by a party acting
on TennCare’s behalf, within a time period specified by TennCare.

A.10.71. The Solution shall track disclosures of PHI and PIl and provide Authorized Users access
to and reports on the disclosures. As part of the SSP, the HIPAA disclosure report shall
be provided to TennCare within the time limits mandated per TennCare Security
Standards and Documents.

A.10.72. The Contractor shall respond to weaknesses identified and tracked in a POA&M
captured as part of a periodic risk assessment against the Solution. A POA&M must be
developed and submitted to TennCare in accordance with the TennCare Security
Standards and Documents. The Contractor shall enter updates for remediation actions
and milestones in TennCare’s electronic GRC system. Additionally, the Contractor will
be required to attend monthly meetings with TennCare security regarding POA&M’s
status.

A.10.73. The Contractor shall develop, maintain, and test an Incident Response Plan (IRP),
included in the Incident Management Plan, with key partner roles both internal and
external on an annual basis in accordance to the NIST SP 800-61 Revision 2 guidelines
and TennCare Security Standards and Documents to comply with all applicable federal
and State breach notification laws. Incident response roles and responsibilities must be
clearly outlined, and a RACI must be developed between the CSP, TennCare,
Contractor, and Subcontractor, as appropriate, in event and security incident triage,
analysis, containment, mitigation, response, and recovery.

A.10.74. The Contractor shall notify the TennCare Security and Privacy Offices within ten (10)
Business Days of any Solution or operational enhancements, Control Memorandums, or
material changes agreed to with TennCare for all work product/work scope and required
key Deliverables related to Security and Privacy development cycles. The notification
shall be provided in a written email format to the TennCare Security and Privacy Offices.

A.10.75. The Contractor shall be responsible for the continuity of all security and privacy
protocols for all Solution or operational enhancements, Control Memorandums, or
material changes agreed to with TennCare that are performed under this Contract,
which develops a new system or significant change/enhancement to an existing system.
The Contractor shall notify by written email to the TennCare Security and Privacy
Offices upon agreement of solution or operational enhancements, Control
Memorandums, or materials changes.

A.10.76. The Solution shall utilize the TennCare-provided IAM solution for TennCare staff and
shall provide role-based security for the identity management and authentication of
TennCare end-users. Changes or upgrades made to the IAM service constitute a
change to all applications or services that utilize IAM. As with any change to an
application or service, an IAM change will require appropriate testing and may require
system changes to accommodate the IAM change.

A.10.77. The Solution shall provide an access and privileging solution for Authorized User(s) and
shall provide role-based security for the identity management and authentication of
individuals.

A.ll. Solution Implementation Lifecycle (SILC) Standard Requirements
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A.11.1. The Contractor shall follow the TennCare’s Solution Implementation Lifecycle (SILC)
Standard located in Attachment C, Procurement Library. The TennCare Solution
Implementation Lifecycle Standard defines TennCare’s standard phased approach to
solution implementation projects, details the TennCare Gate Review Process, outlines
the requirement entry and exit criteria, and aligns the associated Deliverable for each
Gate in the lifecycle for contractors partnering with TennCare.

A11.2. The Contractor shall complete the required Deliverables as described in the TennCare
Solution Implementation Lifecycle Standard and defined in the CLRS TennCare
Solution Implementation Lifecycle RACI and Deliverables located in Attachment C,
Procurement Library. The CLRS TennCare Solution Implementation Lifecycle RACI
and Deliverables defines the activities and Deliverables the Contractor is required to
submit to TennCare for approval in order to pass the associated Gate Review.

A.11.3. The Contractor shall integrate the approved project schedule within the Integrated
Master Schedule managed by the Strategic Project Management Office (SPMO) in
accordance with the TennCare Project Management Plan Standard located in
Attachment C, Procurement Library.

A.11.4. Design, Development, and Implementation (DDI) Phase

A.11.4.1.  The Contractor shall complete the activities and Deliverables in the "DDI
Solution" tab of the CLRS TennCare Solution Implementation Lifecycle RACI and
Deliverables (refer to Appendix B of the TennCare Solution Implementation
Lifecycle Standard for role definitions) for the DDI of the Solution.

A.11.4.2. All required Deliverables must be submitted to TennCare and approved
according to the Deliverable’s Business Review Cycle defined in the “Deliverable
Definition” tab of the CLRS TennCare Solution Implementation Lifecycle RACI
and Deliverables. If the Deliverable does not have a defined Business Review
Cycle in column H of the “Deliverable Definition” tab, TennCare shall designate
each Deliverable(s) classification at the start of the phase in which the
Deliverable is to be completed.

A.11.5. Operations & Maintenance (O&M) Phase

A.11.5.1. The Contractor shall complete the activities and Deliverables in the “O&M Phase
1” and “Solution O&M” tab of the CLRS TennCare Solution Implementation
Lifecycle RACI and Deliverables (refer to Appendix B of the TennCare Solution
Implementation Lifecycle Standard for role definitions) for O&M of the Solution.

A.11.5.2. All required Deliverables must be submitted to TennCare and approved
according to the Deliverable’s Review Cycle defined in the “Deliverable
Definition” tab of the CLRS TennCare Solution Implementation Lifecycle RACI
and Deliverables. If the Deliverable does not have a defined Review Cycle in
column H of the “Deliverable Definition” tab, TennCare shall designate each
Deliverable(s) classification at the start of the phase in which the Deliverable is to
be completed.

A.11.5.3. In addition to the Deliverables identified in the TennCare Solution Implementation
Lifecycle Standard, the Contractor is responsible for activities defined in the
TennCare IT Service Management Standard located in Attachment C,
Procurement Library.

A.11.5.4. The Contractor shall use an Information Technology Infrastructure Library (ITIL)-
based approach for the development of all Solution processes, procedures, and
Deliverables.

A.11.6. Project Document Management
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A.11.6.1. The Contractor shall store project documents in an online document library
identified by TennCare. Project documentation includes, but is not limited to,
Deliverables, Artifacts, work plan, status reports, status meeting agenda, and
minutes.

A.11.6.2. The Contractor shall provide an electronic documentation format that facilitates
efficient, effective, and expedited updating and dissemination of new or modified
data.

A.11.6.3. The Contractor shall provide, at a minimum, a process to update the electronic
versions of project documentation. Each version shall have:

A11.6.3.1. All pages numbered within each section;
A.11.6.3.2. A new revision date on each page; and
A.11.6.3.3. All revisions clearly identified.

A.11.6.4. The Contractor shall provide online hyperlinks with references to Medicaid and
non-Medicaid policy origination documents managed by TennCare and the
Contractor within the project document library.

A.11.6.5. The Contractor shall adhere to the principle of least privileges and limit access to
documentation that contains specific IP addresses, server names, node IDs, or
other technical information that could compromise the security of the Solution, to
the level required for performance of necessary activities.

A.11.6.6. The Contractor shall categorize documentation by data classification, as defined
by TennCare, and securely store sensitive technical documentation as approved
by TennCare.

A.11.6.7. The Contractor shall include a reference to Tennessee Code Annotated (TCA)
§10-7-504 where appropriate for sensitive and confidential technical
documentation.

Al1l1.7. Deliverable Management

A.11.7.1. The Contractor shall adhere to all Quality Management Standards provided in the
TennCare Project Management Plan Standard located in the Attachment C,
Procurement Library.

A.11.7.2. The Contractor shall ensure that documentation does not contain any protected
Sensitive Data.

A.11.7.3. The Contractor shall handle identified Deliverables that require ad hoc updates or
are updated periodically during the course of the implementation as follows:

A11.7.31. The Contractor shall update content in the original Deliverable. Updated
content provided in a deliverable amendment, and not integrated into the
original deliverable, requires prior authorization by TennCare.

A11.7.3.2. The Contractor’s completion of, and TennCare’s Acceptance of, a
Deliverable during one (1) Gate Review shall be subject to the approval
of TennCare and shall not constitute Acceptance of that Deliverable by
TennCare for any subsequent Gate Review.

A.11.7.4. At a minimum, the Contractor shall submit a Deliverable expectation document
(DED) to TennCare for each Deliverable at least twenty (20) Business Days prior to
the submission of the original Deliverable or a timeline approved by TennCare.

A.11.7.5. The Contractor shall create Deliverables as defined in each approved Deliverable’s
DED.
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A.11.7.6. The Contractor shall facilitate, for each Deliverable, a minimum of one (1)
walkthrough with TennCare one (1) week prior to the Deliverable submission date
or on a TennCare-approved timeline.

A11.7.7. The Contractor shall submit, for each Deliverable, a first submission on the agreed
submission date, and the Contractor shall allow TennCare to review and provide
responses.

A.11.7.8. The Contractor shall submit, for each Deliverable, a subsequent submission, as
specified in Table 1: Deliverable Review Cycles, resolving comments received from
TennCare on the previous submission and allowing TennCare to review and
provide responses based on the project schedule.

A.11.7.9. The Contractor shall resolve all outstanding responses from TennCare prior to
each Deliverable’s final submission based on the project schedule.

A.11.7.10. The Contractor shall establish and maintain data integration, exchange, and
interface documentation in alignment with TennCare Enterprise Architecture
Framework Standard located in Attachment C, Procurement Library.

A.11.7.11. The Contractor shall follow the review and response times based on the complexity
level bucket assigned to the Deliverable in the Table of Deliverables (Section
A.14)), as follows:
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Table 1: Deliverable Review Cycles

Deliverable Length of State Review Period for each Length of Contractor Update Period

Classification Review Cycle after Receiving State Updates

Type A Seven (7) Business Days Seven (7) Business Days |

Type B Ten (10) Business Days Ten (10) Business Days |

Type C Twenty (20) Business Days Twenty (20) Business Days |

Type D Forty-Five (45) Business Days Forty-Five (45) Business Days |
A.11.8. Integration Services

A.11.8.1. The Contractor shall be solely responsible for obtaining, maintaining, and renewing
all permits, approvals, licenses, certifications, and similar authorizations, including,
but not limited to, SSA certification, FedRAMP certification, and CMS Certification,
as required by any local, State, or federal entities for the Solution throughout the
duration of the Contract.

A.11.8.2. The Contractor shall be responsible for adherence to the established TennCare
Integration Standards during implementation of the Solution.

A.11.8.3. The Contractor shall develop appropriate architectural models of the solution
design, selected with TennCare’s approval, modeled in accordance with the
TennCare Enterprise Architecture Modeling Standard, prior to the Solution
Architecture Review. The Contractor shall load all Artifacts into the TennCare
architecture repository tool, Sparx Enterprise Architecture.

A.11.8.3.1. If there are significant changes made to the architecture before Go-Live,
the Contractor shall update the Solution design models and present them
for an as-built review, in accordance with the TennCare Enterprise
Architecture Framework Standard.

A.11.9. Test Management

A.11.9.1. The Contractor shall ensure testing meets TennCare's Functional Requirements
and Non-Functional Requirements, including integration with other TennCare
systems.

A.11.9.2. The Contractor shall adhere to requirements contained in the TennCare Test
Management Standard in Attachment C, Procurement Library, for testing the
development of a new solution and for testing the customization and integration of
commercial software.

A11.921. The Contractor shall collaborate with TennCare to plan, prepare for,
execute, and report on testing.

A11.9.22. The Contractor shall prepare a Test Management Plan for the Solution
and ensure that TennCare approves the proposed testing methods,
schedule, personnel, training, collaboration approach, test cases, data,
environment, tools, tracking, metrics, and methods for Defect
management and regression testing.

A11.9.23. The Contractor shall receive written authorization from TennCare for the
use of real data for testing.

A.11.924. The Contractor shall be responsible for five (5) stages of testing before
Go-Live and must provide evidence of their completion in the following
Deliverables:

A.11.9.2.4.1. Unit Test Report;

RFP # 31865-00626
Page 75



4-15-21 RFP

A.11.9.2.4.2. System Integration Test Report;

A.11.9.2.4.3. User Acceptance Test (UAT) Report;
A.11.9.2.4.4. Operational Readiness Test (ORT) Report; and
A.11.9.2.4.5. Beta Test Report (as required by TennCare).

A.11.9.25. The Contractor shall test in the O&M and Retire phases based on the
activities in the TennCare Test Management Standard, located in
Attachment C, Procurement Library.

A.11.9.26. The Contractor shall perform regression testing based on Solution or
other system changes.

A11.9.27. The Contractor shall coordinate with TennCare to ensure the appropriate
resources are conducting the integration testing for the module, such as
testing environments, collecting test data, and leveraging appropriate
test tools.

A.11.9.2.8. The Contractor shall provide testing support to the other TennCare
Contractor(s) for all phases of testing as defined in the TennCare
Solution Implementation Lifecycle Standard.

A.11.9.29. The Contractor shall participate in and support User Acceptance Testing
(UAT) for Configuration Items (CI) during DDI and O&M, which includes
creating UAT test cases, providing subject matter expert resources
throughout UAT execution, and assisting with planning. All UAT activities
shall be done in conjunction with TennCare Contractor(s) and subject to
TennCare oversight and approval.

A.11.9.2.10. The Contractor shall mask any Sensitive Data from the production
environment for use in non-production environments unless the data
owner authorizes the use of Sensitive Data in the non-production
environment.

A.11.9.2.11. The Contractor shall complete the activities and Deliverables assigned to
"Module Solution Vendor" in the Test Management Standard RACI table
based on the identified role (noted as "A", "C", "I", or "R") located in the
TennCare Test Management Standard in Attachment C, Procurement
Library.

A.11.10. IT Service Management

A.11.10.1. Standard Operating Procedure Manual

A.11.10.1.1. The Contractor shall refer to the TennCare IT Service Management
(ITSM) Standard and TennCare IT Service Management RACI in
Attachment C, Procurement Library, to develop all the ITSM processes,
activities, and tasks required for ITSM in this Section A.11.10. and
Contract and document the required ITSM procedures in the Standard
Operating Procedures (SOP) Manual for TennCare approval.

A11.10.1.2. The Contractor shall follow and execute all procedures and processes
required for the Solution in the approved SOP Manual.

A11.10.1.3. The Contractor shall build and maintain a delimited SOP Manual for the
Solution for the purposes of easily onboarding new resources and
consistent operation of the Solution. TennCare may require a SOP
Manual to be written for specific system support functions. The
Contractor shall provide any and all tools necessary to fulfil the SOP
Manual obligations related to executing these capabilities.
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A.11.10.1.4. The Contractor shall incorporate the outcomes and recommendations of
the Continuous Improvement Process (CIP) into SOP Manual updates.

A.11.10.1.5. The Contractor shall maintain the SOP as the document of record for
Solution activities, maintain the SOP under Configuration Management
control, and update SOP documentation as a standard part of the
Change Management process.

A.11.10.2. Module Support Team

A11.10.2.1. The Contractor shall provide a staffed Module Support Team during
normal business hours for production support to coordinate service issue
identification, investigation, and diagnosis in cooperation with TennCare,
the IS Contractor, and TennCare Contractor(s). Communication
channels for support shall include email and phone among other
channels offered by the Contractor. Normal business hours are defined
as 7:00 AM to 9:00 PM Central, Monday through Friday, excluding State
observed holidays. The Contractor shall not be responsible for the
support activities of other TennCare Contractors’ Module Support
Teams.

A.11.10.2.2. The Contractor shall have staff on-call and available outside of normal
business hours as required to maintain compliance with the TennCare
SLAs defined in Attachment B, Service Level Agreements and Liquidated
Damages.

A.11.10.2.3. The Contractor shall utilize the TennCare-approved ITSM tool to provide
Module Support services for the Solution and record and manage
service-related activities.

A.11.10.2.4. The Contractor shall manage and track all Solution-related ITSM
incidents to resolution and provide recurring status updates in
coordination with the IS Contractor ITSM reporting procedures or upon
request from TennCare.

A.11.10.2.5. The Contractor shall adhere to TennCare-approved multi-tiered support
structure and escalation procedures that include security Incident
Management and critical Problem (e.g., system outage) processes. The
support structure shall include a Module Support Team appropriately
aligned with the TennCare IT Service Management Standard for the
Service Desk function.

A.11.10.2.5.1. The IS Contractor shall provide front-line Service Desk support that
accounts for Tier | Service Desk support consisting of services to
address general issues and routing of higher complexity issues
requiring Tier Il Level Support to the appropriate Module Support
Team.

A.11.10.2.6. The Contractor shall provide Tier Il Level Support, consisting of support
services that require technical resources who have specialized skills
related to the Solution.

A.11.10.2.7. The Contractor shall provide Tier Il Level Support requiring technical
expertise related to the Solution.

A.11.10.2.8. The Contractor shall be responsible for consolidation tracking of Tier Il
and Tier Il incidents to resolution in coordination with the IS Contractor,
reporting to TennCare, and informing MMPVP of CI(s) changes that
impact TennCare activities.
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A.11.10.2.9. The Contractor shall be responsible for reporting the resolution results to
the Tier | Service Desk.

A.11.10.2.10. The Contractor shall develop an incident priority matrix for Module
Support Team Incident Management activities subject to TennCare
approval.

A11.10.2.11. The Contractor shall implement bi-directional integrations and associated

transformation mapping between the Contractor's Incident Management
system and TennCare's ITSM system in collaboration with TennCare, the
IS Contractor, and MMPVP.

A.11.10.2.12. The Contractor shall integrate Contractor's GRC tools with the TennCare
approved ITSM tool to support tracking and resolution of all GRC related
vulnerabilities. The Contractor may use TennCare GRC tools identified in
the TennCare Preferred Technology Standard or Contractor's own GRC
tools for this purpose with TennCare approval.

A.11.10.2.13. The Contractor shall provide reoccurring status updates on GRC
activities in coordination with the IS Contractor on a timeline defined by
TennCare.

A.11.10.2.14. The Contractor shall monitor the production environment twenty-four (24)

hours per day x seven (7) days per week x three hundred sixty-five (365)
days per year and develop, maintain, and manage a plan to monitor
every operation that affects the Solution and associated Cls (e.g.,
network, software, interfaces, services, data manipulation).

A.11.10.3. IT Operations Management

A.11.10.3.1. The Contractor shall establish a centralized operations management
center that acts as the central coordination point for managing various
classes of events, detecting incidents, managing routine operational
activities, and reporting on the status or performance of Solution
technology components.

A.11.10.3.2. The Contractor’'s IT Operations Management shall have the capability to
intake requests from the IS Contractor’s Tier | Service Desk via the
TennCare ITSM tool from internal and external Stakeholders interacting
with the Solution.

A.11.10.3.3. The Contractor shall integrate the Solution with the ISL and adhere to the
operational procedures as defined by TennCare.

A.11.10.3.4. The Contractor shall be responsible for planning and managing the
execution of software tasks according to schedule for the Solution in
coordination with the IS Contractor and MMPVP activities.

A.11.10.3.5. The Contractor shall be responsible for compliance with TennCare
standards during IT operations and support the IS Contractor’s
enforcement activities for Solution ITSM processes.

A.11.10.3.6. The Contractor shall automate job scheduling using software tools that
run batch or online tasks at specific times, where applicable.

A.11.10.3.7. The Contractor shall be responsible for monitoring and control of IT
services for the Solution.

A.11.10.3.8. The Contractor shall maintain compliance with the SLAs defined in
Attachment B, Service Level Agreements and Liquidated Damages.

A.11.10.4. Technical Management

RFP # 31865-00626
Page 78



4-15-21 RFP

A11.10.4.1. The Contractor shall be responsible for the technical management
function of the Solution, providing technical skills and capabilities in
support of TennCare services, and management of the Solution. The
Contractor shall define the roles of support teams, tools, processes, and
procedures required to achieve acceptable service levels as defined by
TennCare.

A.11.10.4.2. The Contractor shall be responsible for management of the Solution to
include, at a minimum, the following activities:

A.11.10.4.2.1. Operating system support;

A.11.10.4.2.2. License management;

A.11.10.4.2.3. Third-level support;

A.11.10.4.2.4. Application management;

A.11.10.4.2.5. Procurement advice;

A.11.10.4.2.6. System security;

A.11.10.4.2.7. Definition and management of virtual servers;
A.11.10.4.2.8. Assistance to capacity management;
A.11.10.4.2.9. Ongoing maintenance; and

A.11.10.4.2.10. Decommissioning and disposal of old servers.

A.11.10.4.3. The Contractor shall be responsible for Database administration to
ensure the optimal performance, security, and functionality of Databases
managed.

A11.10.4.4. The Contractor shall be responsible for network management activities to

ensure proper functioning of TennCare network performance and
collaborating with third-party network suppliers.

A.11.10.4.5. The Contractor shall be responsible for internet/web management
process to cover both intranet and internet.

A.11.10.4.6. The Contractor shall be responsible for integration into directory services
activities to ensure process information about IT infrastructure is
available online with appropriate user access rights as defined by the
State.

A11.10.4.7. The Contractor shall be responsible for the desktop support process and
the overall responsibility for all of the Contractor's desktop and laptop
computer hardware, software, and peripherals.

A.11.10.4.8. The Contractor shall install the State’s VPN client onto Contractor-owned
laptop/desktop machines in order to access tools and instruments on the
State’s network. TennCare will not provide TennCare-owned laptops to
the Contractor.

A.11.10.5. Application Management

A.11.10.5.1. The Contractor shall be responsible for managing Solution-related
applications throughout the application lifecycle to include design, build,
testing (including user and accessibility testing), deploy, configure,
operate, optimize, and transition activities as related to service
management.
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A.11.10.5.2. The Contractor shall support the planning of the service
agreements/contracts and IT infrastructure in coordination with
TennCare and MMPVP to ensure alignment with TennCare’s enterprise
architecture and required levels of availability required by TennCare.

A.11.10.5.3. The Contractor shall organize the Solution application management
teams according to categories of applications or modules they support.
A.11.10.5.4. The Contractor shall be responsible for continually measuring the
Solution application performance against the service levels.
A.11.10.6. Continuous Improvement Process (CIP)
A.11.10.6.1. The Contractor shall be responsible for managing a CIP to include

repeatable, defined, and efficient management processes for
optimization of Solution-related services throughout the entire Service
Lifecycle.

A.11.10.6.2. The Contractor shall manage the CIP with TennCare-designated Key
Personnel resources.

A.11.10.6.3. The Contractor's engagement leadership shall review quarterly, at a
minimum, the effectiveness of the entire CIP approach to ensure
appropriate identification, management, and implementation of service
improvements in alignment with TennCare’s objectives and approach for
the CIP.

A.11.10.6.4. The Contractor shall be responsible for developing and implementing a
CIP that aligns with Industry Standards and policies (e.g., ITIL or Six
Sigma) located in the Attachment C, Procurement Library, and is
approved by TennCare.

A.11.10.6.5. The Contractor shall identify and present improvement opportunities
within each service function, process, and activity to maximize the
service performance, value, and functionality to TennCare for feasibility
reviews at a cadence determined by TennCare.

A.11.10.6.6. The Contractor shall manage a CIP backlog of improvement
opportunities identified jointly by TennCare and the Contractor for all
activities to maximize performance, value, and functionality.

A.11.10.6.7. The Contractor shall track in the CIP backlog, all relevant data related to
individual improvement opportunities from identification to post-
implementation analysis information.

A.11.10.6.8. The Contractor shall present implementation options and supporting
materials, including relevant documentation, demonstrations, results of
guantitative analysis, or other information as requested by TennCare, for
CIP backlog items or specific items requested by TennCare for review
and potential approval.

A.11.10.6.9. The Contractor shall implement TennCare-approved service
improvements as an output of the CIP through TennCare’s Change
Management process.

A.11.10.6.10. The Contractor shall develop reports and Dashboards, as specified by
TennCare, to support the CIP and make them available for TennCare
review. Reports and Dashboards, including the underlying KPlIs, shall be
reviewed by TennCare on a cadence approved by TennCare and
modified by the Contractor in order to mature the CIP and produce the
best results.
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A.11.10.6.11. The Contractor shall incorporate defined processes to conduct service
reviews of ITSM activities for CIP opportunities.

A11.10.6.12. The Contractor shall identify opportunities related to the Solution to
improve the services across the enterprise and enhance service
offerings to Members and individuals.

A.11.10.6.13. The Contractor shall incorporate into service management processes
regularly performed process assessments, benchmarking, and auditing
activities, at a minimum monthly for each ITSM process or a timeline
defined by TennCare, to drive innovation and improvement.

A.11.10.6.14. The Contractor shall be responsible for suggesting initiatives to improve
services and quality for TennCare operations relating to the Solution at a
cadence agreed upon by TennCare.

A.11.10.6.15. The Contractor shall be responsible for tracking the progress of CIP
initiatives through post-implementation to confirm expected benefits have
been realized and document lessons learned.

A.11.10.6.16. The Contractor shall provide feedback to the CIP service review and
evaluation processes for future planning initiatives.

A.11.10.7. Service Strateqy

A.11.10.71. The Contractor shall support the ongoing refinement of the TennCare
Service Strategy through collaborative activities with the IS Contractor
and MMPVP in alignment with TennCare priorities and goals.

A.11.10.7.2. The Contractor shall monitor patterns of Solution business activity and
provide suggestions for performance optimization for TennCare
approval.

A.11.10.7.3. The Contractor shall perform activities to confirm production services
perform as expected from a business User perspective.

A.11.10.7.4. The Contractor shall support TennCare in identification and resolution of
known performance issues related to IT services affecting business
processes.

A.11.10.7.5. The Contractor shall support TennCare's Service Strategy financial
management activities related to IT services.

A.11.10.7.6. The Contractor shall support TennCare’s Service Strategy strategic
management activities related to IT services.

A.11.10.8. Service Design
A.11.10.8.1. Design Coordination

A.11.10.8.1.1. The Contractor shall comply with all applicable TennCare Policies and
Standards including, but not limited to, TennCare Policies and
Standards located in Attachment C, Procurement Library, and be
responsible for defining methods consisting of, at a minimum, design
acceptance criteria, policies, principles, procedures, and
documentation related to service design practices for MMPVP
components and Authorized Users.

A.11.10.8.1.2. The Contractor shall coordinate with the IS Contractor on Solution
design activities across projects and changes, managing schedules,
resources and conflicts, and suppliers and support teams, where
required.
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A.11.10.8.1.3. The Contractor shall be responsible for the scheduling of both the
service provider and consumer resources to ensure involvement of
resources to create an accurate and complete design.

A.11.10.8.1.4. The Contractor shall use formal risk assessment and management
techniques to manage risks associated with design activities and
reduce the number of issues traced to poor design and/or non-
compliant architecture.

A.11.10.8.1.5. The Contractor shall be responsible for continually improving
TennCare Service Design practice, to ensure:

i. Adherence to defined policies and methods;
i.  No conflicts with other ongoing design efforts;
iii. Design milestones are being met; and

iv.  Timely development of comprehensive designs that will
support the achievement of the required TennCare outcomes.

A.11.10.8.1.6. The Contractor shall contribute to IS Contractor and MMPVP Service
Design activities as approved by TennCare.

A.11.10.8.2. Service Portfolio and Catalog Management

A.11.10.8.2.1. The Contractor shall coordinate with TennCare and the IS Contractor
for documenting service definitions and descriptions into a
comprehensive TennCare Service Catalog and integration of the
TennCare Service Catalog with the appropriate Configuration
Management tools in accordance with the TennCare IT Service
Management Standard.

A.11.10.8.2.2. The Contractor shall define a process for the production and
maintenance of the Service Catalog content for TennCare approval.

A.11.10.8.2.3. The Contractor shall contribute to the maintenance of the approved
TennCare Service Catalog and Service Portfolio.

A.11.10.8.2.4. The Contractor shall manage the Solution Service Catalog under
formal Change Management control.

A.11.10.8.2.5. The Contractor shall provide TennCare the necessary inputs for
MMP-related services into TennCare’s Service Portfolio and Service
Catalog.

A.11.10.8.2.6. The Contractor shall provide the relevant input to TennCare, the IS
Contractor, and MMPVP on an as-needed basis.

A.11.10.8.2.7. The Contractor shall utilize the TennCare-approved Service Portfolio
and Service Catalog system to support issue resolution.

A.11.10.8.2.8. The Contractor shall have an in-depth knowledge and understanding
of all TennCare SLAs, collaborate on refinements and
standardization of SLAs for systems integrated into the Solution, and
support TennCare in the drafting of future SLA documentation in
coordination with TennCare-identified Contractor partners.

A.11.10.8.2.9. The Contractor shall conduct review meetings with TennCare and
MMPVP and produce standard reports to review the service
achievement for TennCare and MMPVP in the previous time periods
and anticipated issues for the future time periods as defined by
TennCare.
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A.11.10.8.2.10. The Contractor shall perform active monitoring of the Solution
service performance and develop an automated process to alert the
IS Contractor and TennCare of service degradation or anomalies.

A.11.10.8.2.11. The Contractor shall be accountable for ongoing monitoring and
reporting on performance against any service levels requested by
and agreed upon with TennCare. At a frequency established by
TennCare, the Contractor shall perform service level reviews.
Following the Contractor’s service level review, the Contractor may
recommend modifications to TennCare. Service Level Agreements
may be modified by mutual agreement between the Contractor and
TennCare.

A.11.10.8.2.12. The Contractor shall develop a TennCare-approved operational
reporting document consistent with the TennCare Solution
Implementation Lifecycle Standard and defined in the CLRS
TennCare Solution Implementation Lifecycle RACI and Deliverables
to support transparent and consistent end-to-end management of IT
services leveraging a consistent set of processes, activities, and
tools. The tracking and reporting on key performance metrics shall
drive CIP and compliance with standards and service levels.

A.11.10.8.3. Capacity Management

A.11.10.8.3.1. The Contractor shall be responsible for monitoring capacity data for
the Solution.

A.11.10.8.3.2.  The Contractor shall be responsible for defining capacity planning
procedures and associated documentation for a standardized
approach for the Solution capacity management for TennCare
approval.

A.11.10.8.3.3. The Contractor shall be responsible for analysis, investigation, and
notification to TennCare of IT service capacity issues for the
Solution.

A.11.10.8.3.4. The Contractor shall be responsible for reviewing capacity statistics
for optimization and improvement opportunities and report this
information in the CIP process.

A.11.10.8.3.5. The Contractor shall be responsible and accountable for all activities
required for identifying and managing appropriate system capacity
for the Solution-related systems, which include production and non-
production environments (e.g., development, test, training). This
includes requirements identification, planning, management,
reporting, and augmentation of system capacity and performance.

A.11.10.8.3.6. The Contractor shall be responsible for identifying performance and
capacity drivers, understanding the impact to the program, and
developing solutions to accommodate potential capacity and
performance demands. The Solution shall be designed to easily
scale for additional capacity to meet emergency demands.

A.11.10.8.3.7. The Contractor shall follow the agreed upon schedule for developing
models, utilizing tools, and developing solutions that avoid any
disruption or degradation of service.

A.11.10.8.3.8. The Contractor shall ensure the requirements of this subsection
include development of a complete set of metrics (in alignment with
the program’s CIP) to measure and manage system drivers including
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business drivers (e.g., population, number of applicants, and
regulatory changes), the infrastructure (e.g., CPU, memory,
bandwidth, transfer rates, and storage), and other system/code-
related challenges (e.g., SQL code, Database configurations, and
optimal system tuning opportunities).

A.11.10.8.3.9. The Contractor shall work with TennCare, IS Contractor, and
MMPVP to ensure the appropriate system capacity and performance
is delivered.

A.11.10.8.4. Availability Management

A.11.10.8.4.1. The Contractor shall be responsible for defining availability planning
procedures and associated documentation including measures,
targets, and underpinning service agreements/contracts and criteria,
for a standardized approach for Solution availability management for
TennCare approval.

A.11.10.8.4.2. The Contractor shall be responsible for monitoring availability data
for the Solution.

A.11.10.8.4.3. The Contractor shall be responsible for analysis, investigation, and
notification to TennCare of IT service availability issues for the
Solution.

A.11.10.8.4.4. The Contractor shall use simulation, modeling, and load test tools in
order to ensure that the Solution can operate under stress
conditions.

A.11.10.8.4.5. The Contractor shall be responsible for defining, analyzing, planning,
measuring, and improving all aspects of the availability related to the
Solution production and test environments.

A.11.10.8.5. IT Service Continuity Management

A.11.10.8.5.1. The Contractor shall develop requirements and continuity plans for
managing risks that could impact Services to ensure that the
Solution can always provide minimum agreed SLAs.

A.11.10.8.5.2. The Contractor shall ensure development, use, and updating of
continuity plans at intervals determined by TennCare for Solution
Services.

A.11.10.8.5.3. The Contractor shall ensure testing of components critical to
recovery plans at a cadence by TennCare.

A.11.10.8.6. Information Security Management

A.11.10.8.6.1. The Contractor shall have a complete understanding of TennCare
security requirements and standards.

A.11.10.8.6.2. The Contractor shall support production, updating, and improvement
in the development of security policies and controls.

A.11.10.8.6.3. The Contractor shall fully support TennCare in implementing
TennCare approved security policies.

A.11.10.8.6.4. The Contractor shall be responsible for conducting assessments of
information assets and risks, at a cadence approved by TennCare,
and providing reporting to TennCare.

A.11.10.8.7. Performance Management
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A.11.10.8.7.1. The Contractor shall monitor and analyze performance data to
identify Solution performance issues and improvement
opportunities.

A.11.10.8.7.2. The Contractor shall analyze the performance data of the Solution
patterns, trends, and insights to enhance the performance of
TennCare enterprise solutions.

A.11.10.8.7.3. The Contractor shall be responsible for investigating performance
issues related to the Solution to resolution and providing relevant
documentation to TennCare.

A.11.10.8.7.4. The Contractor shall support TennCare, IS Contractor, and
MMPVP in the design and implementation of a high-performance
Solution to achieve and exceed minimum acceptable service levels
based upon the performance management analysis requirements
in this Section.

A.11.10.8.7.5. The Contractor shall be responsible for reviews of the service
delivery framework, at a cadence approved by TennCare, for
performance improvements to:

i. Ensure that service design activities incorporate
performance improvement opportunities and outputs from
the CIP process;

ii. Ensure that performance improvement opportunities drive
service strategy development; and

iii. Ensure the performance improvements are incorporated
into the Service Lifecycles and governance structures
expediently.

A.11.10.9. Service Transition

A.11.10.9.1. Change Management

A.11.10.9.1.1. The Contractor's Change Management process shall include
clearly defined procedures for documentation, assessment, and
categorization of any change related to ITSM affecting the
Solutions and integrations.

A.11.10.9.1.2. The Contractor shall adhere to TennCare policies regarding
Change Management in coordination with the IS Contractor.

A.11.10.9.1.3. The Contractor's Change Management process shall include
clearly defined procedures for risk and impact analysis across the
Solution.

A.11.10.9.1.4. The Contractor shall coordinate change, build, and test activities
for the Solution.

A.11.10.9.1.5. The Contractor's Change Management process shall include
procedures to authorize change deployment for the Solution in
alignment with continuous development/integration best practices
as approved by TennCare.

A.11.10.9.1.6. The Contractor's Change Management process shall include
procedures for review and closure of change records that promote
transparency and visibility to the Solution.
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A.11.10.9.1.7. The Contractor shall log all system changes within TennCare's
ITSM tool for TennCare to evaluate and approve.

A.11.10.9.2. Change Evaluation

A.11.10.9.2.1. The Contractor's Change Management process shall include an
evaluation process to ensure that a change is evaluated from
different perspectives due to TennCare's multi-cloud/tier
environment.

A.11.10.9.2.2. The Contractor shall adhere to TennCare processes applicable to
Change Evaluation in coordination with the IS Contractor, including
the TennCare IT Service Management Standard located in
Attachment C, Procurement Library.

A.11.10.9.2.3. The Contractor's Change Management process shall include
detailed risk and evaluation procedures for proposed changes to
transparently identify the predicted/expected results of the proposed
change of the TennCare architecture.

A.11.10.9.2.4. The Contractor's Change Management process shall include
detailed risk and evaluation procedures for implemented changes to
transparently determine:

i. Benefit realized from change;

ii. Actual benefit realized vs. predicted;
iii. Lessons learned from change; and
iv. Potential CIP opportunities.

A.11.10.9.3. Transition Planning and Support

A.11.10.9.3.1. The Contractor shall be responsible for defining the roles, policies,
and methods related to administration of Service Transition and
planning for the Solution and Authorized Users to include, at a
minimum:

i. Managing of integrated planning activities for Service
Transitions;

ii. Managing of Service Transition changes;
iii. Managing issues and risks;

iv. Managing support for tools and Service Transition
processes;

V. Communication to Stakeholders;
vi. Monitoring of Service Transition performance; and

Vii. Template for individual Service Transition Plan(s) included
in the Operations & Maintenance Run Book.

A.11.10.9.3.2. The Contractor shall adhere to TennCare policies including, but not
limited to, applicable TennCare policies located in Attachment C,
Procurement Library, regarding Configuration Management in
coordination with the IS Contractor.

A.11.10.9.3.3. The Contractor shall be responsible for development and continued
refinement of Service Transition models for use in the Solution.
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A.11.10.9.3.4. The Contractor shall be responsible for defining the overall
approach to organizing Service Transitions and allocating resources
in the Solution for TennCare approval.

A.11.10.9.3.5. The Contractor shall be responsible for coordination of all Service
Transition activities across projects, changes, managing schedules,
resources, conflicts, and suppliers and support teams, where
required.

A.11.10.9.3.6. The Contractor shall be responsible for monitoring and reporting
progress on Service Transitions to include, at a minimum:;

i. Transition status updates;
. Configuration compliance reviews; and
iii. Evaluation reports.

A.11.10.9.3.7. The Contractor shall contribute to IS Contractor Service Transition
activities as defined by TennCare.

A.11.10.94. Release and Deployment Management

A.11.10.9.4.1. The Contractor shall be responsible for release preparation
activities to include assessing the Solution potential deployments
and developing concrete deployment plans in coordination with the
IS Contractor and MMPVP.

A.11.10.9.4.2.  The Contractor shall adhere to TennCare policies regarding
Release and Deployment Management in accordance with the IS
Contractor.

A.11.10.9.4.3. The Contractor's Release and Deployment Management process
shall include procedures for the development of release and build
documentation, acquisition and testing of input Cls and
components, release packaging content, and procedures for the
building and management of the test environments. These
procedures should be included in the SOP.

A.11.10.9.4.4. The Contractor's Release and Deployment Management process
shall include procedures for release deployment activities to include
review of deployment process and verification service functionality
is as implemented.

A.11.10.9.4.5. The Contractor's Release and Deployment Management process
shall include procedures for supporting new or changed Services
based on category to determine appropriate early life support needs
for each deployment.

A.11.10.9.4.6. The Contractor's Release and Deployment Management process
shall include procedures for release review and closure activities
that, at a minimum, address:

i. Deployed processes;

ii. Transfer/deployed service;
iii. Decommissioning and service retirement;
iv. Removal redundant assets; and

V. Assessments of completed deployment.
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A.11.10.9.4.7. The Contractor shall develop formal Release and Deployment
Management processes and procedures to effectively govern the
Release and Deployment Management process while coordinating
releases with the IS Contractor and impacted MMPVP and
incorporating industry-standard continuous integration and
deployment approaches for cloud environments to ensure all parties
are ready for releases.

A.11.10.9.4.8. The Contractor shall provide technical release notes in advance of
each release.

A.11.10.9.4.9. The Contractor shall ensure that all code releases follow best
practices for separation of duties (e.g., developers should never
deploy code).

A.11.10.9.4.10. The Contractor shall perform all deployments other than emergency

releases during non-business hours.

A.11.10.9.4.11. The Contractor shall coordinate all releases with the IS Contractor
and relevant MMPVP to avoid any potential adverse impacts on the
Solution from deployments.

A.11.10.9.5. Service Validation and Testing

A.11.10.9.5.1. The Contractor shall be responsible for planning and designing test
activities for the Solution in coordination with the IS Contractor and
MMPVP.

A.11.10.9.5.2. The Contractor shall adhere to TennCare policies regarding service
validation and test management in coordination with the IS
Contractor.

A.11.10.9.5.3. The Contractor shall be responsible for verifying test plans and
designs for the Solution in coordination with the IS Contractor and
MMPVP.

A.11.10.9.5.4. The Contractor shall be responsible for preparing test environments
for the Solution in coordination with the IS Contractor and MMPVP.

A.11.10.9.5.5. The Contractor shall be responsible for development of
supplemental test cases for testing activities for the Solution in
coordination with the IS Contractor and MMPVP.

A.11.10.9.5.6. The Contractor shall be responsible for evaluating testing exit
criteria for the Solution in coordination with the IS Contractor and
MMPVP.

A.11.10.9.6. Service Asset and Configuration Management

A.11.10.9.6.1. The Contractor shall support TennCare and IS Contractor activities
regarding coordination and support of Service Asset and
Configuration Management activities, including, but not limited to,
Configuration Management and planning, Configuration Item
identification, Configuration Item control, status accounting and
report, and verification and accounting.

A.11.10.9.6.2. The Contractor shall adhere to TennCare policies regarding Service
Asset and Configuration Management in coordination with the IS
Contractor.
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A.11.10.9.6.3. The Contractor shall be responsible for ensuring that the process
for adding, modifying, or removing a Cl is properly managed for the
Solution.

A.11.10.9.6.4. The Contractor shall be responsible for actively accounting for Cl
status and reporting activities as defined by TennCare.

A.11.10.9.6.5.  The Contractor shall be responsible for verification and accounting
of Cl status to include audits and assessments, at a cadence
approved by TennCare, to encourage proper Configuration
Management throughout TennCare.

A.11.10.9.7. Knowledge Management

A.11.10.9.7.1. The Contractor shall be responsible for defining a Knowledge
Management strategy for TennCare approval and alignment of the
Solution Knowledge Management processes to the TennCare
Enterprise Knowledge Management Strategy.

A.11.10.9.7.2. The Contractor shall adhere to TennCare policies regarding
Knowledge Management in coordination with the IS Contractor.

A.11.10.9.7.3. The Contractor shall support TennCare and IS Contractor activities
regarding coordination and support of Knowledge Management
activities, including, but not limited to, defining Knowledge
Management strategy, identify and gather data sources, draft
knowledge, technical review, editorial review, and publish.

A.11.10.9.7.4. The Contractor shall be responsible for coordinating Solution
knowledge sharing activities across the enterprise in conjunction with
TennCare and the IS Contractor.

A.11.10.9.7.5. The Contractor shall be responsible for establishment and
maintenance of the Solution data and information requirements and
associated information architecture definitions.

A.11.10.9.7.6. The Contractor shall be responsible for establishing the Solution data
and information management procedures and providing evaluation
reviews to identify improvement opportunities, at a cadence
approved by TennCare.

A.11.10.9.7.7. The Contractor shall be responsible for identification, collection,
analyzing, storing, and sharing of knowledge and information across
the MMPVP landscape for the purpose of improving efficiency by
reducing the need and effort to discover knowledge.

A.11.10.9.7.8. The Contractor shall be responsible for drafting documentation and
content related to Knowledge Management, conducting a formal
technical and editorial review, and publishing the information in an
easily accessible online location.

A.11.10.9.7.9. The Contractor shall provide online help for all features, functions,
and data element fields as well as descriptions and resolutions for
error messages using help features (e.g., indexing, searching, tool
tips, and context-sensitive help topics).

A.11.10.10. Service Operations

A.11.10.10.1. Event Management

A.11.10.10.1.1. The Contractor shall be responsible for management of
Solution Event detection.
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A.11.10.10.1.2. The Contractor shall be responsible for correlating and filtering
events and routing or receiving event-related information, as
appropriate.

A.11.10.10.1.3. The Contractor shall be responsible for ensuring that the
Solution is designed to support Event Management.

A.11.10.10.1.4. The Contractor shall be responsible for categorization of
events in alignment with the TennCare Integration Standard.

A.11.10.10.1.5. The Contractor shall be responsible for reviewing the events
that have been resolved appropriately as defined by
TennCare.

A.11.10.10.1.6. The Contractor shall automate all Event Management
monitoring and notification processes, unless otherwise
approved by TennCare.

A.11.10.10.2. Incident Management

A.11.10.10.2.1. The Contractor shall be responsible for management Solution
incident registration and categorization activities.

A.11.10.10.2.2. The Contractor shall support TennCare and IS Contractor
activities regarding coordination and support of Incident
Management activities for the Solution, including, but not
limited to, incident registration and categorization,
prioritization, investigation and diagnosis, resolution, and
closure.

A.11.10.10.2.3. The Contractor shall be responsible for management of the
Solution incident prioritization activities.

A.11.10.10.2.4. The Contractor shall be responsible for management of the
Solution incident investigation and diagnosis.

A.11.10.10.2.5. The Contractor shall be responsible for management of the
Solution incident resolution and closure.

A.11.10.10.2.6. The Contractor shall be responsible for providing a
consolidated view of the Solution, to include Event
Management and Incident Management along with other
appropriate processes that shall enable TennCare and the IS
Contractor to have full visibility of the Solution.

A.11.10.10.3. Request Fulfilment Management

A.11.10.10.3.1. The Contractor shall be responsible for request registration, i.e.
request initiation and validation, for Solution services.

A.11.10.10.3.2. The Contractor shall support TennCare and IS Contractor
activities regarding coordination and support for Request
Fulfillment activities, in a manner consistent with TennCare
Policies.

A.11.10.10.3.3. The Contractor shall adhere to TennCare policies including, but
not limited to, applicable TennCare policies located in
Attachment C, Procurement Library, or the Solution Request
Fulfillment activities.

A.11.10.10.3.4. The Contractor shall be responsible for validating the Solution
service requests.
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A.11.10.10.3.5. The Contractor shall be responsible for categorization and
prioritization of service requests.

A.11.10.10.3.6. The Contractor shall be responsible for review and resolution of
service requests.

A.11.10.10.3.7. The Contractor shall be responsible for closure of the Solution
service requests.

A.11.10.10.4. Access Management

A.11.10.10.4.1. The Contractor shall support TennCare and IS Contractor
activities regarding coordination and support of access
management activities, including, but no limited to, access
requisition, verification and validation, provision of rights,
monitoring the access, tracking the access, and de-provisioning
the access.

A.11.10.10.4.2. The Contractor shall be responsible for management of the
Solution access verification and validation of requisition
activities.

A.11.10.10.4.3. The Contractor shall be responsible for monitoring, tracking,
and controlling the access to the Solution.

A.11.10.10.4.4. The Contractor shall be responsible for de-provisioning access
for Authorized Users and the Solution.

A.11.10.10.5. Problem Management

A.11.10.10.5.1. The Contractor shall be responsible for Solution Problem
Management.

A.11.10.10.5.2. The Contractor shall support TennCare and IS Contractor with
the coordination, detection, and logging of Problem
Management activities, including, but no limited to, Problem
detection and logging, categorization, investigation and
diagnosis, and resolution and closure of Problem.

A.11.10.10.5.3. The Contractor shall be responsible for the development of
Problem Management procedures and documentation to
proactively address Problems in service operations or as part of
CIP for use for the Solution. These procedures shall include
precise steps for investigation, diagnosis, resolution, and
closure of Problems. These procedures shall be included in the
SOP.

A.11.10.11. Turnover

A11.10.11.1. If applicable, the Contractor shall cooperate with TennCare in
transitioning the Solution and responsibilities of this Contract to
TennCare, authorized contractor, and/or successor contractor upon
termination or expiration of this Contract.

A11.10.11.2. The Contractor shall deliver to TennCare, or its authorized
representative, all Contract-related records and data in a format
specified by TennCare, thirty (30) calendar days prior to Contract
expiration or thirty (30) calendar days after TennCare’s request.

A.11.10.11.3. The Contractor shall ensure that a Turnover Plan, as defined in the
TennCare Solution Implementation Lifecycle Standard, is delivered
and approved by TennCare as part of the Operational Readiness
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Review. The Contractor shall also provide an updated version of the
Turnover Plan at a minimum of one hundred eighty (180) calendar
days prior to the Contract end date. The Turnover Plan shall include:

A.11.10.11.3.1. A timeline with milestones for the Turnover to include planning,
execution, and implementation approval;

A.11.10.11.3.2. Description of maintenance process for Turnover documentation
and Artifacts throughout the life of the Contract; and

A.11.10.11.3.3. Any additional information requested by TennCare in a CM.

A.11.10.11.4. If applicable, the Contractor shall carry out an orderly, cooperative,
comprehensive, and controlled transition to TennCare and/or the
successor Contractor, and shall provide the below described
Turnover Deliverables, services, and support:

A.11.10.11.4.1. Security profiles of the platform Authorized Users and service
accounts in a Microsoft Word document or Microsoft Excel
spreadsheet format; and

A.11.10.11.4.2. Turnover Deliverables that are considered TennCare
customizations, data, and assets that are non-proprietary
aspects of the COTS Solution as requested by TennCare and in
a format acceptable to TennCare.

A.11.10.11.5. The Contractor shall provide post-Turnover support for up to one
hundred twenty (120) calendar days, including Deliverables and
associated activities specified in a CM and agreed to by TennCare.

A.11.10.11.6. The Contractor shall complete financial reconciliation of this
Contract, including liquidated or financial consequences, if
applicable.

A11.1011.7. The Contractor’s obligations under this section shall be at no
additional cost to TennCare and shall survive the termination of this
Contract.

A.12. Administrative Requirements

A.12.1. CMS Certification

A.12.1.1. TennCare requires the Solution to be certified by CMS back to Day 1 of the
Operations and Maintenance Phase. The Contractor shall provide specific Artifacts
and documentation to TennCare, in accordance with the criteria established by CMS
for certification and the timelines delineated by CMS and TennCare, as evidence that
the Solution meets CMS' certification requirements through every SILC phase. The
Contractor shall work at the direction of TennCare’s certification team throughout the
certification process. The Contractor shall collaborate with TennCare in providing all
certification related Deliverables as defined in the TennCare Solution Implementation
Lifecycle Standard. If CMS changes any part of the certification process, the
Contractor shall, at no additional cost to TennCare, provide all documentation and
undertake all activities required by the new CMS Certification process.

A.12.1.2. The Contractor shall address and satisfy all CMS documentation requirements for
EFFP throughout the Term of the Contract, as well as requests for information and/or
documentation, with the approval of TennCare.

A.12.1.3. The Contractor shall collaborate with TennCare to provide a Certification Plan, as
defined in the TennCare Solution Implementation Lifecycle Standard, that describes
the process the Contractor will use to plan, manage, and execute any CMS
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Certification of the Solution. The Contractor shall remain current with changes made
to the certification requirements and update its plan accordingly throughout the
certification lifecycle. The plan will include, but is not limited to, all Federal
certification requirements and Gate Review requirements specified under the current
certification process.

A.12.1.4. The Contractor shall develop a Certification Crosswalk that describes how the
Contractor's evidence Artifacts, Deliverables, and other control documentation align
with Federal certification requirements, evaluation criteria, milestone reviews, and
reporting.

A.12.1.5. The Contractor shall support CMS Certification for the Solution. The Contractor shall
support certification milestone reviews during the implementation and O&M phases
by addressing certification requirements including, but not limited to, creating all
relevant certification-related Artifacts, providing support during the actual certification
milestone review meeting, and providing a demo and expertise, as defined in the
TennCare Solution Implementation Lifecycle Standard and CMS’ certification
requirements.

A.12.1.6. Prior to Go-Live of the Solution, the Contractor shall engage a TennCare-approved
outside party to conduct a Third-Party Security and Privacy Assessment, as defined
in the TennCare Solution Implementation Lifecycle Standard, per CMS’ guidelines
and TennCare’s direction. This third-party assessment must be completed prior to
Go-Live and all reports and findings from this assessment shall be available for
review by TennCare, CMS, and MMPVP. Additional reports required by CMS will be
provided at no additional cost to TennCare. The Contractor shall also monitor
findings, continue to assess the system for security and privacy vulnerabilities, and
draft, share, manage, and report on a POA&M for these findings.

A.12.1.7. The Contractor shall integrate the certification timeline and tasks into the Contractor’'s
project schedule . The Contractor shall provide in the project schedule all certification
related tasks and timelines. Prior to the Go-Live date, as defined in project schedule,
the Solution will be evaluated for certification by CMS using the agreed upon version
of the certification requirements. The Contractor shall provide to TennCare for review,
no later than the date defined in the project schedule, all finalized Solution Artifacts
and documentation that CMS requires. Following the Go-Live date as defined in
project schedule, the Solution will be evaluated for certification by CMS using the
agreed upon version of the certification requirements. CMS requires the Solution to
be in production for six (6) months prior to submission of TennCare’s initial
certification request, which is anticipated to be submitted to CMS on the date defined
in project schedule. Any remediation recommended by CMS throughout this
certification process will be undertaken by the Contractor at no additional cost to
TennCare and will be done in accordance with the SLAs in Attachment B, Service
Level Agreements and Liquidated Damages.

A.12.1.8. At no additional cost to TennCare, the Contractor shall participate and provide
support as needed to the Solution for module certification activities including
participating in planning activities, meetings, ongoing reporting efforts, and other
activities as required by CMS.

A.12.1.9. The Contractor shall provide a Certification Manager, as defined in the table in
Section A.12.3.5., to collaborate and coordinate with TennCare and the MMPVP in
order to support TennCare in and throughout the entire CMS/Federal certification
process. The Contractor shall provide both system and business operations staff to
support TennCare in the completion of all CMS-required certification items. The
Contractor will provide subject matter expertise to answer questions or provide
insight during the certification process, including On-Site, in-person interviews.
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A.12.1.10. The Contractor shall create and/or update system, user, and training documentation
as necessary to support the certification process and to reflect changes that have
been made to the Solution during the certification process.

A.12.2. Staffing
A.12.2.1. General Staffing Requirements

A12.2.1.1. All personnel shall be employees or subcontractors of the Contractor and fully
qualified to perform the work required in this Contract. The Contractor shall provide
experienced, qualified professionals to be engaged with TennCare. The Contractor
shall provide personnel in sufficient quantity to meet all requirements of the
Contract.

A12.21.2. The Contractor’s work will normally occur during TennCare’s Business Days,
during which the Contractor must provide coverage of business areas as
determined by TennCare. As directed by TennCare, exceptions may occur to
accommodate scheduled project events that must occur during evenings or on
weekends. The Contractor shall furnish Contractor personnel as needed for after-
hours projects. The Contractor’s work and travel schedules shall be approved in
advance by TennCare’s Program Director or their designee.

A12213. Other than required approval of Key Personnel and subcontractors by TennCare as
detailed in A.12.3., the Contractor shall have the responsibility for hiring and
management of all Contractor staff and subcontractors. The Contractor shall be
responsible for maintaining a level of staffing necessary to perform and carry out all
Services required by this Contract, regardless of the level of staffing included in its
proposal. After consultations with the Contractor, TennCare shall make the final
decision as to the required staffing levels based upon current progress in meeting
the goals of the Solution and anticipated future needs for the Solution. TennCare
will use the CM process to indicate dates by which staffing increases or
replacements must be made. Failure to meet the staffing deadlines in the CM may
lead to the imposition of Liquidated Damages as specified in Attachment B, Service
Level Agreements and Liquidated Damages.

A12.214. On-Site Staffing Requirements. Personnel are considered On-Site when working at
either the Contractor’s offices described in Section A.12.4. or at the TennCare
offices located in Nashville, Tennessee.

A12215. The Contractor shall ensure that the roles that are established and staffed to
support O&M are included in the measurement of O&M headcount for a given
period, even though they may also be supporting enhancement activity for the
same period.

A12.2186. TennCare shall have the discretion to approve or disapprove the Contractor’s and
any of its subcontractor’s staff or to require the removal or reassignment of any of
Contractor’s or subcontractor’s staff found unacceptable to TennCare for work
under this Contract only.

A12.2.1.7. The Contractor shall keep track of resource costs, both personnel and technical, on
a per project basis in order to satisfy TennCare and CMS reporting requirements
for enhanced federal funding assistance. These resource costs shall be maintained
by the Contractor and provided to TennCare, upon request, to support all projects.
After consultation with the Contractor, TennCare will approve an invoice format that
will meet the needs of TennCare and CMS.

A.12.2.2. Subcontractor Staff

A12221. With regard to those subcontractors approved by TennCare in accordance with
Section D.7, the Contractor shall provide TennCare with a fully executed, complete
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copy of each subcontract on or before the earlier of: (a) such subcontractor
beginning work on this Contract or (b) within thirty (30) days of execution of the
Contract.

A.12.2.2.2.  The Contractor shall not substitute a subcontractor for a subcontractor previously
approved by TennCare without the prior written approval of TennCare, as required
by D.7.

A.12.3. Key Personnel
A.12.3.1. General Requirements

A12.3.1.1. Key Personnel are Contractor personnel deemed by TennCare to be
essential to the Contractor’s satisfactory performance of the
requirements contained in this Contract, in Section A.12.3.5. Table —
Key Personnel contains the required Key Personnel positions,
corresponding roles and responsibilities, and minimum qualifications
for each.

A12.31.2 The Contractor shall obtain TennCare’s prior written approval of all
Key Personnel. The Contractor shall provide resumes for all Key
Personnel to TennCare at least thirty (30) days prior to the expected
employee’s start date on this Contract. TennCare reserves the right
to conduct in-person interviews with Key Personnel prior to the Key
Personnel’s start date on this Contract. The Contractor may utilize
the same person for more than one (1) Key Personnel position in
different Gate Reviews with prior written approval from TennCare.
The Contractor shall not make any changes to the proposed
positions, staff, and responsibilities of Key Personnel without
TennCare’s prior written approval.

A12.3.1.3. If the Contractor deems an additional Key Personnel position(s)
necessary beyond the positions listed in Table below, the Contractor
shall identify these positions and provide a complete description of
how these positions support the fulfillment of the Contract. All Key
Personnel must be committed in writing to join the project by the
beginning of the Contract Effective Date.

A12.3.14. If any Key Personnel are not employees of the Contractor, the
Contractor shall identify those personnel and provide TennCare with
contracts establishing the Key Personnel’s subcontract. The
Contractor shall not employ or use a subcontractor without the
approval of TennCare.

A12.3.1.5. References for Key Personnel shall meet the following requirements:

A.12.3.1.5.1. A minimum of three (3) professional references who can provide
information about the Key Personnel’s work on relevant past
assignments as outlined in A.12.3.1.6.4.;

A.12.3.1.5.2. The reference’s full name, mailing address, telephone number,
and e-mail address;

A.12.3.1.5.3. For any client contact listed as a reference, include the agency’s
or company’s full name with the current telephone number and
e-mail address of the client’s responsible project administrator or
service official who is directly familiar with the Key Personnel’s
performance; and

A.12.3.1.5.4. The Key Personnel’s professional experience within the past five
(5) years.
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A.12.3.1.6. Key Personnel resumes shall include the following information:
A.12.3.1.6.1. Employment history for all relevant and related experience;

A.12.3.1.6.2. Names of employers for the past five (5) years, including specific
dates;

A.12.3.1.6.3. All educational institutions attended, and degrees obtained; and
A.12.3.1.6.4. All professional certifications and affiliations.

A1231.7. The Contractor shall provide guidance on the necessary steps to
make staffing assignment changes. The Contractor shall also define
procedures for Key Personnel transitions for TennCare approval.

A.12.3.1.8. TennCare retains the right to approve or disapprove proposed Key
Personnel staffing and reserves the right to require the Contractor to
replace specified staff. The Contractor shall substitute, with
TennCare’s prior approval, any employee so replaced with an
employee of equal or better qualifications. The Contractor shall
provide an interim employee within five (5) Business Days of any
Key Personnel vacancy regardless of the reason for the vacancy.
The Contractor shall propose a substitute employee within thirty (30)
days, and the Contractor shall ensure that the substitute employee
begins work for the Contractor within forty-five (45) days. If the
Contractor does not provide Key Personnel in compliance with each
of the three (3) stated timeframes, the Contractor will be assessed
Liquidated Damages in accordance with Attachment B, Service Level
Agreements and Liquidated Damages. In the event it becomes
necessary to replace Key Personnel during the term of this Contract,
the Contractor shall:

A.12.3.1.8.1. Provide TennCare’s Program Director with written notification of
such replacement, providing, when possible, for a two (2) week
period for knowledge transfer from the Key Personnel to the
replacement personnel. This knowledge transfer shall be
provided at no charge to TennCare;

A.12.3.1.8.2. Provide TennCare’s Program Director with documentation
describing the circumstances of the need for the replacement;

A.12.3.1.8.3. Provide documentation of experience for the proposed
replacement personnel;

A.12.3.1.8.4. Obtain prior written approval from TennCare’s Program Director;
and

A.12.3.1.8.5. During the first twelve (12) months of the Contract performance
period, no substitutions of Key Personnel shall be permitted
unless such substitutions are necessitated by an individual’s
sudden illness, death, or resignation, or otherwise approved by
TennCare’s Program Director or requested by TennCare. In any
of these events, the Contractor shall follow the steps outlined in
this Section. Failure to meet the prior notice and approval
requirements herein may result in the imposition of Liquidated
Damages as contained in Attachment B, Service Level
Agreements and Liquidated Damages.

A.12.3.2. Staffing Needs Planning and Monitoring Processes
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A.12.3.21. The Contractor shall provide an overview report of the preliminary
and ongoing staff planning and monitoring processes at a frequency
determined by TennCare. The report shall specifically identify
activities for planning for future needs and monitoring of the project
assignments, contract timelines, the nature of existing and
anticipated vacancies, length of time a position has been vacant,
status of hiring, and associated decisions for release or renewal of
personnel.

A.12.3.3. Turnover Staffing

A12.3.31. The Contractor shall provide a full-time Turnover manager one-
hundred eighty (180) calendar days prior to the end of the Contract
Term as a designated point person to interact with TennCare and a
successor contractor until Contract Term is completed.

A12.3.3.2 The Contractor shall provide and retain sufficient Key Personnel
during Turnover, inclusive of technical staff (e.g., systems analysts,
technicians) and non-technical staff (e.g., clerical staff, business
analysts) resources to complete the Services and meet the
requirements specified in the Contract.

A.12.3.3.3. The Contractor shall include staffing for operations during Turnover
in the Turnover Plan.

A.12.3.4. Off-Boarding

A.12.3.4.1.  The Contractor shall appoint a Contractor liaison who is responsible
for completing an off-boarding request in the ITSM tool within twenty-
four (24) hours of a resource departure.

A12.34.2. In the event of a Key Personnel departure, the Contractor shall
provide prior notification, with appropriate forms to TennCare’s
Access Management team and appropriate TennCare management
staff in advance of termination, if known, or immediately after the Key
Personnel submits their resignation.
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A.12.3.5. Key Personnel Table
Key Personnel Description Minimum Qualification Requirements
Account The Account Director shall have day-to-day * A minimum of ten (10) years of * Shall not serve in any other
Director authority to manage all Contract requirements experience in managing and leading a Key Personnel position.
and the Contractor's services for the Solution. large-scale or Enterprise-Wide + Shall be available for the
healthcare IT systems contract or project | entire term of the Contract and
The Account Director shall also serve as the that encompasses a full software is expected to contribute at
primary point of contact for all activities related | development lifecycle from initiation least 10% of annual Full-Time
to contract administration, project through post-implementation, including Equivalent (FTE) support to
management, scheduling, resource operations and maintenance. the specified role on the
management, correspondence with * A minimum of five (5) years of project.
TennCare's Leadership, and deliverable experience serving in an account
reviews. management or client representative
position.
* Subject Matter Professional (SMP) on
relevant State and Federal Medicaid
regulations and policies.
» Experience following a standard project
management methodology and in using
various project management tools in
developing project plans, delivering
tasks, and tracking timelines and
resources.
Project The Project Manager shall be responsible for * A minimum of eight (8) years of + Shall be available as needed
Manager all planning, directing, managing, and experience managing IT systems throughout the term of the
overseeing the overall CLRS Contractor programs and/or projects similar to the Contract.
Project Management activities. Solution.
» Experience following a standard project
management methodology and in using
various project management tools in
developing project plans, delivering
tasks, and tracking timelines and
resources.
* Required Project Management
Professional (PMP) certification.
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Technical
Subject Matter
Professional
(SMP)

The Technical SMP shall serve as a single
technical point of contact with TennCare's
Information Systems (IS) staff.

The Technical SMP shall lead the development
and implementation for the end-to-end Solution
by taking into consideration TennCare’s
business case, objectives, requirements,
constraints, technology landscape, technology
standards, and cloud hosting requirements.

* A minimum of eight (8) years of
experience implementing large-scale
healthcare IT solutions within
environments similar to that of the CLRS.
* A minimum of eight (8) years of
experience building and supporting multi-
tier large scale healthcare applications.

* A minimum of five (5) years of
experience in cloud infrastructure and
systems design.

* A minimum of five (5) years of direct
experience configuring, operating and
maintaining cloud environments.

» Expert knowledge of the Contractor’s
Solution, having implemented a solution
in no less than one (1) environment at
least as complex as the TennCare
environment.

* Shall be familiar with Data Governance
concepts like Metadata Management and
Master / Reference Data Management.

+ Extensive experience utilizing Service-
Oriented Architecture (SOA) patterns,
automating business process models
and employing cloud based services

» Extensive experience architecting multi-
tier platforms that employ SOA.

« Shall be knowledgeable of secure
coding practices.

» Experience with Medicaid Information
Technology Architecture (MITA).

» Experience with technical requirements
for data classifications and implementing
data protection technologies.

» Extensive experience developing
solutions utilizing an integrated
development environment, multi-tier
platforms and employing SOA
architecture with high
availability/reliability requirements.

+ Shall not serve in any other
Key Personnel position.

+ Shall be available for the
entire term of the Contract and
is expected to contribute at
least 75% of annual FTE
support to the specified role
on the project.
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* Must be proficient in multiple
languages, SOA technologies, operating
systems and security best practices.

* Experience implementing data
warehouse solutions within an integrated
environment and employing SOA and
intelligent business reporting.

» Strong understanding of Load
Balancing (F5 LTM & GT preferred)

* Solid understanding of internet access
using a demilitarized zone (DMZ) for
things such as, but not limited to: proxies,
web servers, firewalls, Domain Name
System (DNS) and Certificates.

» Knowledge of complex network routing.

CLRS Solution
Manager

The CLRS Solution Manager shall be
responsible for overseeing the detailed
Solution requirements activities, Solution
design and development, and Solution
readiness activities throughout the relevant
phases of the TennCare SILC. The CLRS
Solution Manager shall manage technical
resources and Solution functionality throughout
the project lifecycle.

The CLRS Solution Manager shall be
responsible for oversight and management of
all Solution requirements throughout the
operations and maintenance phases. This shall
include maintaining all relevant hardware,
software, and Artifacts in accordance with
requirements and TennCare Standards.

* Possess expert knowledge of the
Contractor’s CLRS, having implemented
an CLRS solution in no less than one (1)
environment at least as complex as the
TennCare environment.

* A minimum of seven (7) years of
experience in the service management
aspects of the solution including, but not
limited to, Change Management, Incident
Management, risk evaluation, and
Problem Management.

* A minimum of seven (7) years of
experience on technical aspects of
solutions including, but not limited to,
infrastructure, application, and data
warehousing.

* A minimum of five (5) years of similar
O&M management experience.

» Extensive experience architecting multi-
tier platforms that employ SOA.

» Extensive experience utilizing SOA
patterns, automating business process
models and employing cloud-based
services.

+ Shall be familiar with multiple

+ Shall not serve in any other
position during the DDI and
O&M Phases.

+ Shall be available for the
entire term of the Contract and
is expected to contribute at
least 75% of annual FTE
support to the specified role
on the project.
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integration methods, SOA technologies,
and industry relevant security standards.
* Previous experience in maintaining and
adhering to Service Level Agreement
requirements.

Testing
Manager

The Testing Manager shall perform and

provide technical leadership for test activities to

include planning, execution, and reporting of
the CLRS. The Testing Manager shall work
with TennCare and designated Contractor
partners throughout the testing process and
shall adhere to and be responsible for

implementing the activities outlined within the

TennCare Test Management Standard.

* A minimum of eight (8) years of
experience in managing testing
functionalities similar to the CLRS.

» Demonstrated experience and
knowledge of Industry Standard and best
practices regarding large-scale and
enterprise- level projects.

* A minimum of five (5) years of
experience performing similar services
on cloud based applications/systems with
emerging and modern technology.

» Demonstrated experience in technical
writing.

* Preferred experience in healthcare
related concepts.

* A minimum of five (5) years of
experience analyzing requirements and
designing/executing test strategies, test
plans, and test cases using an Industry
Standard test management tool.

* One (1) or more full lifecycle
engagements as a test lead/manager for
the proposed solution or product, or for a
solution of similar scope.

« Shall be available as needed
throughout the term of the
Contract.
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Certification
Manager

The Certification Manager shall be the primary
contact for TennCare with its engagement and
interaction with Centers for Medicare &
Medicaid (CMS) for certification efforts of the
CLRS.

The Certification Manager shall also ensure
that system functionality and business
operations meet the CMS Certification criteria
as specified by CMS throughout the term of the
contract.

The Certification Manager shall develop and
implement a strategy and plan for proper
documentation of system artifacts to support
the certification process.

* A minimum of five (5) years of similar
CMS Certification experience.

 Shall be available as needed
throughout the term of the
Contract.

Training
Manager

The Training Manager shall provide internal
training to Authorized Users on the Solution
components and functionality of the CLRS.

The Training Manager shall also oversee
production of any publications and materials for
Authorized Users, to include desk aides, video
resource trainings, and online help
documentation creation.

* A minimum of five (5) years of
experience in managing training of on an
IT solution similar in scale to the CLRS.
» Demonstrated experience and
knowledge of industry standard and best
practices regarding large-scale and
enterprise-level projects.

* A minimum of three (3) years of
experience performing similar services
on cloud based applications/systems with
emerging and modern technology.

» Extensive experience in technical
writing.

* Preferred experience in healthcare
related concepts, such as Health Starts
Initiative, Care System Redesign, and
Health Change Management.

 Shall be available as needed
throughout the term of the
Contract.

Data Analytics
Manager

The Data Analytics Manager shall lead the
strategy and implementation for the reporting
architecture components of the CLRS by taking
into consideration TennCare’s business case,
objectives, requirements, and constraints.

The Data Analytics Manager shall also be

* A minimum of five (5) years of
experience in data analytics reporting.

* A minimum of three (3) years of
experience leading and managing a data
analytics team.

» Expert knowledge in Dashboard
configurations.

» Shall be available as needed
throughout the term of the
Contract.
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responsible for the technical domain which
includes conceptual, logical, and physical data
modeling, information delivery standards, best
practices, tools and technologies, security in
the information delivery environment,
information delivery architecture, design,
development, capacity planning, performance
tuning, and administration.

« Significant experience managing
Federal and State reporting
requirements.

» Extensive experience dealing with
Sensitive Data, and healthcare Industry
Standards and regulations.

» Technical understanding and expertise
in enterprise data modeling and
programming.

* Willingness to question the validity,
accuracy of data and assumptions.

» Working knowledge of Structured Query
Language (SQL), Python, Snowflake, or
other Database functional knowledge.

Security
Subject Matter
Professional
(SMP)

The Security SMP shall be responsible for the
assessment, planning, and implementation of
all security standards, practices, and
components required for the CLRS
implementation.

The Security SMP shall also be responsible for
adherence to TennCare security standards,
communications with TennCare Security and
Privacy Officer compliance with HIPAA, Health
Information Technology for Economic and
Clinical Health (HITECH) and National Institute
of Standards and Technology (NIST)
requirements, and Internal Revenue Service
(IRS) Federal Tax Information.

* A minimum of eight (8) years related
experience in a large scale environment
similar to the CLRS.

* Must be familiar with at least one major
security compliance framework and be
able to demonstrate a firm understanding
of relevant State and Federal
security/privacy regulations and policies,
specifically under NIST, HIPAA, and IRS
Pub. 1075.

» Must have successfully guided security
compliance on at least one project with
similar size and scope.

* At least one (1) relevant professional
information security certification required:
CISSP, CISM, CRISC, SANS, GIAC, or
similar.

» Extensive experience dealing with
Sensitive Data information systems.

 Shall be available as needed
throughout the term of the
Contract.
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Project
Scheduler

The Project Scheduler shall work directly with
the TennCare Project Management Office
(PMO), Strategic Project Management Office
(SPMO), and the Contractor's PMO to ensure
that the CLRS schedule is developed, updated,
and maintained in alignment with the cadence
and process established for the program.

» Extensive experience in developing and
maintaining project timelines for large
scale IT solutions.

» Experience following a standard project
management methodology and using
various project management tools in
developing project plans, delivering
tasks, and tracking timelines and
resources.

» Working knowledge of Project
Scheduling software such as Microsoft
Project 2013 (or later), Microsoft Project
Server, and Microsoft Excel.

* Preferred PMP Certification.

 Shall be available as needed
throughout the term of the
Contract.

State Resource
Manager

The State Resource Manager shall oversee the
Regional Resource Liaisons during CBO
recruitment, training, and retention throughout
the state.

The State Resource Manager shall serve as
the primary point of contact for the
requirements outlined supporting the
Community Resource Directory and shall
oversee routine updates to the Community
Resource Directory.

The State Resource Manager shall develop a
strategic framework for expanding engagement
of new CBOs to utilize the Solution, including
expanding the number of Verified CBO Service
Location(s) and Active CBO Service
Location(s).

The State Resource Manager shall oversee all
external and internal customer service
management related to the Community
Resource Directory.

* A minimum of five (5) years of
experience working with CBOs mission-
focused on delivering basic
needs/human service supports, including
but not limited to housing, food,
transportation, workforce, utility, or other
related Domains.

* A minimum of five (5) years of
experience working with Tennessee
CBOs with an approximate annual
budget at or above $3.5 million.

« Strong understanding of safety net
programs available in Tennessee.

» Extensive experience in managing
recruitment, training, and retention efforts
of MCOs, Providers, and CBOs for an IT
solution similar in scale to the CLRS.

» Extensive experience in customer
service management for a IT solution
similar in scale to the CLRS.

+ Shall be available for the
entire term of the Contract and
is expected to contribute at
least 75% of annual Full-Time
Equivalent (FTE) support to
the specified role on the
project.
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Regional
Resource
Liaisons

A minimum of three (3) Regional Resource
Liaisons shall perform recruitment, training,
and retention activities for CBO partnerships
throughout the three Grand Regions (West,
Middle, and East).

The Regional Resource Liaisons shall be
accountable to the State Resource Manager
and TennCare for outreach, monitoring,
engagement, Solution activity, and relationship
management with the CBO partners.

The Regional Resource Liaison shall be
responsible for routine updates to the
Community Resource Directory.

The Regional Resource Liaisons shall be
responsible for external and internal customer
service management related to the Community
Resource Directory in their respective region.

* A minimum of three (3) years of
experience working with CBOs mission-
focused on delivering basic

needs/human service supports, including

but not limited to housing, food,

transportation, workforce, utility, or other

related Domains.

* A minimum of three (3) years of
experience working with Tennessee
CBOs with an approximate annual
budget at or above $1 million.

« Strong understanding of safety net
programs available in Tennessee.

» Experience in managing recruitment,
training, and retention efforts of MCOs,
Providers, and CBOs for a IT solution
similar in scale to the CLRS.

* Experience in customer service
management for a IT solution similar in
scale to the CLRS.

+ Shall be available for the
entire term of the Contract and
is expected to contribute at
least 100% of annual Full-
Time Equivalent (FTE) support
to the specified role on the
project.

* Shall reside in the State of
Tennessee. Any exceptions
must be approved by
TennCare.

+ Shall engage with existing
participating CBOs (via in-
person visits, virtual visits
and/or phone/email
communication) at least every
six (6) months.
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A.12.4. Facility

A12.4.1. TennCare may require certain Contractor personnel, as determined by TennCare, to
work On-Site at TennCare offices located at 310 Great Circle Rd, Nashville, TN, or
other permanent address of TennCare, at any point in the Contract.

A.12.4.2. The Contractor staff shall be available for meetings at the TennCare office and at the
Contractor’s local office as determined by TennCare. The Contractor shall meet at
TennCare offices or the Contractor’s local offices, as determined by TennCare.
Whenever appropriate meeting space is available at the TennCare office, the
meetings shall be held at TennCare’s offices. Should appropriate meeting space in
TennCare’s preferred office(s) be unavailable, the Contractor shall provide an
appropriate meeting space.

A.12.4.3. The Contractor shall adhere to TennCare guidelines regarding health and safety
while On-Site at the TennCare office.

A.12.4.4.  The Contractor shall leverage TennCare’s video conferencing and collaboration
licenses and tools (e.g., WebEXx, Cisco TelePresence MX300 G2, Microsoft Teams,
MX200 G2), where possible.

A12.4.4.1. If the Contractor does not leverage TennCare’s existing video conferencing
and collaboration license of tools, the Contractor shall provide TennCare
with access to a TennCare-approved industry standard teleconferencing
service to allow for remote meetings at no additional cost to TennCare.
Meetings, including on-site meetings, shall be held remotely at the sole
discretion of TennCare.

A.12.4.5. The Contractor shall collaborate with TennCare to provide a facilities management
plan for TennCare approval. The Contractor shall notify TennCare of any changes in
the plan at least twenty (20) Business Days prior to the change.

A.12.4.6. The Contractor shall not permit the Contractor’'s employees, agents, representatives,
or subcontractors to share, store, access, use, transport, or disclose TennCare data
in any form via any medium, including with any third parties, beyond the boundaries
and jurisdiction of the United States of America without the express written
authorization from TennCare.

A.12.4.7. The Contractor shall not allow Contractor’s employees, agents, representatives, or
sub-contractors to perform DDI or O&M activities on the Solution beyond the
boundaries and jurisdiction of the United States or to leverage systems infrastructure,
components, or resources that are hosted beyond the boundaries and jurisdiction of
the United States in support of these activities without the express written
authorization from TennCare.

A.12.4.8. The Contractor shall ensure that all facilities supporting this Contract are protected
against threats, during working and non-working hours, with an appropriate
surveillance alarm/system extended to a manned monitoring system extended to a
manned monitoring center, and adhere to current IRS SCSEM, CMS MARS-E, SSA,
and TennCare security framework.

A.12.4.9. The Contractor shall deliver equivalent Service performance via enhanced use of
teleconferencing, collaboration, and workflow tools to fulfill all requirements of this
Contract at TennCare’s request.

A.12.5. Warranty

A.12.5.1. General Requirements

A1251.1. The Contractor represents and warrants that the term of the warranty
(“Warranty Period”) for the Solution shall be the greater of the Term of this
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Contract or any other warranty generally offered by Contractor, its
suppliers, or manufacturers to customers of its goods or services. The
goods or services provided under this Contract shall conform to the terms
and conditions of this Contract throughout the Warranty Period. Any
nonconformance of the goods or services to the terms and conditions of
this Contract shall constitute a “Defect” and shall be considered
“Defective.” If Contractor receives notice of a Defect during the Warranty
Period, then Contractor shall correct the Defect, at no additional charge.
Incidents and Problems identified during the Warranty Period may be
considered Defects as determined by TennCare.

A.12.51.2. The Contractor represents and warrants that TennCare is authorized to
possess and use all equipment, materials, software, and Deliverables
provided under this Contract.

A1251.3. The Contractor represents and warrants that all goods or services provided
under this Contract shall be provided in a timely and professional manner,
by qualified and skilled individuals, and in conformity with standards
generally accepted in Contractor’s industry.

A12514. If Contractor fails to provide the goods or services as warranted, then
Contractor will re-provide the goods or services at no additional charge. If
Contractor is unable or unwilling to re-provide the goods or services as
warranted, then TennCare shall be entitled to recover the fees paid to
Contractor for the Defective goods or services. Any exercise of TennCare’s
rights under this Section shall not prejudice TennCare’s rights to seek any
other remedies available under this Contract or applicable law.

A12515. The Contractor represents and warrants that each release of the Solution
will conform to system requirements and expected outcomes as detailed in
the functional design documentation, technical design documentation, and
SSP as approved by TennCare.

A12516. The Contractor represents and warrants that each subsequent Solution
release will build upon and conform to previously released functionality,
unless a change is explicitly approved by TennCare.

A12517. If the Contractor is required under this Contract to perform Warranty work
after Turnover of the Solution, the Contractor shall include Warranty
Deliverables, testing, and any additional documentation requested by
TennCare as part of the Turnover Plan.

A.12.5.2. Documentation and Resolution of Warranty Defects

A12521. The Contractor shall classify Warranty Defects as severity level low,
medium, high, and critical as described in Contract Attachment B, Service
Level Agreements and Liquidated Damages and track Warranty Defects..

A12522. The identification of critical and high Defects of the Solution during the
Warranty Period shall extend the Warranty Period for the Solution for six
(6) months after the time of the resolution of critical or high Defects.

A12523. The Contractor shall be responsible to resolve all critical and high Warranty
Defects within the periods described in Contract Attachment B, Service
Level Agreements and Liquidated Damages, or, if necessary, provide
TennCare with a mutually acceptable written work-around, downstream
impacts, and plan for resolution, all without additional cost to TennCare.
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A.12524. The Contractor shall resolve all medium and low Defects within the periods
described in Contract Attachment B, Service Level Agreements and
Liquidated Damages.

A12525. The Contractor shall be subject to corresponding Liquidated Damages,
listed in Contract Attachment B, Service Level Agreements and Liquidated
Damages, for all identified Warranty Defects that are not resolved within
the associated resolution timeframes.

A.12.6. Change Order - Special Projects & Enhancements

A.12.6.1. Special Projects or Enhancements are additional projects that TennCare may, at its
sole discretion, initiate and assign to the Contractor during the DDI or O&M phase of
the Contract for the performance of Services, fulfilment of additional requirements, or
creation of Deliverables or Services that are within the scope of this Contract but
were inadvertently unspecified.

A.12.6.2. Changes Orders authorizing the scope of Services and funding for each Special
Project or Enhancement shall be implemented by a Control Memorandum as
described in A.12.7.

A.12.6.3. Support Change Requests

A12.6.3.1. The Contractor shall review business services definitions issued by CMS
and provide TennCare with a solution impact analysis on requirements and
interfaces within seven (7) calendar days of receipt of a Change Request.

A126.3.2. The Contractor shall perform impact analysis on Change Requests to
identify impacts across business processes and business rules.

A12.6.3.3. The Contractor shall perform risk analysis on Change Requests to identify
risks and potential mitigations associated with development and
deployment of the change.

A12.6.34. The Contractor shall perform alternatives analysis for Change Requests to
support the Medicaid Modernization Project Steering Committee (Project
Steering Committee) with relevant information concerning alternative
approaches to addressing the business need underlying the request.

A.12.6.3.5. The Contractor shall perform cost analysis for Change Requests as part of
the Change Order process described in Section A.12.6. All Change
Requests shall indicate implementation and full lifecycle costs for the
proposed change.

A.12.6.3.6. The Contractor shall work with TennCare management to identify the
impact of human resource costs as well as cross-project impacts
associated with fulfilling the Change Request.

A12.6.3.7. The Contractor shall provide analysis to support timing decisions for
deployment of Change Requests in compliance with TennCare’s release
management process.

A.12.6.4. Change Order Creation

A126.4.1. After receipt of a written request for the performance of Services, the
Contractor shall respond to TennCare, within ten (10) Business Days, with
a written proposal for completing the Services to fulfill TennCare’s request
for Services in a cost-effective manner. Contractor’s proposal must specify:

A.12.6.4.1.1. The effect, if any, of implementing the requested change(s) on all
other Services required under this Contract. The Contractor shall
provide TennCare, in writing, a listing of all anticipated or perceived
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impacts to the Contractor’'s CLRS and any integrating CLRS, to
include the written impact specifications of the corresponding CLRS
Contractor;

A.12.6.4.1.2. A description of the units of service needed to complete the
change(s);

A.12.6.4.1.3. The specific effort involved in completing the change(s);
A.12.6.4.1.4. The expected schedule for completing the change(s);

A.12.6.4.1.5. The maximum number of person hours required for the change(s);
and

A.12.6.4.1.6. A fixed price for all change(s) under the Change Order based on the
Contractor’s rate card as detailed in this Contract. The maximum
cost for the Services shall in no instance exceed the product of the
person hours required multiplied by the appropriate Payment rate
proposed for such work.

A12642. The Contractor shall not perform any Services under the Change Order
until TennCare has approved the Change Order proposal through a CM
containing a Control Directive that is signed by both TennCare and the
Contractor. If approved, the CM and Change Order shall constitute a
binding agreement between the Parties pertaining to the specified
change(s) and shall, under this provision, be incorporated into this Contract
by reference. All terms of this Contract, including, but not limited to
Warranty, Service Level Agreements, and Liquidated Damages shall apply
to Services provided under Change Orders.

A.12.6.4.3. Subsequent to the creation of a Change Order, the Contractor shall
complete the required Services. TennCare shall be the sole judge of the
acceptable completion of Services and, upon such determination,
TennCare shall provide the Contractor written approval.

A1264.4. TennCare will remunerate the Contractor only for work TennCare deems
acceptable. All acceptable work performed pursuant to an approved
Change Order shall be remunerated in accordance with Contract Section
C.3. Provided that, TennCare shall be liable to the Contractor only for the
actual cost of the goods or Services completed, not to exceed the
maximum cost for the change detailed in the Change Order. In no instance
shall TennCare be liable to the Contractor for any amount exceeding the
maximum cost specified by the Change Order. Upon TennCare approval of
the work, the Contractor shall invoice TennCare in accordance with Section
C.3.

A.12.7. Control Memorandum (CM) Process

A.12.7.1. The CM process shall be utilized by TennCare to clarify Contract requirements, issue
instruction to the Contractor, document action required of the Contractor, or request
information from the Contractor. In addition, the CM process shall be used by
TennCare to impose assessments of damages, either actual or liquidated. This
process will be used to address issues or matters that may not require a contract
amendment. Each CM must be in writing and indicate the date on which it was
issued. CMs may provide relevant history, background, and other pertinent
information regarding the issue(s) being addressed in the CM. Each CM will establish
a deadline or timeframe for the Contractor’s reply or other action. All CMs submitted
to the Contractor must be signed and approved by TennCare’s Project Director (or
his/her designee). When the CM pertains to damages, either actual or liquidated,
TennCare may issue consecutive CMs, as may be necessary or appropriate. To the
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extent possible, TennCare and Contractor will discuss all potential CMs prior to
issuance by TennCare. However, nothing in this Contract shall be deemed to be a
delegation to the Contractor of TennCare's non-delegable duties nor shall it be
deemed to require Contractor’s consent to, or agreement with, the subject matter of a
CM prior to issuance by TennCare of a CM pertaining to any matter within the scope
of this Contract.

A CM may include one (1) or more of the five (5) components of the CM process
described below:

A12.7.21. On Request Report — a request directing the Contractor to provide

information by the time and date set out in the CM;

A12722. Control Directive (CD) — instructions that require the Contractor to

complete, within a designated timeframe, one (1) or more Deliverables or
to perform any other request from TennCare that is within the scope of the
Contract. A CD may also provide clarification of certain Contract Terms.
Once a CM/CD has been issued, it shall be considered to be incorporated
into this Contract;

A12.7.23. Notice of Potential Damages (Actual or Liquidated) (NPD) — notification to

the Contractor that TennCare has determined that a potential Contract
performance or compliance failure exists and that TennCare is
contemplating assessing damages, actual and/or liquidated. The NPD
shall identify the Contract provision(s) on which TennCare’s determination
rests;

A12.7.2.4. Notice of Calculation of Potential Damages (Actual or Liquidated) (NCPD)

— notification to the Contractor that provides a calculation of the amount of
potential damages, actual and/or liquidated, that TennCare is
contemplating assessing against the Contractor. NPDs and NPCDs may
be issued consecutively or simultaneously; or

A12725. Notice of Intent to Assess Damages (Actual or Liquidated) (NIAD) —

A.12.7.3.

A.12.7.4.

notification to the Contractor that TennCare is assessing damages and
specifying whether the damages are actual damages or Liquidated
Damages and setting out the performance or compliance issue underlying
each intended damage assessment. The NIAD shall identify the NPD and
NCPD upon which it is based. The NIAD shall specify the total amount
and type of damages, whether actual or liquidated, TennCare intends to
assess. Following the issuance of an NIAD, TennCare may elect to
withhold damages from Payments due to Contractor. TennCare may not
issue a NIAD without first issuing an NPD and a NPCD. TennCare may
not obtain both Liquidated Damages and Actual Damages for the same
occurrence of a Contract performance failure. However, it is in
TennCare’s sole discretion to determine whether Actual Damages or
Liguidated Damages will be assessed if a singular breach implicates both
types of damages.

Damages for failure to comply with CM. The Contractor shall fully comply with all
CMs, compliance to be determined in TennCare’s sole discretion. Failure to do so
may result in TennCare pursuing recovery of damages, as defined in Contract
Section E.15., including Liquidated Damages as listed in Contract Attachment B,
Service Level Agreements and Liquidated Damages, a Corrective Action Plan
approved by TennCare, and/or termination of the Contract.

Reconsideration of Damages Request by Contractor. Contractor may request
reconsideration of either the basis for NPD or calculation of NCPD potential
damages, either actual or liquidated. To do so, the Contractor shall submit to the
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TennCare’s Project Director (or his/her designee) a written response to the NPD
and/or NCPD within ten (10) Business Days of receipt of a CM which includes an
NPD or a NCPD. TennCare’s Project Director (or his/her designee) shall review the
reconsideration request and provide notice of his/her determination to the Contractor
through a CM. If the Contractor disagrees with TennCare’s Project Director’s (or
his/her designee) initial reconsideration request determination or TennCare’s Project
Director (or his/her designee) is unable to resolve the reconsideration request, the
Contractor may submit a written request to TennCare’s Project Director (or his/her
designee) that the matter be escalated to senior management of TennCare.
Contractor shall submit such a request for escalation within ten (10) Business Days
of its receipt of the initial reconsideration request determination from TennCare’s
Project Director (or his/her designee) or of notification by TennCare’s Project Director
that he/she is unable to resolve the reconsideration request. TennCare’s senior
management shall provide written notice of its final determination to the Contractor
within (10) Business Days of the receipt of the escalated reconsideration request
from the Contractor. During the resolution of a reconsideration request or escalation,
TennCare shall not increase the amount of the potential damages.

A.12.7.5. Implement Corrective Action Plan (CAP). At TennCare’s discretion, TennCare may,
through a CM and Control Directive, issue a notice to the Contractor of its intention to
impose a Corrective Action Plan (CAP) with the CM, accompanied by a request that
the Contractor develop and propose an appropriate CAP for review and approval by
TennCare within ten (10) calendar days. TennCare shall determine the severity of the
error using the critical, high, and medium incident definitions as set forth in Contract
Attachment B, Service Level Agreements and Liquidated Damages.

A12751. TennCare may, in its sole discretion, assess Liquidated Damages as set
forth in the Liquidated Damages table located in Contract Attachment B,
Service Level Agreements and Liquidated Damages. Each CAP shall, at a
minimum, contain the following information:

A.12.75.1.1. Written documentation that includes acknowledgment of receipt of
TennCare notice;

A.12.7.5.1.2. Number of impacted Members and cases and such other information
as TennCare may request;

A.12.7.5.1.3. A description of how the Contractor has addressed or will address the
immediate Problem;

A.12.7.5.1.4.  An analysis of the root cause of the Problem; and

A.12.7.5.1.5. A description of how the Contractor shall resolve the Problem (or has
resolved the Problem) and shall prevent the Problem from recurring.

A12.7.52. Upon Acceptance of the CAP by TennCare, the Contractor shall be
responsible for executing the CAP, and the CAP shall be incorporated by
reference as part of this Contract. TennCare may request changes and/or
additions to an approved CAP as deemed necessary to correct or resolve
the Problems that led to requesting a CAP. The Contractor shall continue
to comply with an approved CAP until TennCare notifies the Contractor, in
writing, that all Problems outlined in the CAP have been satisfactorily
resolved.

A12.7.53. The Contractor shall be responsible for ensuring that all of its
subcontractors or service providers comply with all approved CAPs.

A.13. Training Requirements

A.13.1. General Training Requirements
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A.13.1.1. The Contractor shall collaborate with TennCare to identify, follow, and execute
industry leading practices, standards, and trends for creation and delivery of training.

A.13.1.2. The Contractor shall be capable of translating CLRS training materials to the five
most common languages as outlined by
https://statisticalatlas.com/state/Tennessee/Languages or determined by TennCare.

A.13.1.3. The Contractor shall provide appropriate training and technical Subject Matter
Professionals (SMPs) to lead the creation of training Artifacts and materials.

A.13.1.4. The Contractor shall collaborate with TennCare to develop and provide a Training
Plan that details all activities required to efficiently, accurately, and effectively train all
identified end-users, Authorized Users, and technical staff that are expected to use or
support maintenance of the Solution.

A.13.1.4.1.1. The Training Plan shall be developed in accordance with TennCare’s overall
training strategy and be approved by TennCare.

A.13.1.4.1.2. Once approved by TennCare, the Contractor shall be responsible for
executing the Training Plan, as written, revised and approved, to comply with
all TennCare-wide system and business operational standards, including
service levels of the Solution.

A.13.1.4.1.3. The Contractor shall follow the TennCare Project Change Management
Standard located in Attachment C, Procurement Library, including changes
to the training scope, details, and approach, which will follow the project
Change Management process.

A.13.1.4.1.4. The Contractor Training Plan shall include a comprehensive approach for
TennCare including:

i) Maintain ongoing collaboration among TennCare and the Contractor;

i) Detail training solution needs for highly technical staff responsible for
maintaining the CLRS (technical staff), non-technical users (end-users),
and the help desk, across all identified impacted Stakeholders;

i} Identify learner groups within technical staff, end-users, and the help
desk based on system roles, and map training curricula to each learner

group;

iv) Identify role-based training curricula, including but not limited to training
for technical staff, end-users, and the help desk with varying level of
security access and administration privileges, that include business
decisions and processes which integrate with Solution functionality;

v) Build, support, document, and maintain the accessible training
environments necessary to support the delivery of technical staff, end-
user, and help desk training;

vi}) Provide necessary hardware and/or software installations to support both
the development and delivery of training;

vii) Indicate the training facilities, equipment, and technology needed to
support the proposed training plan;

viii) Define a timeline that encompasses all training-related activities and
documents the dependencies between the training-related activities and
other non-training activities (e.g., development, testing), including a
go/no-go decision point criterion for training-related activities;
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ix) Outline the approach to the delivery of a Train-the-Trainer program and
the delivery of technical staff and end-user training;

x) Outline the approach to the delivery of the training to Authorized Users of
CBOs;

xi} Provide procedures for maintaining training documentation and
conducting knowledge transfer sessions; and

xii) Successfully create accessible training materials and job aids, including
but not limited to user manuals, quick reference guides, Instructor-Led
Training (ILT), Virtual Instructor-Led Training (VILT), eLearning, and all
other documentation appropriate to the platform, operating systems, and
programming languages.

A.13.1.5. The Contractor shall utilize a central training repository which will be identified by
TennCare (i.e. SharePoint, Confluence, shared drives, etc.) for all training materials,
which will provide an archive of training materials, track the history of
changes/approvals, and allow for the retention of materials in accordance with
TennCare defined data retention policies. All customized materials will be the
property of TennCare and will be readily accessible and available On-demand to
TennCare.

A.13.1.5.1. The Contractor shall build an “online help” functionality within the Solution. Online
help is represented by online support for the Solution at a page level and for the
system. Training materials, FAQs, and other support resources shall be available
online and accessible from the banner menu or home page of the Solution. The
online help shall include general and specific support on processes, screens, and
functionality of the Solution. All identified technical staff, end-users, and help
desk staff shall have access to the online help.

A.13.1.5.2. The Contractor shall provide support to all end-users, technical staff, and help
desk staff in accessing and using the online help functionality while using any
component of the Solution.

A.13.1.6. The Contractor shall deliver knowledge transfer sessions to identified technical staff,
end-users, and help desk staff, including the management of the training
environment(s) used for the development and delivery of training.

A.13.1.7. The Contractor shall collaborate with TennCare to leverage learner feedback to
update training materials as needed and defined by TennCare.

A.13.2. Training Artifacts and Delivery

A.13.2.1. The Contractor shall submit training Artifacts including, but not limited to, templates,
standards, outlines, and drafts for TennCare review and approval as defined and
agreed upon in the Training Plan.

A.13.2.2. The Contractor shall be responsible for collaborating with TennCare to create training
materials necessary to support the training of identified technical staff, end-users,
and help desk staff.

A.13.2.2.1. The Contractor shall develop training materials that are role-based and include
real-life scenarios for each learner group.

A.13.2.2.2. The Contractor shall develop training materials that include CLRS system
functionality, business process, and policy information.

A.13.2.2.3. The Contractor shall provide training materials that include the following:

i) Instructor-Led Training or Virtual Instructor-Led Training: Classroom based
learning (either in a live or virtual setting) that includes “Tell Me, Show Me,
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Let Me” opportunities for learners, including, but not limited to, PowerPoint
presentations, guided practices, and independent practices. Instructor-led
Training and/or virtual instructor-led training materials include, but are not
limited to, PowerPoint presentations, facilitator guides, participant books,
guided practices, independent Practices, data sheets, and any other
material required to successfully deliver instructor-led training or virtual
instructor-led training.

i) eLearning: On-demand learning assets that are available, accessible, and
specific to technical staff, end-users, and/or help desk. eLearning material
includes, but is not limited to, video tutorials, micro-learnings, and web-
based training courses.

iii} Support Documentation: learning assets that are available to technical staff,
end users, and help desk staff to aid in performing day-to-day tasks.
Support documentation includes, but is not limited to, user guides, user
manuals, quick reference guides, and standard operating procedures.

A.13.2.2.4.  The Contractor shall be responsible for collaborating with TennCare and its
partners to create knowledge transfer materials, including:

A.13.2.2.4.1. Solution documentation for technical staff, and standard operating
procedures and/or user, manuals for technical staff, end-users, and help
desk staff;

A.13.2.2.4.2. Train-the-Trainer session materials for individuals identified by
TennCare to deliver additional end-user, technical staff, and help desk
training sessions after the Contractor’s requirements have been fulfilled;

A.13.2.2.4.3. Processes and procedures for updating all training materials;
A.13.2.2.4.4, Processes and procedures for delivering all training activities;

A.13.2.2.4.5. Processes and procedures for maintaining, updating, and leveraging the
training environment and associated Data Sets for the development and
delivery of training materials; and

A.13.2.2.4.6. Materials shall be provided in advance of implementation to TennCare
for review and approval.

A.13.2.2.5. The Contractor shall create, review, and update training materials in an agile,
ongoing, iterative process as outlined by TennCare.

A.13.2.2.6. The Contractor shall validate system functionality prior to providing relevant
training materials to TennCare for review and prior to delivering end-user,
technical staff, and/or help desk training.

A.13.2.2.7. The Contractor shall identify and implement an appropriate review cycle format
for all training Artifacts and materials, pending TennCare’s approval.

A.13.2.2.8. TennCare shall identify an overall approver for learning Artifacts and materials
and identify reviewer(s) for each training Artifact and/or material, involving the
appropriate SMP(s) based on their knowledge of the subject matter.

A.13.2.2.9. The Contractor shall ensure all materials are approved by TennCare prior to use
and shall ensure all materials are reviewed and updated as continued Solution
releases impact the effectiveness of the training materials as deemed necessary
by TennCare.

A.13.2.2.10. The Contractor shall identify impacted Stakeholders, system training needs, and
Solution training audience groupings.
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The Contractor shall develop detailed role-based curriculum maps, and pending
approval, will create the identified training materials.

2.11.1. The Contractor shall collaborate with TennCare to determine the best
training delivery method for each training audience grouping.

2.11.2. The Contractor shall provide general descriptions and other relevant
course or material information.

The Contractor shall provide Train-the-Trainer materials and deliver Train-the-
Trainer to individuals identified by TennCare for end-user, technical staff, and
help desk training.

The Contractor shall conduct all technical staff, end-user, and help desk training.

2.13.1. The Contractor shall provide appropriate technical SMPs to attend
trainings to provide active question and answer support, as well as
training environment support.

2.13.2. The Contractor shall prepare and provide all soft copy and printed
classroom training materials.

2.13.3. The Contractor shall develop the classroom training schedule, coordinate
training facilities, facilitate training participant registration, and track and
report on classroom training attendance and feedback.

The Contractor shall identify any DDI update requiring a change in all training
materials in a timely manner.

After approval of a training material, the Contractor shall maintain training
materials through 30 days after the completion of the Solution official Go-Live
implementation. Training maintenance is defined as changes due to training
material inaccuracies or system design clarifications. Other changes will go
through the Change Request process. Training maintenance beyond 30 days
after the completion of the implementation will be addressed by TennCare or
through the CM process.

The Contractor shall complete knowledge transfer of training development
process, materials, and delivery with TennCare.

The Contractor shall develop course feedback evaluations for TennCare to
distribute to training participants following the delivery of all training events (e.qg.,
VILT, ILT, eLearning).

2.17.1. The Contractor shall identify KPIs within the course evaluations.

2.17.2. The Contractor shall deploy course feedback evaluations following the
conclusion of the training session (e.g., ILT, VILT, eLearning).

2.17.3. No later than two weeks following the course feedback evaluation
completion, the Contractor shall complete an analysis and provide
TennCare with a report-out and training artifact improvement
recommendations.

A.13.3. Training Technology and Tools

A.13.3.1.

A.13.3.2.

The Contractor shall establish a training environment strategy and approach,
including, but not limited to, environment and data management.

The Contractor shall build and deliver training environments (build, stage/refresh
data, and create training user accounts) to be ready in time for training activities.
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A.13.3.2.1. The Contractor shall collaborate with TennCare to identify the appropriate
training data to be staged and included within the training environments.

A.13.3.3.  The Contractor shall perform training environment data refreshes and build upgrades
during the training period which shall encompass the period through the end of the
last day of end-user training as requested by TennCare.

A.13.3.4. The Contractor shall test the Solution functionality in the training environment(s) after
builds and on training days to confirm that the Solution is functioning as expected
and will appropriately support training activities.

A.13.3.5. The Contractor shall develop training environment user materials including, but not
limited to, login instructions and accessing relevant components of the Solution.

A.13.3.6. The Contractor shall manage access to the training environment through their
Contract. No less than a month before the Contractor’s Contract and service
expiration, the Contractor shall complete knowledge transfer activities for the training
environment with TennCare.

A.14. Table of Deliverables

A.14.1. The Contractor shall refer to the CLRS TennCare Solution Implementation Lifecycle
RACI and Deliverables for the minimum requirements of the Contractor Deliverables
during the Phased Implementation of the CLRS and Operational activities.

A.14.2. The Contractor shall complete the Deliverables identified throughout the lifecycle phases
of the TennCare Solution Implementation Lifecycle and CLRS TennCare Solution
Implementation Lifecycle RACI and Deliverables, as indicated in A.11. above. The
TennCare Solution Implementation Lifecycle Standard Document is organized into
Phases and Gates with associated Deliverables that must be completed by Contractor
and approved by TennCare. All Deliverables completed by Contractor and approved by
TennCare shall be incorporated into this Contract. The CLRS TennCare Solution
Implementation Lifecycle RACI and Deliverables Table of Deliverables is included below
as Table 4: Table of Deliverables for reference purposes only.

A.14.3. The Contractor shall ensure Deliverables also comply with the corresponding TennCare
Standards Documentation, located in Attachment C, Procurement Library, where
applicable
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Acceptance Criteria
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Deliverable Review Cycle

Concept Architecture 1. Project Management Baseline for project. High level PMP | Validation that: Type B
Review Plan is initially approved during Concept 1. The submitted Project Management
Requirements phase then updated and approved Plan and all sub-plans listed below
Review Requirements again once the Solution Vendor is address all components of each of the
Review on-boarded during Requirements TennCare Project Management Plan
Review. Contains: and sub-plan templates in alignment
1. Scope with PMBOK standards:
2. Schedule a. Communication Management Plan
3. Cost b. Decision Management Plan
4. Quality c. Document Management Plan
5. Staffing/resource management d. Human Resource Management Plan
(includes Vendor Organization e. Quality Management Plan
Charts when updated after Vendor f. Risk Management Plan
On-Boarding), and hardware and g. Issue Management Plan
software requirements h. Schedule Management Plan
6. Stakeholder register i. Scope Management Plan.
7. Communications
8. Status reports
9. Processes and standards to
manage risks, issues, assumptions,
action items, and constraints
10. Capacity planning
11. Once Solution Vendor is on-
boarded, determine Bill of Materials,
including key acquisition-related
activities and items (e.g., costs for
hardware, software, and service
acquisitions).
Concept Architecture 2. Implementation The Implementation Schedule will Validation that the Implementation Plan: | Type A
Review Schedule be continually updated throughout 1. Aligns with all Schedule
Requirements project lifecycle. High level plan is Management Standards described in
Review Requirements initially approved during Concept the TennCare Project Management
Review phase, updated, and approved Plan Standard
Development again once the Solution Vendor is 2. Is developed in Microsoft Project.
Validation on-boarded during Requirements
Readiness Review, and then once more before
Review implementation Go-Live with the
Implementation Plan.
Requirements Requirements 3. Requirements Contains approach and Validation that: Type C
Review Review Management Plan methodology that the Solution 1. The Requirements Management
Vendor will follow during the project
lifecycle for managing requirements.
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This plan addresses how the Plan are in alignment with TennCare
Solution Vendor will manage Standards.
missing requirements identified
during the detailed requirements
review.
Requirements Requirements 4. Requirements The RTM contains the initial Validation that: Type A
Review Review Traceability Matrix (RTM) Solution requirements and updated 1. The requirements in the RTM
data requirements as published in continue to align to TennCare’s target
the Contract for a Solution Vendor. state enterprise architecture and
It is updated throughout the lifecycle | requirements as published in the
of the project. Contract for a Solution Vendor.
2. The requirements meet the
TennCare Data Policies and Standards
3. Once the Solution Vendor is on-
boarded, requirements are elaborated
to a level of detail that is testable, with
defined acceptance criteria.
4. The RTM approved at the
Requirements Review Gate must have
project level Solution requirements
traced to the original contract
requirements and to any CMS
compliance criteria that are required for
certification activities.
Requirements Requirements 5. Conceptual Data Model The Conceptual Data Model and Validation that: Type C
Review Review and Dictionary Dictionary defines the information 1. The Conceptual Data Model and
types or subject areas that are Dictionary meets the standards
required to support the business prescribed in the TennCare Data
capabilities that are in scope of a Policies and Standards
transformation effort as described in | 2. The TennCare Enterprise
the Concept of Operations and the Architecture Modeling Standard
contract requirements. The 3. The TennCare Enterprise
Conceptual Data Model and Architecture Framework.
Dictionary are initially created as
part of the Concept of Operations
document during the Concept
Phase and updated at the start of
the Requirements Review Phase as
part of reviewing data requirements.
Requirements Requirements 6. Logical Data Model and Define logical Data Models and Validation that: Type C
Review Review Dictionary dictionary that illustrate data 1. The Logical Data Model and
concepts, entities, structures, and Dictionary meets the standards
Design relationships to support the scope of | prescribed in the TennCare Data
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Final Detailed
Design Review

the transformation effort. The logical
Data Model does not prescribe
physical data structures but
illustrates data requirements at a
lower level of detail than the
conceptual model. The logical
model describes how data is related
to itself, and business rules that
must be enforced as a result of data
requirements.

Policies and Standards

2. The TennCare Enterprise
Architecture Modeling Standard
3. The TennCare Enterprise
Architecture Framework.

Requirements Requirements 7. Risk Register / List of project risks and mitigation Validation that: Type A
Review Review Exception Plan plans for each. Completed by the 1. The project risks as outlined by the

Solution Vendor during on-boarding. | Solution Vendor are complete and

accurate.

Requirements Requirements 8. Certification Plan The Certification Plan is a Validation that: Type C
Review Review Deliverable that outlines the 1. The Solution Vendor has

Vendor’s scope of responsibilities demonstrated a plan to support

related to CMS Certification and certification activities as required

how they will interact with all throughout the project lifecycle,

Stakeholders. It also details tools, including producing KPI reports as

reports, evidence collection required for CMS during the O&M

processes that will be used phase.

throughout the project.
Design Final Detailed 9. Test Management Plan Contains the testing strategy for Validation that: Type C

Design Review

different types of testing, including
Unit Testing, functional testing,
regression testing, integration
testing, User Acceptance Testing,
performance testing, manual and
automated and/or scripted testing,
Disaster recovery and end-to-end
integration testing. Contains:

. Testing schedule

. Testing personnel

. Training

. Testing meetings

. TennCare involvement

. Collaboration with other vendors
. Test cases, scripts, and scenarios
. Test data

. Test environments

10. Tools

11. Test tracking and results

N -

O©CoO~NO UL W

The Deliverable includes acceptable
plans and specifications, according to
the Test Management Standard and the
Deliverable definition.
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12. Defect management

13. Re-testing and regression
testing

14. Test reporting and metrics.

Design

Implementation

Final Detailed
Design Review

Operational
Readiness
Review

10. Functional Design
Document

Contains the detailed specifications
that outlines the features and
behavior of the Solution. Will
contain detailed process flows and
business rules, and may include
screen mockups, wireframes, or
report mockups. It will contain a
description of each Solution
component, including basic
functions and the business areas
supported.

May contain the following Artifacts
defined in the EA Modeling
Standard: User Roles, System
Process Model, Business Rules,
State Transition Diagram.

Validation that:

1. The Functional Requirements in the
RTM are addressed by the detailed
Solution design.

Type C

Design

Implementation

Final Detailed
Design Review

Operational
Readiness
Review

11. Technical Design
Document

Contains the detailed specifications
that will communicate the technical
details required to develop the
Solution. It contains:

1. Technical architecture

2. Static code analysis (if applicable)
3. Code quality analysis (if
applicable)

4. Enterprise system diagrams,
including all components, identifying
all logic flow, data flow, systems
functions, and their associated data
storage

5. A bi-directional traceability to
requirements and test plan

6. All data owners and stewardship,
with assigned responsibilities
defined, documented, and
communicated as defined by the
TennCare Data Policies and
Standards

7. Completed data classification as
defined by the TennCare Data
Policies and Standards

Validation that:

1. The Solution requirements show
clear linkages to design components
and are supported by defined
acceptance test criteria

2. The design has demonstrated
compliance with State and Federal
accessibility requirements including
Section 508 standards

3. Any identified design gaps have
been documented and addressed as
managed in the Risk Register /
Exception Plan

4. The design supports and aligns with
the State’s Solution release strategy
5. Completed assessment of all security
controls related to requirements

6. The design addresses data
conversion issues at the appropriate
level.

Type C
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8. All policies and procedures for
Data acquisition and capture, Data
backup and recovery, Data
management and maintenance, and
Data retention and secure
destruction as defined by the
TennCare Data Policies and
Standards

9. All relevant External data Policies
and Standards as defined by the
TennCare Data Policies and
Standards

10. Data operational design for how
data should be created and
maintained including Data
Corrections, Data Retirement,
Purge, Archival, and Retention as
defined by the TennCare Data
Policies and Standards

11. Data history measures as
defined by the TennCare Data
Policies and Standards

12. Technical Metadata which
should include Data Transformation
and Data Lineage from system of
record to identified field

13. All policies and procedures for
Data acquisition and capture, Data
backup and recovery, Data
management and maintenance, and
Data retention and secure
destruction as defined by the
TennCare Data Policies and
Standards

14. All relevant External data
Policies and Standards as defined
by the TennCare Data Policies and
Standards

May contain the Solution
Architecture Model as defined in the
EA Modeling Standard. Aligned to
the TennCare Application
Landscape and Inventory. See also
the models in the Functional Design
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Document and the Infrastructure
Plan.
Design Final Detailed 12. Interface Control A comprehensive report of a system | Validation that the Interface Control Type C
Design Review Design Document interface. The Interface Control Design Document defines:
Design Document describes flow of 1. The interface scope
data between systems. It describes | 2. The interface requirements
the concept of operations, defines 3. The interface performance
the governance of the data requirements
exchange, and identifies the 4. The message formats or file layouts
communication paths of the 5. The field/element level definitions for
expected data flow. An Interface the data packets
Control Design Document is 6. The communication protocols for the
required for every interface. The interface
design of how the data will be 7. The security requirements for the
converted from existing Data interface.
Sources to the new structure
includes the Data
Quality/transformation rules that will
be applied.
It will document how data will be
transmitted and received by
TennCare modules and repositories
as defined by the TennCare Data
Policies and Standards. Aligned
with the TennCare Interface
Landscape and Inventory.
Design Final Detailed 13. Data Sharing The data sharing agreement is Validation that: Type C
Design Review Agreement between two or more parties clearly | 1. The Deliverable is in accordance with
outlining what data is required, how the contract defined in the Deliverable
the data will be provided through definition and with the Deliverable
system integration, and the purpose | expectation document.
and use of the data. The Solution
Vendor shall provide a data sharing
agreement for each Data Sharing
Partner.
Design Final Detailed 14. Infrastructure Plan The detailed design of how the Validation that: Type C
Design Review Solution will be implemented either 1. The Deliverable is in accordance with
on premise or in the cloud. the contract defined in the Deliverable
Specifies: definition and with the Deliverable
1. The technologies, sizes, and expectation document.
connections of the hosting platform,
servers, and network infrastructure
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(if applicable).

2. A Capacity and Performance
Plan showing how those
technologies will achieve the
volume and performance
requirements.

3. The deployment model, network
topology, and System Architecture
Design Document. Includes the
STS Solution Design Package for
on-premises hosting, or a Cloud
Design Package for cloud hosting.

May contain the following Artifacts
defined in the EA Modeling
Standard: Deployment Model and

Network Topology.

Design Final Detailed 15. Data Conversion/ Will contain data conversion Validation that: Type B

Design Review Management Plan logical/technical architecture, 1. The plan shall describe the

including: assumptions/constraints/risks related to
1. Mapping documents with the data conversion
associated business rules, strategy 2. The plan shall describe the strategy
to profile, clean, and consolidate related to the data conversion which
data. includes the conversion scope,
2. The Data Transformation conversions approach, roles and
Mapping as defined in the EA responsibilities (RACI), Conversion
Modeling Standard. Schedule, Data Quality Controls
3. The design for Data Quality 3. The plan shall describe the process
measures including Data for data conversion preparation which
Accuracy/Correctness, includes prerequisites, backup strategy
Completeness, and restore process
Timeliness/Currency, 4. The plan shall describe data
Consistency/Uniqueness, Validity, conversion specifications which
and Accessibility as defined by the includes data dictionaries and data
TennCare Data Policies and mappings.
Standards.

Design Final Detailed 16. Physical Database A record layout of each data store Validation that: Type C

Design Review

Design

with data element definitions.

May contain the following Artifacts
defined in the EA Modeling
Standard: Physical Data Model and
Report Specification. Aligned with
the TennCare Data Landscape and
Inventory.

1. The Deliverable aligns to the
conceptual Data Model described in the
Concept of Operations

2. The design is in alignment with
TennCare modeling standards

3. The design is in alignment with
TennCare Data Policies and Standards.
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Design Final Detailed 17. Project Change Identification of a change control Validation that: Type B
Design Review Management Plan board along with primary and 1. The plan is developed in accordance
backup members assigned. with the TennCare Information Systems
Contains: Lifecycle
1. Categorization of change types 2. The plan is developed in accordance
(e.g., standard, emergency) with the Change Management Standard
2. Processes for requesting, 3. Project Change Management Plan
tracking, and performing impact aligns with and is approved by
analyses for each Change Request TennCare’s Enterprise Change
3. Processes for deciding whether Management Processes
to approve changes and for 4. Change Management Plan DED has
verifying that changes were made been created and approved by
correctly. TennCare
5. Simultaneous approval of the
Configuration and Deployment
Management Plan, Contract
Management Plan, and Organizational
Change Management (OCM) Plan.
6. Simultaneous approval of the Project
Change Request Template.
Development Validation 18. Training Plan A detailed approach to planning for Validation that: Type C
Readiness training delivery and the The Training Plan should provide the
Review development of training detailed approach, in accordance with

environments and materials in
collaboration with TennCare
Organizational Change
Management and Training team and
their partners in accordance with
TennCare’s training strategy.

the State’s training strategy at that point
in time, to the following:

1. Collaboration with TennCare and its
partners

2. Descriptions of training solutions for
both highly technical and non-technical
users across the Enterprise

3. The inclusion and development of a
training environment

4. Necessary hardware and/or software
installations

5. Training curricula

6. The approach to and delivery of a
train the trainer program

7. Procedures for maintaining
documentation for each functional area,
screen layouts, report layouts, and
other output definitions, including
examples and content definitions

8. The creation of training materials and
job aids, including but not limited to-
user manuals, business rules, and all
other documentation appropriate to the
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platform, operating systems, and
programming languages
9. Knowledge transfer programs for
highly technical and non-technical
Users across the Enterprise.

Development Validation 19. Unit Test Report Unit Test Cases, Scripts, Data, Validation that: Type B

Readiness Results & Mitigation Plan 1. The Unit and Connectivity test cases
Review Declares that the Contractor has are approved (as an appropriate and
completed the Unit Testing stage for | complete set)
a module. It indicates: 2. 100% of approved Unit and
1. What module version was tested, | Connectivity test cases are tested
with what data on what (completed)
environment. 3. Threshold % of Unit and Connectivity
2. The percentage of test cases test cases are successful (passed) (the
passed, failed, and not completed. threshold percentage is as defined in
3. The number of Defects the Contract or approved Module Test
outstanding, by Severity Level Plan)
4. The mitigation plan for each 4. All Defects have been logged in the
outstanding Defect. Defect management tool with a Severity
Level
5. Defects are fixed where feasible
6. All unresolved Defects have a
mitigation plan approved by TennCare.
Development Validation 20. Implementation Plan The detailed steps that will be Validation that: Type B
Readiness required to implement the Solution 1. The Implementation Plan addresses
Review into production from the the required activities and are
development cycle, including sequenced accordingly, with defined
processes, resources, roles and roles and responsibilities.
responsibilities, support during 2. The plan shall describe the
deployment, confirmation that data assumptions/constraints/risks related to
is available and accurate, and the the implementation approach
transition to the operating 3. The plan shall describe the phased
organization. approach focusing on costs and longer-
term goal for the project across all
workstreams
4. The plan shall include the project
scope, approach, and resource plan
5. The plan shall describe a bottom-up
approach to calculate the development
effort and team structure that derives
from the resource plan.
Development Validation 21. Physical Data Model Define the physical data models and | Validation that: Type C
Readiness and Dictionary a dictionary that documents the 1. The Deliverable aligns to the data
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Implementation Review implemented Database structures. requirements captured in the Technical
For SaaS products, a physical Data Design Document, Requirements
Operations & Operational Model may be optional. Traceability Matrix, and the Logical
Maintenance Readiness Data Model
Review 2. The design is in alignment with
TennCare modeling standards
Post- 3. The design is in alignment with
Implementation TennCare Data Policies and Standards.
Review
Development Validation 22. Business The detailed processes, techniques | Validation that: Type C
Readiness Continuity/Disaster and activities that are required to 1. The BC/DR contain detailed
Review Recovery Plan continue routine business processes and activities required to
operations in the event of a operate the business in the event of a
Disaster. This plan defines: Disaster
1. The processes and procedures 2. The detailed processes and steps for
for business continuation, including: recovering solutions to a pre-Disaster
a. key staff state.

b. required equipment

2. Disaster recovery plans for the
Solution, communications,
hardware, and any IT Assets (if
applicable)

. Analysis of potential threats

4. Areas of responsibility

w

5. Emergency contact information
6. Recovery Teams
7. Data and Solution Recovery
8. Communications Strategy
9. Essential services backup
10. Recovery to pre-Disaster state
Development Validation 23. Incident Management Defines: Validation that: Type B
Readiness Plan 1. What constitutes an Incident, 1. The Incident Management Plan
Review Incident classifications, Severity contains detailed definitions and
Levels, and target times for processes for the identification,
resolution categorization, mitigation, and reporting
2. Processes for reporting, logging, of encountered Incidents.
managing, and tracking Incidents to 2. Additionally, the plan contains
resolution and closure comprehensive details related to event
3. Process for communicating with and Problem management.

affected Stakeholders

4. Identification of an Incident
manager

5. Determining criteria for creating
Problems from Incidents

6. Event Management Plan
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7. Problem Management Plan

8. System Incident and Corrective
Maintenance Reports

9. Contains Contractor's general
contact information for Incident
notification and specific individual(s)
with roles to contact in the event of
a security or privacy Incident.

10. Describes how the Contractor
will communicate and notify
TennCare Security and Privacy
regarding Incidents from Incident
inception through resolution.

11. Corresponds to the Incident
Response Plan that meets federal,
State of Tennessee, and TennCare
contractual requirements for the
Data Types contained (CMS
template available).

Development

Validation
Readiness
Review

24. Security Management
Plan

The Security Management Plan is a
planning phase Security Deliverable
that describes how a project team or
Contractor plans to staff and
manage Security activities for the
project Implementation and O&M.
This is used at the very beginning of
the project to ensure that proper
resources, functions, and teams are
being properly aligned specific to
supporting the successful security
and privacy of the project. This
document should include at
minimum the below sections. A
more detailed Template is located
on the TennCare Security Intranet
site (template in development).

» Scope

« Descriptions, Objectives, and
Methodology

« Contracts, Statement of Work,
Control Letters

« Planned Deliverables

« Staffing Roles and Responsibilities
« Contacts

* Training

« Incident Response Coordination

Validation that:

1. Information in the Security
Management Plan Template meets or
exceeds the required fields identified in
the template.

Type B
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« Current or Planned Certifications
» Key Milestones
« Subcontractors.

Test Implementation 25. System Integration Contains: Validation that: Type B
Readiness Test (SIT) Report 1. Test Cases 1. The SIT test cases are approved (as
Review 2. Test Data an appropriate and complete set)
3. Test Scripts 2. 100% of approved SIT test cases are
4. Test Reports tested (completed)
5. Test Summary Report 3. All critical and blocking Defects (from
6. Defects & Mitigation. SIT or previous stages) have been
resolved
4. All unresolved Defects have a
mitigation plan approved by TennCare.
Test Implementation 26. User Acceptance Test Contains: Validation that: Type B
Readiness (UAT) Report 1. Acceptance testing report for 1. The UAT test cases are approved
Review each user story/use case (as an appropriate and complete set)
2. Formal Acceptance Testing 2. 100% of approved UAT test cases
Report are tested (completed)
3. System Readiness Certification 3. All critical and blocking Defects (from
for UAT UAT or previous stages) have been
4. Test Reports resolved
5. Test Summary Report 4. All unresolved Defects have a
6. Unit, System, and Integration mitigation plan approved by TennCare
Testing Test Results 5. The TennCare UAT testing team
7. Automated Code Review Results. | accepts the Solution module.
Test Implementation 27. System Security Plan Utilizing the CMS Volume II: ACA Validation that: Type D

Operations &
Maintenance

Readiness
Review

Post-
Implementation
Review

(SSP)

Administering Entity System Security
and Privacy Plan (based on the CMS
MARS-E standard), documents the
strategies and state policies for
handling privacy, security, and
HIPPA compliance.

Contains:

1. Completion of Part A — System
Identification

a. Executive summary providing a
short, high-level description
appropriate for achieving an
executive-level understanding of
what the system is, what sensitive
data it processes, and what key
protections have been applied;

1. The submitted schedule is in
alignment with and addresses the
requirements defined in the Deliverable
expectations document and the
Deliverable definition.
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b. System identification providing an
overall description of the business
process(es) associated with the IT
system and an overall description of
the IT system environment
supporting the business function.

2. Completion of Part B — Security
and Privacy Controls

a. Implementation descriptions of the
integrated security controls detailing
how the system addresses the
requirements and standards

b. Implementation descriptions of the
integrated privacy controls detailing
how the system addresses the
requirements and standards

c. Each SSP must include a
response for three entities at a
minimum: TennCare, STS, and the
system-specific implementation
responses.

3. Completion of Part C —
Attachments

a. Implementation descriptions of the
integrated privacy controls detailing
how the system addresses the
requirements and standards

b. Each SSP must include a
response for three entities at a
minimum: TennCare, STS, and the
system-specific implementation
responses.

4. Additional Artifacts as detailed in
Table B-1. MARS-E Security and
Privacy Agreements and Compliance
Artifacts which includes MARS-E
documentation of detailed system
security plan and control
implementation descriptions.

May contain the Security Boundary
Model as defined in the EA Modeling
Standard.

Acceptance Criteria

4-15-21 RFP

Deliverable Review Cycle

Test

Implementation
Readiness

28. Privacy Impact
Assessment

Utilizes CMS template for overall
privacy analysis of the system. The
PIA applies to a single system, and

Validation that:
1. The PIA only documents a single
system contained within a single

Type C
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Operations & Review the analysis is completed based security boundary. The PIA may NOT
Maintenance upon the privacy within the security contain multiple system across security
Post- boundary of the system being boundaries.
Implementation implemented. 2. The CMS Privacy Impact
Review Assessment (PIA) Template that has all
response fields completed with
accurate and comprehensive
responses.
Test Implementation 29. Information Security Utilizes CMS template report for Validation that: Type C
Readiness Risk Assessment Risks as a result of an identified 1. The CMS Information Security Risk
Operations & Review Weakness [Plane of Action & Assessment (ISRA) Procedure have
Maintenance Milestone (POAM)] or Risk accurately been followed and that has
Post- Acceptance from baseline controls all response fields completed with
Implementation and standards in MARS-E. As part accurate and comprehensive
Review of an iterative document responses.
development process, the 2. The ISRA shall document security,
documents note business and privacy and business risks related to
technical risks starting near the the operation and use of the system.
completion of the design process 3. Describes the implementation of
and continues until the system is effective and timely controls and
ready to be placed into production. mitigation measures to minimize risk
The first final submission is part of exposures including plans for
the ATO package and updated addressing security and privacy risks,
annually or in the event of a documents the risks associated with the
significant system change system, describes processes to
thereafter, whichever comes first. measure and monitor risks associated
with the system.
Implementation Operational 30. ORT Report Each Test Report declares that the Validation that: Type B
Readiness Contractor has completed a stage of | 1. The ORT test cases are approved
Review testing of a module. It indicates: (as an appropriate and complete set)
1. What module version was tested, 2. 100% of approved ORT test cases
with what data on what environment | are test (completed)
2. The percentage of test cases 3. All critical and blocking Defects (from
passed, failed, and not completed ORT or previous stages) have been
3. The number of Defects resolved
outstanding, by Severity Level 4. All unresolved Defects have a
4. The mitigation plan for each mitigation plan approved by TennCare
outstanding Defect. 5. The TennCare IS testing team
accepts the Solution module.
Implementation Operational 31. Beta Test Report Each Test Report declares that the Validation that: Type B
Readiness Contractor has completed a stage of | 1. Beta or Pilot testing has been
Review testing of a module. It indicates: completed as planned
1. What module version was tested, 2. All critical and blocking Defects have
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with what data on what environment
2. The percentage of test cases
passed, failed, and not completed
3. The number of Defects
outstanding, by Severity Level

4. The mitigation plan for each
outstanding Defect.

been resolved

3. All unresolved Defects have a
mitigation plan approved by TennCare
4. The TennCare Business and IS
testing team accepts the Solution
module.

Implementation

Operational
Readiness
Review

32. Turnover Plan

Documentation that describes how
a Solution is transitioned to another
Contractor or to TennCare for
continued operation. The plan will
include:

1. Data Turnover tasks

2. Custom Interface Turnover tasks
3. Reusable code, configurations,
and Turnover tasks

4. Documentation regarding
products (with versions), files,
interfaces, and work flows not
considered to be part of the COTS
proprietary documentation tasks

5. A timeline with milestones for the
Turnover to include planning,
execution, and implementation
approval.

Validation that:

1. The plan contains a list of all tasks,
timeline and milestones required to
perform the Turnover

2. The plan contains complete
documentation of the Solution as
described in the Deliverable definition.

Type C

Implementation

Operations &
Maintenance

Operational
Readiness
Review

Post-
Implementation
Review

33. Operations &
Maintenance Run Book

Product documentation that
describes how to operate the
Solution. Contains:

1. Operations manuals

2. Standard Operating Procedures
(SOP)

3. User guides

4. List of all error codes and
explanations by component

5. Infrastructure Services
Deployment Report

6. Infrastructure, System Source
Code, and Documentation

7. Manuals and Training Materials
8. Operations & Support
procedures

9. System Configuration Document
10. Interface Descriptions/Controls
including data flow between
modules and repositories

Validation that:

1. The submitted Deliverable is in
alignment with and addresses the
requirements defined in the Deliverable
expectations document and the
Deliverable definition.

Type C
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11. System Operations
Documentation

12. Training Artifacts

13. Training Plan

14. Updated Infrastructure System
Source Code and Documentation
15. A substantive and
representative set of all reports and
information retrieval screens
(electronic format preferred)

16. A list of information retrieval
functions and reports for each
business area (including a list that
identifies the distribution of the
reports and who can access the
information retrieval displays)

17. Plan for rolling out the new or
updated module/system to the
Authorized Users

18. Implementation and
Deployment Plan

19. Performance, Availability and
Capacity Plan

10. Release and Deployment Plan
21. Service Transition Plan

22. System Maintenance, Support,
and System Transition Plan

23. Cutover Plan

24. Description of how data should
be created and maintained
including Data Corrections, Data
Retirement, Purge, Archive, and
Retention, Data Quality controls
and monitors, and data history
capture and audit processes and
data structures implemented to
capture audit information (will also
be captured in Physical Data

Dictionary).
Implementation Operational 34. Authority to Operate Formal signoff by TennCare Validation that: Type A
Readiness (ATO) Business/System Owner 1. All initial security and privacy
Review acknowledging they have performed | documentation and test are completed
their diligence for Privacy, Security, and approved.

and Operations and authorizing
production to Go-Live.
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Deliverable Review Cycle

Implementation

Operations &
Maintenance

Operational
Readiness
Review

Post-
Implementation
Review

35. Security Assessment
Plan

This Security and Privacy
Assessment Plan (SAP) documents
all testing to validate the security
and privacy controls for a system.
The Security Assessment Plan
must be delivered to CMS a
minimum of 60 days prior to the
kickoff of the Third-Party
Independent Assessment. The
plan is completed by the third-party
assessor for the benefit of
TennCare and federal regulators.
Following the Framework for
Independent Assessment of
Security and Privacy Controls the
assessment plan documents how
the assessor will evaluate:

1. System compliance with security
& privacy controls in the SSP

2. Underlying infrastructure’s
security posture

3. The system and data security
and privacy posture

4. Proper security configuration
associated with the Database or file
structure storing the data

5. Systems technical, managerial,
and organizational adherence to the
organization’s security and privacy
program, policies, and guidance.

Validation that:

1. The project has an acceptable risk
vs. return, addresses high-priority
business needs and mandate, and has
the most preferable alternative to
meeting the business need.

2. Identifies all high-level risk and that
the Business Owner has accepted
preliminary mitigation or contingency
plans.

Type B

Implementation

Operations &
Maintenance

Operational
Readiness
Review

Post-
Implementation
Review

36. Plan of Actions and
Milestones

Plans of Actions and Milestones: At
the latest is created and reported
upon completion of the Security
Assessment Report detailing
remediation of any "planned" control
actions or assessment findings
needing remediation. These
findings are logged, tracked, and
updated in the TennCare electronic
Governance Risk and Compliance
system on a monthly basis by the
Contractor. These may be
temporarily tracked using the CMS
provided POAM spreadsheet with
the approval of the TennCare Chief
Security Officer.

Validation that:

1. Risk and findings are logged in the
CMS POAM format within the
TennCare Governance Risk and
Compliance (GRC) system.

2. Contractor completes monthly
updates to all POAM's after initial
submission

3. Contractor attends monthly POAM
meetings with TennCare Security.

Type B
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Deliverable Review Cycle

Implementation

Operations &
Maintenance

Operational
Readiness
Review

Post-
Implementation
Review

37. Third-Party Security
and Privacy Assessment

The purpose of a Third Party
Security and Privacy Assessment is
to determine whether the security
and privacy controls are
implemented correctly, operate as
intended, and produce the desired
outcomes for meeting the security
and privacy requirements of the
application or system. The
assessment also identifies areas of
risk that require the State’s attention
and remediation.

Independent review as defined by
CMS of control effectiveness using
SSP Control Set and NIST 800-53A
review methods with required
guidance from CMS MARSE
template and guidance on
conducting "Independent Third-
Party Security and Privacy Audit
Guidelines for Medicaid Enterprise
System (MES) Outcome Based
Certification (OBC).

The third-party security and privacy
assessor must be free from any real
or perceived conflicts of interest,
including being free from personal,
external, and organizational
impairments to independence, or
the appearance of such
impairments to independence. An
assessor is considered independent
if there is no perceived or actual
conflict of interest involving the
developmental, operational,
financial, and/or management chain
associated with the system and the
determination of security and
privacy control effectiveness.

At the completion of the
assessment, the assessor provides
a Security and Privacy Assessment
Report (SAR) to TennCare's
Business Owner, who is then

Validation that:

1. The full assessment report,
associated report, and findings are
provided to TennCare security and
privacy teams.

2. The security and privacy teams
agree that the assessment tested the
right items, performed a thorough scan
of all these items, and that the report
accurately reflects this.

3. Any minimal security/privacy risks
that were found are being remediated
and the remediation plan is being
reported on to TennCare.

Type C
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Deliverable Review Cycle

responsible for providing the report
to CMS. The SAR content includes
the following information:

1. System Overview
2. Executive Summary Report
3. Detailed Findings Report
4. Scan Results:

a. Infrastructure Scan

b. Database Scan

c. Web Application Scan
5. Penetration Test Report
6. Penetration Test and Scan
Results Summary.

Implementation

Operations &
Maintenance

Operational
Readiness
Review

Post-
Implementation
Review

38. Enterprise Intake Form

Outcomes Based Certification
(OBC) required document provided
by CMS that details the Enterprise
level requirements that a new
module/system should demonstrate
and meet. Includes a variety of
requirements and expected
documentation. Provides CMS
information on how TennCare meets
the criteria for the enterprise but
also how the module being certified
will contribute to the enterprise
criterion.

This form is updated after
implementation certification, again
for operations certification to show
how the module being certified is
contributing to the enterprise
criterion and again with any updates
after operation certification that are
requested by CMS.

Validation that:

1. Each criterion within the intake form
has a response and the TennCare
owners have signed-off on each
response.

Type A

Implementation

Operational
Readiness
Review

39. Module Intake Form

OBC required document provided
by CMS that details the module
specific requirements that a new
module/system should demonstrate
and meet. Includes a variety of
requirements, expected
documentation, and test objectives

Validation that:

1. Each criterion within the intake form
has a response and the TennCare
owners have signed-off on each
response

Type A
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Deliverable Review Cycle

Operations &
Maintenance

Post-
Implementation
review

40. Contingency Plan

Standard NIST based methods for
documenting Continuity and
Disaster Planning as defined in SP
800-34.

Validation that:

1. Information contained in the plan
meets or exceeds the standards in NIST
SP 800-34

2. The Contingency Plan meets or
exceeds the requirements in the current
version of MARS-E Contingency
Planning (CP) family of security
controls, control enhancements, and
implementation standards as defined in
the System Security Plan template as
applicable.

3. The Contingency Plan meets or
exceeds the requirements in the current
version of MARS-E related control
requirements for the Contingency
Planning (CP). These are listed in the
"Related Control Requirement(s)
section of the System Security Plan
Template.

Type C

Operations &
Maintenance

Post-
Implementation
Review

41. Official Certification
Request Letter

Required for Outcomes Based

Certification with CMS and produced

six months after Solution Go-Live.

Contains:

1. The date the system became fully

operational

2. A copy of TennCare’s letter to the

Solution Vendor accepting the

system/modules(s)

3. A copy of the official acceptance

letter from TennCare to the Solution

Vendor

4. A proposed timeframe for the

review

5. A declaration that TennCare's

Solution meets all of the

requirements of law and regulation:
a. Meets the requirements of 42
CFR 433.117 for all periods for
which the 75-percent FFP is being
claimed
b. Issues Explanation of Benefits
(EOBSs) on a regular basis for all
periods for which 75-percent FFP
is being claimed, in accordance
with the provisions of Section 10

Validation that:

1. TennCare agrees that TennCare is
ready for certification. All
evidence/reports have been signed-off
on, uploaded to SharePoint, and/or
sentto CMS

Type A
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Deliverable Review Cycle

of P.L. 95142, which amends
section 1903(a)(3) of the Social
Security Act

c. Is ready for CMS Certification,
based on TennCare's evaluation
using the checklists in the Toolkit
d. Generates up-to-date and
accurate T-MSIS (Transformed
Medicaid Statistical Information
Systems) data if required

e. Routinely generates backups
containing up-to-date and
accurate T-MSIS data

f. Exercises appropriate privacy
and security controls over the
system in accordance with 45
CFR Part 164, P.L. 104-191,
HIPAA of 1996, and 1902(a)(7) of
the Social Security Act as further
interpreted in regulations at 42
CFR 431.300 to 307

Operations & Post- 42. KPI Report Module-Specific and Enterprise Key Validation that: Type A
Maintenance Implementation Performance Indicators (KPI) that 1. Each KPI calculation can be
Review demonstrate the system is meeting completed with appropriate results
business objectives. This includes generated by the DDI vendor.
several KPI calculations that the 2. TennCare owners have signed off
Solution Vendors are expected to on each KPI result.
run and produce on an agreed-upon
basis continuously after Go-Live.
The Contractors would produce
module-level KPI reports.
Retire Disposition 43. System Disposition Documents how the various Validation that: Type C
Review Plan/Report components of an automated 1. The Solution/system has been

system (software, data, hardware,
communications, and
documentation) are to be handled at
the completion of operations to
ensure proper disposition of all the
system components and to avoid
disruption of the individuals and/or
other systems impacted by the
disposition.

successfully disposed in accordance
with the System Disposition Plan

2. TennCare has approved the System
Disposition Report and verified that the
appropriate activities have taken place:
a. The system is properly shutdown

b. Project archives are located in the
correct place and on the correct
medium

c. System security and data procedures
were followed correctly to ensure the
protection of private or Sensitive Data
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SILC Phase Gate Review Deliverable Deliverable Definition Acceptance Criteria Deliverable Review Cycle

and that there is no user access to the
system/application/Solution

d. Any continued use of system or
application components are done in
accordance within State security
requirements and are fully documented
in the System Disposition Report

e. Final phase-end review has been
conducted after the system retirement
to ascertain if the system and data have
been completely and appropriately
disposed of

f. Security objectives, including secure
data and system transfer, sanitization
and disposal of media has been
accomplished

g. Project Archives that preserve vital
information, including both
documentation of project execution and
the data from the production system has
been appropriately preserved.
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B. TERM OF CONTRACT:

B.1. This Contract shall be effective on DATE (“Effective Date”) and extend for a period of THIRTY-
SIX (36) months after the Effective Date (“Term”). The State shall have no obligation for goods
or services provided by the Contractor prior to the Effective Date.

B.2. Renewal Options. This Contract may be renewed upon satisfactory completion of the Term.
The State reserves the right to execute up to two (2) renewal options under the same terms
and conditions for a period not to exceed twelve (12) months each by the State, at the State’s
sole option. In no event, however, shall the maximum Term, including all renewals or
extensions, exceed a total of sixty (60) months.

C. PAYMENT TERMS AND CONDITIONS:

C.1. Maximum Liability. In no event shall the maximum liability of the State under this Contract
exceed Written Dollar Amount (NUMBER) (“Maximum Liability”). The Maximum Liability shall
include the Total Cost of DDI and O&M, Special Projects and Enhancements, and Authorized
User subscription costs. This Contract does not grant the Contractor any exclusive rights. The
State does not guarantee that it will buy any minimum quantity of goods or services under this
Contract. Subject to the terms and conditions of this Contract, the Contractor will only be paid
for goods or services provided under this Contract after a purchase order is issued to
Contractor by the State or as otherwise specified by this Contract.

c.2. Compensation Firm. The payment methodology in Section C.3. of this Contract shall constitute
the entire compensation due the Contractor for all goods or services provided under this
Contract regardless of the difficulty, materials or equipment required. The payment
methodology includes all applicable taxes, fees, overhead, and all other direct and indirect
costs incurred or to be incurred by the Contractor. The Contractor shall ensure that:

a) Data transfer tools, capacity, and cost as required by A.9.1.9. shall be included in the
Maximum Liability and shall not result in additional cost to TennCare during the Contract.

b) Data storage tools, capacity, and cost as required by A.9.1.10. shall be included in the
Maximum Liability and shall not result in additional cost to TennCare during the Contract.

c) Archiving tools, capacity, and cost as required by A.9.1.11. shall be included in the
Maximum Liability and shall not result in additional cost to TennCare during the Contract.

d) Data restore tools, capacity, and cost as required by A.9.1.12. shall be included in the
Maximum Liability and shall not result in additional cost to TennCare during the Contract.

e) Cloud services as required by A.9.1.13. shall be included in the Maximum Liability and shall
not result in additional cost to State of Tennessee or TennCare during the Contract.

f)  All costs associated with the facility as required by A.12.4. are the responsibility of the
Contractor for the entire Contract period. Such costs shall be included in the Maximum
Liability of the Contract and shall not be billed separately or result in an increased cost to
TennCare; and

g) All goods or Services, as applicable to the Solution, to satisfy the requirements in Sections
A.3. through A.14. shall be included in the Maximum Liability and shall not result in
additional cost to TennCare.

C.3. Payment Methodology. The Contractor shall be compensated based on the payment
methodology for goods or services in Attachment G, Cost Proposal and as authorized by the
State in a total amount as set forth in Section C.1.

a) The Contractor’'s compensation shall be contingent upon the satisfactory provision of goods
or services as set forth in Section A.

1) The design, development, testing, and implementation phases shall include all
Deliverables and other activities required in the TennCare Solution Implementation
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Lifecycle. The standard method for Payment under this Contract to the Contractor shall
be made according to Section C of this Contract upon TennCare certification of a
successful, unconditional pass of the Gate Review (as described in this Section) and
TennCare approval of all Deliverables associated with the Gate Review. Each of the
Gate Reviews constitutes a subset of Deliverables that the Contractor must deliver
during the implementation of the CLRS Solution.

2) Inthe event that a Change Order necessitates changes to a Deliverable approved in a
previous Gate Review, TennCare shall consider the revised Deliverable to be a
required Deliverable with the next Gate Review or subject to TennCare approval prior
to enhancement release.

3) Following the unconditional pass of the Post Implementation Review Gate, the
Contractor shall begin monthly O&M reporting, and the Contractor shall invoice the
monthly O&M Phase Cost as described in this Section.

4) In exceptional circumstances and solely on its own initiative and discretion, TennCare
may alter the Payment and withhold structure, set forth in C.3(a)(1). Such alterations
shall be governed by the CM process and may include:

a. TennCare may pay Contractor an amount in excess of the amount due at the time
of a successful Gate Review if the Contractor has completed a functionality or
functionalities scheduled to be included in a subsequent Gate Review. Any such
excess amount will be deducted or withheld from the amount due to the
Contractor upon the successful subsequent Gate Review that was originally
intended to include that functionality or functionalities.

b. TennCare may alter the amount of the withhold for any particular Gate Review
Payment as set forth in this Section.

5) Inno event shall any alteration set forth above:

a. increase the total amount due to the Contractor from TennCare under this
Contract;

b. resultin a delay or reduction of any Payment to the Contractor, except to the
extent that funds have previously been paid to the Contractor as a result of an
alteration; or

c. be used to compensate the Contractor for any work which has not been
completed at the time that the alteration of the Payment or withhold structure is
made.

6) The alteration to the Payment and withhold structure shall be deemed to be made at
the time that TennCare notifies the Contractor in writing.

7) The Contractor agrees that the determination by TennCare that exceptional
circumstance(s) exist (or do not exist) and the determination of the type, amount and
timing of any alteration, if any, is the sole prerogative of TennCare and is not subject to
review.

b) The Contractor shall be compensated based upon the following payment methodology:

DDI Phase | Gate Reviews Gate Review Gate Review
Milestone Milestone Payments
Payment %

Initiation Project Startup Review 5% $ NUMBER

Concept Architecture Review 5% $ NUMBER

Planning Project Baseline Review 10% $ NUMBER
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DDI Phase | Gate Reviews Gate Review Gate Review
Milestone Milestone Payments
Payment %
Requirements Review | Requirements Review 6% $ NUMBER
Design Final Detailed Design Review 6% $ NUMBER
Development Validation Readiness Review 8% $ NUMBER
Test Implementation Readiness 8% $ NUMBER
Review
Issuance of State Acceptance Letter 15% $ NUMBER
DDI Phase I Gate Reviews Gate Review Gate Review
Milestone Milestone Payments
Payment %
Requirements Review | Requirements Review 4% $ NUMBER
Design Final Detailed Design Review 4% $ NUMBER
Development Validation Readiness Review 7% $ NUMBER
Test Implementation Readiness 7% $ NUMBER
Review

Additional Reviews Additional Additional
Milestone Milestone Payments
Payment %

Completion of Warranty 15% $ NUMBER
| | | |

Phased O&M Annual Cost

 O&M Phase 1 | $ NUMBER |

“Solution O&M | $ NUMBER |
' Solution O&M Optional Year 1 | $ NUMBER |
' Solution O&M Optional Year 2 | $ NUMBER |
- Authorized User Subscription Cost | $ NUMBER |

c) The Contractor shall be compensated for Special Project Change Orders and
Enhancement Change Orders requested and performed pursuant to Contract Section
A.12.6. without a formal amendment of this Contract based upon the allocated amount in
the Special Projects and Enhancement funds detailed in Contract Attachment G, Cost
Proposal, PROVIDED THAT:

1) Compensation to the Contractor for Special Project Change Orders shall not exceed
ten percent (10%) the sum of the Total DDI and O&M Costs above (which is the total
cost of the DDI and the O&M Phase).

a. Special Project Change Orders shall be paid upon the successful unconditional pass
of the associated Gate Review and TennCare Acceptance of all associated
Deliverables.

b. All Special Projects shall be associated with a Gate Review as determined by
TennCare and not paid until approved as part of the Gate Review process.
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2) Compensation to the Contractor for Enhancement Change Orders shall not exceed the
cost associated with ten percent (10%) of the sum of the Total DDI and O&M Costs
above (which is the total cost of DDI and the O&M Phase).

a. Enhancement Change Orders shall be paid upon successful release of the
enhancement functionality as determined by TennCare, in its sole discretion.

3) If, at any point during the Term, the State determines that the cost of necessary Special
Projects and Enhancements work would exceed the maximum amount, the State may
amend this Contract to address the need.

Service Description Amount

(per compensable increment)
Special Project Change Order Requests $
(10% of the Total DDI and O&M Costs)
Enhancement Change Order Request $

(10% of the Total DDI and O&M Costs)

c.4. Performance Metric Payment. The Performance Metric Payment applies once the Contractor
progresses to monthly payment for O&M Cost and Authorized User subscription cost, as
specified in Section C.3. and Attachment G, Cost Proposal. The Performance Metric Payment
shall represent up to fourteen percent (14%) of three (3) calendar months of monthly O&M Cost
and Authorized User subscription cost, and shall be applied on a quarterly basis (three (3)
calendar months).

a) To guarantee Contractor’s satisfactory and timely performance of the services and
Deliverables set forth in this Contract, payment of up to fourteen percent (14%) of three
(3) months of monthly O&M Cost and Authorized User subscription cost, for the Solution
shall be based solely on Contractor’s ability to satisfactorily perform and meet specific
performance metrics selected for CBO engagement (Performance Metric Payment). The
metrics will represent a high-priority subset of all the Contractor Services and
Deliverables set forth in this Contract. Each performance metric will be weighted equally,
unless otherwise specified by TennCare using the process described in Section C.4.b., to
determine the percentage that each metric accounts for in the Performance Metric
Payment.

b) Following completion of DDI Phase 1, TennCare will use the CM Process described in
Section A.12.7. to implement the performance metric used to determine the Performance
Metric Payment based upon the Contractor’s proposed performance metrics in Section
C.4.e. Each Control Directive implementing the performance metrics may designate up to
seven (7) Contract Services, Deliverables, or categories of Deliverables to be used as
performance metrics. The Control Directive shall stipulate the performance parameters
and requirements for Contractor’s performance to be considered acceptable and deemed
as “PASS”, and the level of performance below which TennCare deems performance to
be unacceptable and deemed as “FAIL” for each performance metric.

1) The outcome of the Contractor’s efforts on the performance metric will be measured
each quarter (three (3) calendar months). Each performance metric shall be
determined on a pass/fail basis by reference to the specific numerical performance
requirement or completion of specific tasks as set forth in the Control Directive.

2) The Control Directive shall also include any specific reporting requirements and the
length of time the specified metrics will be used to determine the amount of the
quarterly (three (3) calendar months) performance to be paid. At a minimum, any
reporting or data needed to calculate the performance metric will be provided by the
Contractor to TennCare within thirty (30) calendar days from the end of the
performance metric quarter.
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3) The Contractor will continue to receive monthly O&M Cost and Authorized User
subscription cost payments as invoiced to TennCare. Based on the results of the
Contractor’s performance on the performance metrics in effect for that quarter,
TennCare will determine if any payment should be withheld for failure to meet any
performance metric. If the Contractor has failed performance metric(s), TennCare will
notify the Contractor in writing of the performance metric(s) failed and the
corresponding Performance Metric Payment that is subject to be withheld from the
next monthly O&M Cost and Authorized User subscription cost invoice payment.

4) Upon written notification of the Contractor for failure to meet some or all of the
performance requirements set forth in the Control Directive for a particular quarter,
TennCare shall permanently withhold the applicable portion of the Performance
Metric Payment from the next available O&M Cost and Authorized User subscription
cost invoiced to TennCare.

5) Payment for the final O&M Cost and Authorized User subscription cost payment
under the Contract Term shall be withheld until the final quarterly Performance Metric
Payment is assessed, if applicable, by TennCare.

c) Section C.4.e. to this Contract contains specific performance requirements that have
been selected by TennCare to be the initial performance metrics.

1) TennCare may, in its sole discretion, and with a minimum of one quarter (three (3)
calendar months) prior written notice, select any other Services or Deliverables
required in the Contract to use as a performance metric for the purposes of
determining the amount of the Performance Metric Payment to be paid by TennCare
each month for achieving the performance metrics through the CM Process in A.12.7.

2) In addition to selecting different performance metrics, TennCare may also use this
one quarter (three (3) calendar months) written notice to change the weight of the
selected performance metrics to be higher or lower through the CM Process in
A.12.7.

3) TennCare may use this one quarter (three (3) calendar months) written notice to
adjust performance targets for specified metrics through the CM Process in A.12.7.
Any adjustment to performance metrics will be informed by actual performance of the
Contractor.

d) TennCare, in its sole discretion, may elect to implement a performance metric measure
on a test basis to verify the performance measure is providing TennCare with the
intended outcomes before using that performance measure to determine Performance
Metric Payment.

1) If TennCare elects to use a performance metric test, the applicable Control Directive
will indicate a test period to be used for a specified performance measure, and the
Contractor shall be required to adhere to the specifications in the Control Directive as
if the performance measure being tested was formally being used to determine
Performance Metric Payment. However, the pass/fail outcome of Contractor’s
compliance with the test performance measures shall not be used by TennCare to
withhold any part of a monthly O&M Cost and Authorized User subscription cost
invoice.

e) Performance Metric Payment Calculation. As set forth in this Section C.4.e. using the
initial performance metric Deliverables, illustrations and sample calculations used to
determine Performance Metric Payments are shown below.
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Performance
Metric Category

Performance Metric

Score
(PASS or
FAIL)

Verified CBOs

The Contractor shall maintain a threshold of
[PROPOSED CONTRACTOR THRESHOLD], of
Verified CBOs.

PASS/FAIL

Regional
Threshold-
Verified CBO

The Contractor shall maintain of a threshold of
[PROPOSED CONTRACTOR THRESHOLD] Verified
CBOs in the East Grand Region.

The Contractor shall maintain of a threshold of
[PROPOSED CONTRACTOR THRESHOLD] Verified
CBOs in the Middle Grand Region.

The Contractor shall maintain of a threshold of
[PROPOSED CONTRACTOR THRESHOLD] Verified
CBOs in the West Grand Region.

PASS/FAIL

Active CBOs

The Contractor shall maintain a specified threshold of
[PROPOSED CONTRACTOR THRESHOLD] of Active
CBOs.

PASS/FAIL

Regional
Threshold-
Active CBO

The Contractor shall maintain a threshold of
[PROPOSED CONTRACTOR THRESHOLD] Active
CBOs in the East Grand Region.

The Contractor shall maintain a threshold of
[PROPOSED CONTRACTOR THRESHOLD] Active
CBOs in the Middle Grand Region.

The Contractor shall maintain a threshold of
[PROPOSED CONTRACTOR THRESHOLD] Active
CBOs in the West Grand Region.

PASS/FAIL

Outreach

The Contractor shall contact new CBO Service
Locations within ten (10) Business Days of adding the
CBO Service Location to the Community Resource
Directory. At least 95% of CBOs added to the
Community Resource Directory must be contacted by
the Contractor within the timeframe (10 Business Days)
specified by TennCare.

PASS/FAIL

Solution Training

The Contractor shall complete training for
[CONTRACTOR PROPOSED PERCENTAGE] of CBO

PASS/FAIL
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Service Locations within thirty (30) calendar days of
being loaded into the Community Resource Directory.

Closed-Loops The Contractor shall maintain a monthly average ratio of PASS/FAIL
[CONTRACTOR PROPOSED RATIO] of Referrals to
Closed-Loops that will be maintained throughout the
quarter.

The numerator in the calculation shall be the total
monthly number of Closed- Loops and the denominator
shall be the total monthly number of Referrals.

f) Performance Metric Payment Calculation. Per Contract Section C.4, up to fourteen
percent (14%) of three (3) months of monthly O&M Cost and Authorized User
subscription cost shall be contingent upon successful completion of the Contractor’s
performance metrics Pass/Fail score. The Contractor shall not be assessed more than
fourteen percent (14%) of three (3) calendar months of monthly O&M Cost and
Authorized User subscription cost on any one (1) monthly invoice. Each performance
metric will be evaluated quarterly (three (3) calendar months) to determine if the
Contractor passed or failed the performance metric. The Performance Metric Payment
amount will be broken into quarterly (three (3) calendar months) installments to align
with quarterly evaluation of the Contractor’s performance on each performance metric.
The number of performance metrics deemed “Failed” by TennCare will reduce the
Performance Metric Payment as noted in the table below.

Number of Performance Metrics Failed 1 2 3 4 5 6 7

Amount of Performance Metric
Payment deducted from monthly O&M
Cost and Authorized User subscription

cost payment

2% | 4% | 6% 8% 10% | 12% | 14%

Travel Compensation. The Contractor shall not be compensated or reimbursed for travel time,
travel expenses, meals, or lodging.

Invoice Requirements. The Contractor shall invoice the State only for goods delivered and
accepted by the State or services satisfactorily provided at the amounts stipulated in Section
C.3, above. All invoices submitted for any and all services rendered by Contractor’s staff and
subcontractors (resource reporting), the invoice shall, at a minimum, include the name of each
individual, the individual’s role classification, the number of hours worked during the period, the
applicable Payment Rate, the total compensation requested for the individual, and the total
amount due the Contractor for the period invoices. Contractor shall submit invoices and
necessary supporting documentation, no more frequently than once a month, and no later than
thirty (30) days after goods or services have been provided to the following address:

NAME

Division of TennCare
310 Great Circle Road
Nashville, TN 37243

a) Each invoice, on Contractor’s letterhead, shall clearly and accurately detail all of the
following information (calculations must be extended and totaled correctly):

1) Invoice number (assigned by the Contractor);

RFP # 31865-00626
Page 145



4-15-21 RFP

2) Invoice date;
3) Contract number (assigned by the State);

4) Customer account name: Department of Finance and Administration, Division of
TennCare;

5) Customer account number (assigned by the Contractor to the above-referenced
Customer);

6) Contractor name;

7) Contractor Tennessee Edison registration ID number;

8) Contractor contact for invoice questions (name, phone, or email);
9) Contractor remittance address;

10) Description of delivered goods or services provided and invoiced, including identifying
information as applicable;

11) Number of delivered or completed units, increments, hours, or days as applicable, of
each good or service invoiced;

12) Applicable payment methodology (as stipulated in Section C.3) of each good or service
invoiced;

13) Amount due for each compensable unit of good or service; and
14) Total amount due for the invoice period.
b) Contractor’s invoices shall:

1) Only include charges for goods delivered or services provided as described in Section
A and in accordance with payment terms and conditions set forth in Section C;

2) Only be submitted for goods delivered or services completed and shall not include any
charge for future goods to be delivered or services to be performed;

3) Notinclude Contractor’s taxes, which includes without limitation Contractor’s sales
and use tax, excise taxes, franchise taxes, real or personal property taxes, or income
taxes; and

4) Include shipping or delivery charges only as authorized in this Contract.

5) Provide TennCare with an itemized cost breakdown for each project component and
phase in an approved TennCare-specified format, inclusive of ongoing cloud-related
infrastructure costs, as applicable. The Contractor, as part of the deliverable Payment
process, shall detail the itemized costs during DDI and during O&M, in accordance
with Section C.2 including, but not limited to:

a. Computing cost based on TennCare's cloud configuration by environment;
b. Network and telecommunication cost;

c. Data storage cost (active, infrequent, and archive) and data ingress-egress cost
(in-transit); and

d. Transaction cost related to the number of reads, writes, and size of data packets.

c) The timeframe for payment (or any discounts) begins only when the State is in receipt of
an invoice that meets the minimum requirements of this Section C.5.

C.7. Payment of Invoice. A payment by the State shall not prejudice the State’s right to object to or
question any payment, invoice, or other matter. A payment by the State shall not be construed
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as acceptance of goods delivered, any part of the services provided, or as approval of any
amount invoiced.

c.8. Invoice Reductions. The Contractor’s invoice shall be subject to reduction for amounts included
in any invoice or payment that is determined by the State, on the basis of audits conducted in
accordance with the terms of this Contract, to not constitute proper compensation for goods
delivered or services provided.

c.9. Deductions. The State reserves the right to deduct from amounts, which are or shall become
due and payable to the Contractor under this or any contract between the Contractor and the
State of Tennessee, any amounts that are or shall become due and payable to the State of
Tennessee by the Contractor.

C.10. Prerequisite Documentation. The Contractor shall not invoice the State under this Contract until
the State has received the following, properly completed documentation.

a) The Contractor shall complete, sign, and present to the State the “Authorization Agreement
for Automatic Deposit Form” provided by the State. By doing so, the Contractor
acknowledges and agrees that, once this form is received by the State, payments to the
Contractor, under this or any other contract the Contractor has with the State of
Tennessee, may be made by Automated Clearing House; and

b) The Contractor shall complete, sign, and return to the State the State-provided W-9 form.
The taxpayer identification number on the W-9 form must be the same as the Contractor’s
Federal Employer Identification Number or Social Security Number referenced in the
Contractor’s Edison registration information.

D. MANDATORY TERMS AND CONDITIONS:

D.1. Required Approvals. The State is not bound by this Contract until it is duly approved by the
Parties and all appropriate State officials in accordance with applicable Tennessee laws and
regulations. Depending upon the specifics of this Contract, this may include approvals by the
Commissioner of Finance and Administration, the Commissioner of Human Resources, the
Comptroller of the Treasury, and the Chief Procurement Officer. Approvals shall be evidenced
by a signature or electronic approval.

D.2. Communications and Contacts. All instructions, notices, consents, demands, or other
communications required or contemplated by this Contract shall be in writing and shall be made
by certified, first class mail, return receipt requested and postage prepaid, by overnight courier
service with an asset tracking system, or by email or facsimile transmission with recipient
confirmation. All communications, regardless of method of transmission, shall be addressed to
the respective Party at the appropriate mailing address, facsimile number, or email address as
stated below or any other address provided in writing by a Party.

The State:

Deputy Commissioner

Department of Finance and Administration
Division of TennCare

310 Great Circle Road

Nashville, TN 37243

Telephone # [insert]

Fax # [insert]

The Contractor:

Contractor Contact Name & Title
Contractor Name
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Address

Email Address
Telephone # Number
FAX # Number

All instructions, notices, consents, demands, or other communications shall be considered
effective upon receipt or recipient confirmation as may be required.

Modification and Amendment. This Contract may be modified only by a written amendment
signed by all Parties and approved by all applicable State officials. The State’s exercise of a
valid Renewal Option or Term Extension does not constitute an amendment so long as there
are no other changes to the Contract’s terms and conditions.

Subject to Funds Availability. The Contract is subject to the appropriation and availability of
State or federal funds. In the event that the funds are not appropriated or are otherwise
unavailable, the State reserves the right to terminate this Contract upon written notice to the
Contractor. The State’s exercise of its right to terminate this Contract shall not constitute a
breach of Contract by the State. Upon receipt of the written notice, the Contractor shall cease
all work associated with the Contract. If the State terminates this Contract due to lack of funds
availability, the Contractor shall be entitled to compensation for all conforming goods requested
and accepted by the State and for all satisfactory and authorized services completed as of the
termination date. Should the State exercise its right to terminate this Contract due to
unavailability of funds, the Contractor shall have no right to recover from the State any actual,
general, special, incidental, consequential, or any other damages of any description or amount.

Termination for Convenience. The State may terminate this Contract for convenience without
cause and for any reason. The State shall give the Contractor at least thirty (30) days written
notice before the termination date. The Contractor shall be entitled to compensation for all
conforming goods delivered and accepted by the State or for satisfactory, authorized services
completed as of the termination date. In no event shall the State be liable to the Contractor for
compensation for any goods neither requested nor accepted by the State or for any services
neither requested by the State nor satisfactorily performed by the Contractor. In no event shall
the State’s exercise of its right to terminate this Contract for convenience relieve the Contractor
of any liability to the State for any damages or claims arising under this Contract.

Termination for Cause. If the Contractor fails to properly perform its obligations under this
Contract in a timely or proper manner, or if the Contractor materially violates any terms of this
Contract (“Breach Condition”), the State shall have the right to immediately terminate the
Contract and withhold payments in excess of compensation for completed services or provided
goods. Notwithstanding the above, the Contractor shall not be relieved of liability to the State
for damages sustained by virtue of any Breach Condition and the State may seek other
remedies allowed at law or in equity for breach of this Contract.

Assignment and Subcontracting. The Contractor shall not assign this Contract or enter into a
subcontract for any of the goods or services provided under this Contract without the prior
written approval of the State. Notwithstanding any use of the approved subcontractors, the
Contractor shall be the prime contractor and responsible for compliance with all terms and
conditions of this Contract. The State reserves the right to request additional information or
impose additional terms and conditions before approving an assignment of this Contract in
whole or in part or the use of subcontractors in fulfilling the Contractor’s obligations under this
Contract.

Conflicts of Interest. The Contractor warrants that no part of the Contractor’'s compensation
shall be paid directly or indirectly to an employee or official of the State of Tennessee as
wages, compensation, or gifts in exchange for acting as an officer, agent, employee,
subcontractor, or consultant to the Contractor in connection with any work contemplated or
performed under this Contract.
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The Contractor acknowledges, understands, and agrees that this Contract shall be null and
void if the Contractor is, or within the past six (6) months has been, an employee of the State of
Tennessee or if the Contractor is an entity in which a controlling interest is held by an individual
who is, or within the past six (6) months has been, an employee of the State of Tennessee.

D.9. Nondiscrimination. The Contractor hereby agrees, warrants, and assures that no person shall
be excluded from participation in, be denied benefits of, or be otherwise subjected to
discrimination in the performance of this Contract or in the employment practices of the
Contractor on the grounds of handicap or disability, age, race, creed, color, religion, sex,
national origin, or any other classification protected by federal or state law. The Contractor
shall, upon request, show proof of nondiscrimination and shall post in conspicuous places,
available to all employees and applicants, notices of nondiscrimination. In addition, the
Contractor shall comply with the provisions of Contract Section E.35 (Nondiscrimination
Compliance Requirements) and this Section D.9 shall not be deemed to limit or abridge any
requirement set forth in Section E.35.

D.10. Prohibition of lllegal Immigrants. The requirements of Tenn. Code Ann. § 12-3-309 addressing
the use of illegal immigrants in the performance of any contract to supply goods or services to
the state of Tennessee, shall be a material provision of this Contract, a breach of which shall be
grounds for monetary and other penalties, up to and including termination of this Contract.

a) The Contractor agrees that the Contractor shall not knowingly utilize the services of an
illegal immigrant in the performance of this Contract and shall not knowingly utilize the
services of any subcontractor who will utilize the services of an illegal immigrant in the
performance of this Contract. The Contractor shall reaffirm this attestation, in writing, by
submitting to the State a completed and signed copy of the document at Contract
Attachment E, Attestation Re: Personnel Used in Contract Performance, semi-annually
during the Term. If the Contractor is a party to more than one contract with the State, the
Contractor may submit one attestation that applies to all contracts with the State. All
Contractor attestations shall be maintained by the Contractor and made available to State
officials upon request.

b) Prior to the use of any subcontractor in the performance of this Contract, and semi-
annually thereafter, during the Term, the Contractor shall obtain and retain a current,
written attestation that the subcontractor shall not knowingly utilize the services of an
illegal immigrant to perform work under this Contract and shall not knowingly utilize the
services of any subcontractor who will utilize the services of an illegal immigrant to
perform work under this Contract. Attestations obtained from subcontractors shall be
maintained by the Contractor and made available to State officials upon request.

¢) The Contractor shall maintain records for all personnel used in the performance of this
Contract. Contractor’s records shall be subject to review and random inspection at any
reasonable time upon reasonable notice by the State.

d) The Contractor understands and agrees that failure to comply with this section will be
subject to the sanctions of Tenn. Code Ann. § 12-3-309 for acts or omissions occurring
after its effective date.

e) For purposes of this Contract, “illegal immigrant” shall be defined as any person who is
not: (i) a United States citizen; (ii) a Lawful Permanent Resident; (iii) a person whose
physical presence in the United States is authorized; (iv) allowed by the federal
Department of Homeland Security and who, under federal immigration laws or regulations,
is authorized to be employed in the U.S.; or (v) is otherwise authorized to provide services
under the Contract.

D.11. Records. The Contractor shall maintain documentation for all charges under this Contract. The
books, records, and documents of the Contractor, for work performed or money received under
this Contract, shall be maintained for a period of ten (10) full years from the date of the final
payment and shall be subject to audit at any reasonable time and upon reasonable notice by

RFP # 31865-00626
Page 149



4-15-21 RFP

the State, the Comptroller of the Treasury, or their duly appointed representatives. The financial
statements shall be prepared in accordance with generally accepted accounting principles.

D.12. Monitoring. The Contractor’s activities conducted and records maintained pursuant to this
Contract shall be subject to monitoring and evaluation by the State, the Comptroller of the
Treasury, or their duly appointed representatives.

D.13. Progress Reports. The Contractor shall submit brief, periodic, progress reports to the State as
requested.

D.14. Strict Performance. Failure by any Party to this Contract to require, in any one or more cases,
the strict performance of any of the terms, covenants, conditions, or provisions of this Contract
shall not be construed as a waiver or relinquishment of any term, covenant, condition, or
provision. No term or condition of this Contract shall be held to be waived, modified, or deleted
except by a written amendment signed by the Parties.

D.15. Independent Contractor. The Parties shall not act as employees, partners, joint venturers, or
associates of one another. The Parties are independent contracting entities. Nothing in this
Contract shall be construed to create an employer/employee relationship or to allow either
Party to exercise control or direction over the manner or method by which the other transacts its
business affairs or provides its usual services. The employees or agents of one Party are not
employees or agents of the other Party.

D.16. Patient Protection and Affordable Care Act. The Contractor agrees that it will be responsible for
compliance with the Patient Protection and Affordable Care Act (“‘PPACA”) with respect to itself
and its employees, including any obligation to report health insurance coverage, provide health
insurance coverage, or pay any financial assessment, tax, or penalty for not providing health
insurance. The Contractor shall indemnify the State and hold it harmless for any costs to the
State arising from Contractor’s failure to fulfill its PPACA responsibilities for itself or its
employees.

D.17. Limitation of State’s Liability. The State shall have no liability except as specifically provided in
this Contract. In no event will the State be liable to the Contractor or any other party for any lost
revenues, lost profits, loss of business, decrease in the value of any securities or cash position,
time, goodwill, or any indirect, special, incidental, punitive, exemplary or consequential
damages of any nature, whether based on warranty, contract, statute, regulation, tort (including
but not limited to negligence), or any other legal theory that may arise under this Contract or
otherwise. The State’s total liability under this Contract (including any exhibits, schedules,
amendments, or other attachments to the Contract) or otherwise shall under no circumstances
exceed the Maximum Liability. This limitation of liability is cumulative and not per incident.

D.18. Limitation of Contractor’s Liability. In accordance with Tenn. Code Ann. § 12-3-701, the
Contractor’s liability for all claims arising under this Contract shall be limited to an amount equal
to two (2) times the Maximum Liability amount detailed in Section C.1. and as may be
amended, PROVIDED THAT in no event shall this Section limit the liability of the Contractor for:
(i) intellectual property or any Contractor indemnity obligations for infringement for third-party
intellectual property rights; (ii) any claims covered by any specific provision in the Contract
providing for liquidated damages; or (iii) any claims for intentional torts, criminal acts, fraudulent
conduct, or acts or omissions that result in personal injuries or death. For clarity, except as
otherwise expressly set forth in this Section, Contractor’s indemnification obligations and other
remedies available under this Contract are subject to the limitations on liability set forth in this
Section.

D.19. Hold Harmless. The Contractor agrees to indemnify and hold harmless the State of Tennessee
as well as its officers, agents, and employees from and against any and all claims, liabilities,
losses, and causes of action which may arise, accrue, or result to any person, firm, corporation,
or other entity which may be injured or damaged as a result of acts, omissions, or negligence
on the part of the Contractor, its employees, or any person acting for or on its or their behalf
relating to this Contract. The Contractor further agrees it shall be liable for the reasonable cost
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of attorneys’ fees, court costs, expert withess fees, and other litigation expenses for the State to
enforce the terms of this Contract.

In the event of any suit or claim, the Parties shall give each other immediate notice and provide
all necessary assistance to respond. The failure of the State to give notice shall only relieve the
Contractor of its obligations under this Section to the extent that the Contractor can
demonstrate actual prejudice arising from the failure to give notice. This Section shall not grant
the Contractor, through its attorneys, the right to represent the State in any legal matter, as the
right to represent the State is governed by Tenn. Code Ann. § 8-6-106.

HIPAA Compliance. The State and Contractor shall comply with obligations under the Health
Insurance Portability and Accountability Act of 1996 (“HIPAA”), Health Information Technology
for Economic and Clinical Health (“HITECH”) Act and any other relevant laws and regulations
regarding privacy (collectively the “Privacy Rules”). The obligations set forth in this Section shall
survive the termination of this Contract.

a) Contractor warrants to the State that it is familiar with the requirements of the Privacy
Rules and will comply with all applicable requirements in the course of this Contract.

b) Contractor warrants that it will cooperate with the State, including cooperation and
coordination with State privacy officials and other compliance officers required by the
Privacy Rules, in the course of performance of the Contract so that both parties will be in
compliance with the Privacy Rules.

c) The State and the Contractor will sign documents, including but not limited to business
associate agreements, as required by the Privacy Rules and that are reasonably
necessary to keep the State and Contractor in compliance with the Privacy Rules. This
provision shall not apply if information received or delivered by the parties under this
Contract is NOT “protected health information” as defined by the Privacy Rules, or if the
Privacy Rules permit the parties to receive or deliver the information without entering into
a business associate agreement or signing another document.

d) The Contractor will indemnify the State and hold it harmless for any violation by the
Contractor or its subcontractors of the Privacy Rules. This includes the costs of
responding to a breach of Protected Health Information, the costs of responding to a
government enforcement action related to the breach, and any fines, penalties, or
damages paid by the State because of the violation.

Tennessee Consolidated Retirement System. Subject to statutory exceptions contained in
Tenn. Code Ann. 88 8-36-801, et seq., the law governing the Tennessee Consolidated
Retirement System (“TCRS”), provides that if a retired member of TCRS, or of any superseded
system administered by TCRS, or of any local retirement fund established under Tenn. Code
Ann. 88 8-35-101, et seq., accepts State employment, the member’s retirement allowance is
suspended during the period of the employment. Accordingly and notwithstanding any provision
of this Contract to the contrary, the Contractor agrees that if it is later determined that the true
nature of the working relationship between the Contractor and the State under this Contract is
that of “employee/employer” and not that of an independent contractor, the Contractor, if a
retired member of TCRS, may be required to repay to TCRS the amount of retirement benefits
the Contractor received from TCRS during the Term.

Tennessee Department of Revenue Registration. The Contractor shall comply with all
applicable registration requirements contained in Tenn. Code Ann. 88 67-6-601 — 608.
Compliance with applicable registration requirements is a material requirement of this Contract.

Debarment and Suspension. The Contractor certifies, to the best of its knowledge and belief,
that it, its current and future principals, its current and future subcontractors, and their
principals:

a) are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any federal or state department or
agency;
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b) have not within a three (3) year period preceding this Contract been convicted of, or had a
civil judgment rendered against them from commission of fraud, or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (federal, state, or
local) transaction or grant under a public transaction; violation of federal or state antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification, or destruction
of records, making false statements, or receiving stolen property;

c) are not presently indicted or otherwise criminally or civilly charged by a government entity
(federal, state, or local) with commission of any of the offenses detailed in section b. of this
certification; and

d) have not within a three (3) year period preceding this Contract had one or more public
transactions (federal, state, or local) terminated for cause or default.

The Contractor shall provide immediate written notice to the State if at any time it learns
that there was an earlier failure to disclose information or that due to changed
circumstances, its principals or the principals of its subcontractors are excluded,
disqualified, or presently fall under any of the prohibitions of sections a-d.

D.24. Force Majeure. “Force Majeure Event” means fire, flood, earthquake, elements of nature or acts
of God, wars, riots, civil disorders, rebellions or revolutions, acts of terrorism or any other
similar cause beyond the reasonable control of the Party except to the extent that the non-
performing Party is at fault in failing to prevent or causing the default or delay, and provided
that the default or delay cannot reasonably be circumvented by the non-performing Party
through the use of alternate sources, workaround plans or other means. A strike, lockout or
labor dispute shall not excuse either Party from its obligations under this Contract. Except as
set forth in this Section, any failure or delay by a Party in the performance of its obligations
under this Contract arising from a Force Majeure Event is not a default under this Contract or
grounds for termination. The non-performing Party will be excused from performing those
obligations directly affected by the Force Majeure Event, and only for as long as the Force
Majeure Event continues, provided that the Party continues to use diligent, good faith efforts to
resume performance without delay. The occurrence of a Force Majeure Event affecting
Contractor’s representatives, suppliers, subcontractors, customers or business apart from this
Contract is not a Force Majeure Event under this Contract. Contractor will promptly notify the
State of any delay caused by a Force Majeure Event (to be confirmed in a written notice to the
State within one (1) day of the inception of the delay) that a Force Majeure Event has occurred,
and will describe in reasonable detail the nature of the Force Majeure Event. If any Force
Majeure Event results in a delay in Contractor’s performance longer than forty-eight (48) hours,
the State may, upon notice to Contractor: (a) cease payment of the fees for the affected
obligation until Contractor resumes performance of the affected obligations; or (b) immediately
terminate this Contract or any purchase order, in whole or in part, without further payment
except for fees then due and payable. Contractor will not increase its charges under this
Contract or charge the State any fees other than those provided for in this Contract as the
result of a Force Majeure Event.

D.25. State and Federal Compliance. The Contractor shall comply with all State and federal laws and
regulations applicable to Contractor in the Contractor’s performance of this Contract.

D.26. Governing Law. This Contract shall be governed by and construed in accordance with the laws
of the State of Tennessee, without regard to its conflict or choice of law rules. The Tennessee
Claims Commission or the state or federal courts in Tennessee shall be the venue for all
claims, disputes, or disagreements arising under this Contract. The Contractor acknowledges
and agrees that any rights, claims, or remedies against the State of Tennessee or its
employees arising under this Contract shall be subject to and limited to those rights and
remedies available under Tenn. Code Ann. §§ 9-8-101 — 408.

D.27. Entire Agreement. This Contract is complete and contains the entire understanding between
the Parties relating to its subject matter, including all the terms and conditions of the Parties’
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agreement. This Contract supersedes any and all prior understandings, representations,
negotiations, and agreements between the Parties, whether written or oral.

D.28. Severability. If any terms and conditions of this Contract are held to be invalid or unenforceable
as a matter of law, the other terms and conditions of this Contract shall not be affected and
shall remain in full force and effect. The terms and conditions of this Contract are severable.

D.29. Headings. Section headings of this Contract are for reference purposes only and shall not be
construed as part of this Contract.

D.30. Incorporation of Additional Documents. Each of the following documents is included as a part of
this Contract by reference. In the event of a discrepancy or ambiguity regarding the
Contractor’s duties, responsibilities, and performance under this Contract, these items shall
govern in order of precedence below:

a) any amendment to this Contract, with the latter in time controlling over any earlier
amendments;

b) this Contract with any attachments or exhibits (excluding the items listed at subsections c.
through f., below), which includes:

1) Attachment A — Definitions and Abbreviations;
2) Attachment B — Service Level Agreements and Liquidated Damages;
3) Attachment C — Procurement Library;
i. CLRS TennCare Solution Implementation Lifecycle RACI and Deliverables
ii. TennCare Enterprise Architecture Framework Standard
iii. CLRS Volumetric Information
iv. TennCare Data Conversion Standard

V. TennCare Solution Implementation Lifecycle (SILC) Standard

Vi. TennCare Test Management Standard
Vii. TennCare Project Change Management Standard
viil. TennCare Project Change Management Standard RACI

ix.  TennCare Project Management Plan Standard

X. TennCare Preferred Technology Standard

xi. ~ TennCare Enterprise Architecture Modeling Standard
xii.  TennCare Requirements Management Standard
xii. ~ TennCare IS Governance Standard

Xiv. TennCare Deliverable Template

XV. TennCare IT Service Management Standard

XVi. TennCare IT Service Management RACI
XVil. TennCare Data Policies and Standards
Xviii. Industry Standards and Policies

XiX. TennCare Records Retention Policy
XX. TennCare Records Disposition Authorization (RDA) List

XXi. CMS Volume II: ACA Administering Entity System Security and Privacy Plan
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XXil. TennCare Enterprise Security Policy

XXiil. Enterprise Information Security Policies

XXiV. TennCare Privacy Program Policy and Plan (PRIV-028)

XXV, TennCare Privacy, Security and Confidentiality Training Policy (PRIV-013)

XXVi. TennCare Information Security Program Plan (ISPP)
XXVil. TennCare Enterprise Security Policy - TennCare Mobile Code Policy (interim)
XXViii. TennCare Enterprise Security Policy - TennCare Password Complexity Policy
(interim)

XXiX. TennCare Enterprise Security Policy - TennCare Personnel Termination Policy
(interim)

XXX. TennCare Enterprise Security Policy - IRS-FTI Physical Security (interim)

XXXI. TennCare Organizational Chart
XXXil. Cloud Security Questionnaire
XXXiii. TennCare PCMH Practice Site EHRs Summary

4) Attachment D — Requirements Traceability Overview and Matrix;
5) Attachment E — Attestation Re: Personnel Use in Contract Performance;
6) Attachment F — HIPAA Business Associate Agreement; and
7) Attachment G — Cost Proposal.
¢) any clarifications of or addenda to the Contractor’s proposal seeking this Contract;

d) the State solicitation, as may be amended, requesting responses in competition for this
Contract;

e) any technical specifications provided to proposers during the procurement process to
award this Contract;

f) RFP # 31865-00626 Figure 1 — Closed-Loop Referral System Timeline; and
g) the Contractor’s response seeking this Contract.

Iran Divestment Act. The requirements of Tenn. Code Ann. § 12-12-101, et seq., addressing
contracting with persons as defined at Tenn. Code Ann. §12-12-103(5) that engage in
investment activities in Iran, shall be a material provision of this Contract. The Contractor
certifies, under penalty of perjury, that to the best of its knowledge and belief that it is not on the
list created pursuant to Tenn. Code Ann. § 12-12-106.

Insurance. Contractor shall maintain insurance coverage as specified in this Section. The State
reserves the right to amend or require additional insurance coverage, coverage amounts, and
endorsements required under this Contract. Contractor’s failure to maintain or submit evidence
of insurance coverage, as required, is a material breach of this Contract. If Contractor loses
insurance coverage, fails to renew coverage, or for any reason becomes uninsured during the
Term, Contractor shall immediately notify the State. All insurance companies providing
coverage must be: (a) acceptable to the State; (b) authorized by the Tennessee Department of
Commerce and Insurance (“TDCI”); and (c) rated A- / VIl or better by A.M. Best. All coverage
must be on a primary basis and noncontributory with any other insurance or self-insurance
carried by the State. Contractor agrees to name the State as an additional insured on any
insurance policy with the exception of workers’ compensation (employer liability) and
professional liability (errors and omissions) insurance. All policies must contain an endorsement
for a waiver of subrogation in favor of the State. Any deductible or self insured retention (“SIR”)
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over fifty thousand dollars ($50,000) must be approved by the State. The deductible or SIR and
any premiums are the Contractor’s sole responsibility. The Contractor agrees that the insurance
requirements specified in this Section do not reduce any liability the Contractor has assumed
under this Contract including any indemnification or hold harmless requirements.

To achieve the required coverage amounts, a combination of an otherwise deficient specific
policy and an umbrella policy with an aggregate meeting or exceeding the required coverage
amounts is acceptable. For example: If the required policy limit under this Contract is for two
million dollars ($2,000,000) in coverage, acceptable coverage would include a specific policy
covering one million dollars ($1,000,000) combined with an umbrella policy for an additional
one million dollars ($1,000,000). If the deficient underlying policy is for a coverage area without
aggregate limits (generally Automobile Liability and Employers’ Liability Accident), Contractor
shall provide a copy of the umbrella insurance policy documents to ensure that no aggregate
limit applies to the umbrella policy for that coverage area. In the event that an umbrella policy is
being provided to achieve any required coverage amounts, the umbrella policy shall be
accompanied by an endorsement at least as broad as the Insurance Services Office, Inc. (also
known as “ISO”) “Noncontributory—Other Insurance Condition” endorsement or shall be written
on a policy form that addresses both the primary and noncontributory basis of the umbrella
policy if the State is otherwise named as an additional insured.

Contractor shall provide the State a certificate of insurance (“COI”) evidencing the coverages
and amounts specified in this Section. The COI must be on a form approved by the TDCI
(standard ACORD form preferred). The COI must list each insurer's National Association of
Insurance Commissioners (NAIC) number and be signed by an authorized representative of the
insurer. The COI must list the State of Tennessee — CPO Risk Manager, 312 Rosa L. Parks
Ave., 3rd floor Central Procurement Office, Nashville, TN 37243 as the certificate holder.
Contractor shall provide the COI ten (10) Business Days prior to the Effective Date and again
thirty (30) calendar days before renewal or replacement of coverage. Contractor shall provide
the State evidence that all subcontractors maintain the required insurance or that
subcontractors are included under the Contractor’s policy. At any time, the State may require
Contractor to provide a valid COI. The Parties agree that failure to provide evidence of
insurance coverage as required is a material breach of this Contract. If Contractor self-insures,
then a COI will not be required to prove coverage. Instead Contractor shall provide a certificate
of self-insurance or a letter, on Contractor’s letterhead, detailing its coverage, policy amounts,
and proof of funds to reasonably cover such expenses. The State reserves the right to require
complete copies of all required insurance policies, including endorsements required by these
specifications, at any time.

The State agrees that it shall give written notice to the Contractor as soon as practicable after
the State becomes aware of any claim asserted or made against the State, but in no event later
than thirty (30) calendar days after the State becomes aware of such claim. The failure of the
State to give notice shall only relieve the Contractor of its obligations under this Section to the
extent that the Contractor can demonstrate actual prejudice arising from the failure to give
notice. This Section shall not grant the Contractor or its insurer, through its attorneys, the right
to represent the State in any legal matter, as the right to represent the State is governed by
Tenn. Code Ann. § 8-6-106.

The insurance obligations under this Contract shall be: (1)—all the insurance coverage
and policy limits carried by the Contractor; or (2)—the minimum insurance coverage
requirements and policy limits shown in this Contract; whichever is greater. Any
insurance proceeds in excess of or broader than the minimum required coverage and
minimum required policy limits, which are applicable to a given loss, shall be available
to the State. No representation is made that the minimum insurance requirements of the
Contract are sufficient to cover the obligations of the Contractor arising under this
Contract. The Contractor shall obtain and maintain, at a minimum, the following
insurance coverages and policy limits.

a) Commercial General Liability (“CGL”) Insurance
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1) The Contractor shall maintain CGL, which shall be written on an ISO Form CG 00 01
occurrence form (or a substitute form providing equivalent coverage) and shall cover
liability arising from property damage, premises and operations products and
completed operations, bodily injury, personal and advertising injury, and liability
assumed under an insured contract (including the tort liability of another assumed in a
business contract).

The Contractor shall maintain single limits not less than one million dollars ($1,000,000)
per occurrence. If a general aggregate limit applies, either the general aggregate limit
shall apply separately to this policy or location of occurrence or the general aggregate
limit shall be twice the required occurrence limit.

b) Workers’ Compensation and Employer Liability Insurance

1) For Contractors statutorily required to carry workers’ compensation and employer
liability insurance, the Contractor shall maintain:

i. Workers’ compensation in an amount not less than one million dollars ($1,000,000)
including employer liability of one million dollars ($1,000,000) per accident for bodily
injury by accident, one million dollars ($1,000,000) policy limit by disease, and one
million dollars ($1,000,000) per employee for bodily injury by disease.

2) If the Contractor certifies that it is exempt from the requirements of Tenn. Code Ann. 88§
50-6-101 — 103, then the Contractor shall furnish written proof of such exemption for
one or more of the following reasons:

i. The Contractor employs fewer than five (5) employees;

ii. The Contractor is a sole proprietor;

iii. The Contractor is in the construction business or trades with no employees;

iv. The Contractor is in the coal mining industry with no employees;

v. The Contractor is a state or local government; or

vi. The Contractor self-insures its workers’ compensation and is in compliance with the

TDCI rules and Tenn. Code Ann. 8§ 50-6-405.

c) Automobile Liability Insurance

1) The Contractor shall maintain automobile liability insurance which shall cover liability
arising out of any automobile (including owned, leased, hired, and non-owned
automobiles).

2) The Contractor shall maintain bodily injury/property damage with a limit not less than
one million dollars ($1,000,000) per occurrence or combined single limit.

d) Technology Professional Liability (Errors & Omissions)/Cyber Liability Insurance

1) The Contractor shall maintain technology professional liability (errors &
omissions)/cyber liability insurance appropriate to the Contractor’s profession in an
amount not less than ten million dollars ($10,000,000) per occurrence or claim and ten
million dollars ($10,000,000) annual aggregate, covering all acts, claims, errors,
omissions, negligence, infringement of intellectual property (including copyright, patent
and trade secret); network security and privacy risks, including but not limited to
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unauthorized access, failure of security, information theft, damage to destruction of or
alteration of electronic information, breach of privacy perils, wrongful disclosure and
release of private information, collection, or other negligence in the handling of
Confidential Information, and including coverage for related regulatory fines, defenses,
and penalties.

2) Such coverage shall include data breach response expenses, in an amount not less
than ten million dollars ($10,000,000) and payable whether incurred by the State or
Contractor, including but not limited to consumer notification, whether or not required
by law, computer forensic investigations, public relations and crisis management firm
fees, credit file or identity monitoring or remediation services and expenses in the
performance of services for the State or on behalf of the State hereunder.

e) Crime Insurance

1) The Contractor shall maintain crime insurance, which shall be written on a “loss
sustained form” or “loss discovered form” providing coverage for third party fidelity,
including cyber theft and extortion. The policy must allow for reporting of circumstances
or incidents that may give rise to future claims, include an extended reporting period of
no less than two (2) years with respect to events which occurred but were not reported
during the term of the policy, and not contain a condition requiring an arrest or
conviction.

2) Any crime insurance policy shall have a limit not less than one million dollars
($1,000,000) per claim and one million dollars ($1,000,000) in the aggregate. Any crime
insurance policy shall contain a Social Engineering Fraud Endorsement with a limit of
not less than two hundred and fifty thousand dollars ($250,000). This insurance may be
written on a claims-made basis, but in the event that coverage is cancelled or non-
renewed, the Contractor shall purchase an extended reporting or “tail coverage” of at
least two (2) years after the Term.

f)  Professional Liability

1) Professional liability insurance shall be written on an occurrence basis or on a claims-
made basis. If this coverage is written on a claims-made basis, then:

i. The retroactive date must be shown, and must be on or before the earlier of the
Effective Date of the Contract or the beginning of Contract work or provision of
goods and services;

ii. Insurance must be maintained and evidence of insurance must be provided for at
least five (5) full years from the date of the final Contract payment; and

iii. If coverage is canceled or non-renewed, and not replaced with another claims-
made policy form with a retroactive date on or prior to the Contract Effective
Date, the Contractor must purchase “extended reporting” or “tail coverage” for a
minimum of five (5) full years from the date of the final Contract payment.

2) Any professional liability insurance policy shall have a limit not less than one million
dollars ($1,000,000) per claim and two million dollars ($2,000,000) in the aggregate.

Major Procurement Contract Sales and Use Tax. Pursuant to Tenn. Code Ann. § 4-39-102 and
to the extent applicable, the Contractor and the Contractor’s subcontractors shall remit sales
and use taxes on the sales of goods or services that are made by the Contractor or the
Contractor’s subcontractors and that are subject to tax.

Confidentiality of Records. Strict standards of confidentiality of records and information shall be
maintained in accordance with applicable state and federal law. All material and information,
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regardless of form, medium or method of communication, provided to the Contractor by the
State or acquired by the Contractor on behalf of the State that is regarded as confidential under
state or federal law shall be regarded as “Confidential Information.” Nothing in this Section shall
permit Contractor to disclose any Confidential Information, regardless of whether it has been
disclosed or made available to the Contractor due to intentional or negligent actions or
inactions of agents of the State or third parties. Confidential Information shall not be disclosed
except as required or permitted under state or federal law. The Contractor shall only use
Confidential information for activities pursuant to and related to the performance of the
Contract. Contractor shall take all necessary steps to safeguard the confidentiality of such
material or information in conformance with applicable state and federal law.

The obligations set forth in this Section shall survive the termination of this Contract.

D.35. Equal Opportunity. The Contractor agrees as follows:

a) The Contractor will not discriminate against any employee or applicant for employment
because of disability, race, color, religion, sex, sexual orientation, gender identity, or
national origin. The Contractor will take affirmative action to ensure that applicants are
employed, and that employees are treated during employment, without regard to their
disability, race, color, religion, sex, sexual orientation, gender identity, or national origin.
Such action shall include, but not be limited to the following:

1) Employment, upgrading, demaotion, or transfer, recruitment or recruitment advertising;
2) Layoff or termination;
3) Rates of pay or other forms of compensation; and
4) Selection for training, including apprenticeship.
The Contractor agrees to post in conspicuous places, available to employees and

applicants for employment, notices to be provided by the contracting officer setting forth
the provisions of this nondiscrimination clause.

b) The Contractor will, in all solicitations or advertisements for employees placed by or on
behalf of the Contractor, state that all qualified applicants will receive considerations for
employment without regard to disability, race, color, religion, sex, sexual orientation,
gender identity, or national origin.

c) If the State approves any subcontract, the subcontract shall include paragraphs (a) and (b)
above.

d) In addition, to the extent applicable the Contractor agrees to comply with 41 C.F. R. § 60-
1.4, as that section is amended from time to time during the term.

E. SPECIAL TERMS AND CONDITIONS:

E.1. Conflicting Terms and Conditions. Should any of these special terms and conditions conflict
with any other terms and conditions of this Contract, the special terms and conditions shall be
subordinate to the Contract’s other terms and conditions.

E.2. State Ownership of Goods. The State shall have ownership, right, title, and interest in all goods
provided by Contractor under this Contract including full rights to use the goods and transfer
title in the goods to any third parties, as outlined in 42 CFR 8433, inclusive of all subsections,
and State Medicaid Director letter 18-005 or the most recent guidance.

E.3. Additional lines, items, or options. At its sole discretion, the State may make written requests to
the Contractor to add lines, items, or options that are needed and within the Scope but were not
included in the original Contract. Such lines, items, or options will be added to the Contract
through a Memorandum of Understanding (“MOU”), not an amendment.
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a) After the Contractor receives a written request to add lines, items, or options, the
Contractor shall have ten (10) Business Days to respond with a written proposal. The
Contractor’s written proposal shall include:

1) The effect, if any, of adding the lines, items, or options on the other goods or services
required under the Contract;

2) Any pricing related to the new lines, items, or options;
3) The expected effective date for the availability of the new lines, items, or options; and

4) Any additional information requested by the State.

b) The State may negotiate the terms of the Contractor’s proposal by requesting revisions to
the proposal.

c) Toindicate acceptance of a proposal, the State will sign it. The signed proposal shall
constitute a MOU between the Parties, and the lines, items, or options shall be
incorporated into the Contract as if set forth verbatim.

d) Only after a MOU has been executed shall the Contractor perform or deliver the new lines,
items, or options.

Intellectual Property Indemnity. The Contractor agrees to indemnify and hold harmless the
State of Tennessee as well as its officers, agents, and employees from and against any and all
claims or suits which may be brought against the State concerning or arising out of any claim of
an alleged patent, copyright, trade secret or other intellectual property infringement. In any such
claim or action brought against the State, the Contractor shall satisfy and indemnify the State
for the amount of any settlement or final judgment, and the Contractor shall be responsible for
all legal or other fees or expenses incurred by the State arising from any such claim. The State
shall give the Contractor notice of any such claim or suit, however, the failure of the State to
give such notice shall only relieve Contractor of its obligations under this Section to the extent
Contractor can demonstrate actual prejudice arising from the State’s failure to give notice. This
Section shall not grant the Contractor, through its attorneys, the right to represent the State of
Tennessee in any legal matter, as provided in Tenn. Code Ann. § 8-6-106.

Software License Warranty. Contractor grants a license to the State to use all software
provided under this Contract in the course of the State’s business and purposes.

Software Support and Maintenance Warranty. Contractor shall provide to the State all software
upgrades, modifications, bug fixes, or other improvements in its software that it makes
generally available to its customers.

Extraneous Terms and Conditions. Contractor shall fill all orders submitted by the State under
this Contract. No purchase order, invoice, or other documents associated with any sales,
orders, or supply of any good or service under this Contract shall contain any terms or
conditions other than as set forth in the Contract. Any such extraneous terms and conditions
shall be void, invalid and unenforceable against the State. Any refusal by Contractor to supply
any goods or services under this Contract conditioned upon the State submitting to any
extraneous terms and conditions shall be a material breach of the Contract and constitute an
act of bad faith by Contractor.

Transfer of Ownership of Custom Software Developed for the State.

a) Definitions.

1) “Contractor-Owned Software,” shall mean commercially available software the rights to
which are owned by Contractor, including but not limited to commercial “off-the-shelf”
software which is not developed using State’s money or resources.
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2) “Custom-Developed Application Software,” shall mean customized application software
developed by Contractor solely for State under this Contractor intended to function with
the Contract-Owned Software or any Work Product provided under this Contract.

3) “Rights Transfer Application Software,” shall mean any pre-existing application
software and documentation owned or supplied by Contractor or a third party
necessary for the use, functioning, support, or maintenance of the Contractor-Owned
Software, the Custom-Developed Application Software, Third-Party Software, and any
Work Product provided to State.

4) “Third-Party Software,” shall mean software supplied by Contractor under this Contract
or necessary for the functioning of any Work Product not owned by the State or the
Contractor.

5) “Work Product,” shall mean all deliverables such as software, software source code,
documentation, planning, etc., that are created, designed, developed, or documented
by the Contractor exclusively for the State under this Contract. Work Product shall
include Rights Transfer Application Software.

b) Rights and Title to the Software

1) Allright, title and interest in and to the Contractor-Owned Software shall at all times
remain with Contractor, subject to any license or transfer of rights or ownership granted
under this Contract. Contractor grants the State a perpetual non-exclusive license to
the Contractor-Owned Software to be used solely with the Custom-Developed
Application Software and the Work Product.

2) Contractor shall provide the source code in the Custom-Developed Application
Software and Work Product with all subsequent modifications, enhancements, bug-
fixes or any other changes in the source code of the Work Product and all other code
and documentation necessary for the Custom-Developed Application Software to be
installed and function as intended and as set forth in this Contract, to the State.

3) Contractor may lease or sell the Custom-Developed Application Software to third
parties with the written permission of the State, which permission may be conditioned
on the State receiving royalties from such sales or licenses.

4) All right, title and interest in and to the Custom-Developed Application Software, and to
modifications thereof made by State, including without limitation all copyrights, patents,
trade secrets and other intellectual property and other proprietary rights embodied by
and arising out of the Custom-Developed Application Software, shall belong to State.
To the extent such rights do not automatically belong to State, Contractor hereby
assigns, transfers, and conveys all right, title and interest in and to the Custom-
Developed Application Software, including without limitation the copyrights, patents,
trade secrets, and other intellectual property rights arising out of or embodied by the
Custom-Developed Application Software. Contractor and its employees, agents,
contractors or representatives shall execute any other documents that State or its
counsel deem necessary or desirable to document this transfer or allow State to
register its claims and rights to such intellectual property rights or enforce them against
third parties.

5) Allright, title and interest in and to the Third-Party Software shall at all times remain
with the third party, subject to any license granted under this Contract.

c) The Contractor may use for its own purposes the general knowledge, skills, experience,
ideas, concepts, know-how, and techniques obtained and used during the course of
performing under this Contract. The Contractor may develop for itself, or for others,
materials which are similar to or competitive with those that are produced under this
Contract.

RFP # 31865-00626
Page 160



4-15-21 RFP

d) Notwithstanding anything to the contrary in this Section, the State shall have all ownership
rights in software or modifications thereof and associated documentation that is designed,
developed, installed, or improved hereunder with Federal Financial Participation under 45
C.F.R. 95.617 and 45 C.F.R. 92.34, and the Federal government reserves a royalty-free,
nonexclusive, and irrevocable license to reproduce, publish, or otherwise use and to
authorize others to use for Federal Government purposes, such software, modification,
and documentation.

E.9. Contractor Hosted Services Confidential Data, Audit, and Other Requirements.

a) “Confidential State Data” is defined as data deemed confidential by State or Federal
statute or regulation. The Contractor shall protect Confidential State Data as follows:

1) The Contractor shall ensure that all Confidential State Data is housed in the
continental United States, inclusive of backup data.

2) The Contractor shall encrypt Confidential State Data at rest and in transit using the
current version of Federal Information Processing Standard (“FIPS”) 140-2 validated
encryption technologies.

3) The Contractor shall maintain a Security Management Certification from the Federal
Risk and Authorization Management Program (“FedRAMP”). A “Security Management
Certification” shall mean written confirmation from FedRAMP that FedRAMP has
assessed the Contractor’s information technology Infrastructure, using a standardized
approach to security assessment, authorization, and continuous monitoring for cloud
products and services, and has certified that the Contractor meets FedRAMP
standards. Information technology “Infrastructure” shall mean the Contractor’s entire
collection of hardware, software, networks, data centers, facilities and related
equipment used to develop, test, operate, monitor, manage and/or support information
technology services. The Contractor shall provide proof of current certification
annually and upon State request. No additional funding shall be allocated for these
certifications, authorizations, or audits as these are included in the Maximum Liability
of this Contract.

Contractor shall meet all applicable requirements of the most current version of
Internal Revenue Service Publication 1075.

Contractor shall meet requirements of current version of Minimum Acceptable Risk
Standards for Exchanges (“MARS-E”) controls.

4) The Contractor must annually perform Penetration Tests and Vulnerability
Assessments against its Processing Environment. “Processing Environment” shall
mean the combination of software and hardware on which the Application runs.
“Application” shall mean the computer code that supports and accomplishes the
State’s requirements as set forth in this Contract. “Penetration Tests” shall be in the
form of attacks on the Contractor’'s computer system, with the purpose of discovering
security weaknesses which have the potential to gain access to the Processing
Environment’s features and data. The “Vulnerability Assessment” shall be designed
and executed to define, identify, and classify the security holes (vulnerabilities) in the
Processing Environment. The Contractor shall allow the State, at its option, to perform
Penetration Tests and Vulnerability Assessments on the Processing Environment.

5) Upon State request, the Contractor shall provide a copy of all Confidential State Data
it holds. The Contractor shall provide such data on media and in a format determined
by the State.

6) Upon termination of this Contract and in consultation with the State, the Contractor
shall destroy all Confidential State Data it holds (including any copies such as
backups) in accordance with the current version of National Institute of Standards and
Technology (“NIST”) Special Publication 800-88. The Contractor shall provide a
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written confirmation of destruction to the State within ten (10) Business Days after
destruction.

Minimum Requirements.

1) The Contractor and all data centers used by the Contractor to host State data,
including those of all Subcontractors, must comply with the State’s Enterprise
Information Security Policies. The State’s Enterprise Information Security Policies
document is found at the following URL: https://www.tn.gov/finance/strategic-
technology-solutions/strategic-technology-solutions/sts-security-policies.html.

2) The Contractor agrees to maintain the Application so that it will run on a current,
manufacturer-supported Operating System. “Operating System” shall mean the
software that supports a computer's basic functions, such as scheduling tasks,
executing applications, and controlling peripherals.

3) If the Application requires middleware or Database software, Contractor shall maintain
middleware and Database software versions that are at all times fully compatible with
current versions of the Operating System and Application to ensure that security
vulnerabilities are not introduced.

Comptroller Audit Requirements. Upon reasonable notice and at any reasonable time, the
Contractor and Subcontractor(s) agree to allow the State, the Comptroller of the Treasury,
or their duly appointed representatives to perform information technology control audits of
the Contractor and all Subcontractors used by the Contractor. Contractor will maintain and
cause its Subcontractors to maintain a complete audit trail of all transactions and activities
in connection with this Contract. Contractor will provide to the State, the Comptroller of the
Treasury, or their duly appointed representatives access to Contractor and
Subcontractor(s) personnel for the purpose of performing the information technology
control audit.

The information technology control audit may include a review of general controls and
application controls. General controls are the policies and procedures that apply to all or a
large segment of the Contractor’s or Subcontractor’s information systems and applications
and include controls over security management, access controls, Configuration
Management, segregation of duties, and contingency planning. Application controls are
directly related to the application and help ensure that transactions are complete,
accurate, valid, confidential, and available. The audit shall include the Contractor’s and
Subcontractor’'s compliance with the State’s Enterprise Information Security Policies and
all applicable requirements, laws, regulations or policies.

The audit may include interviews with technical and management personnel, physical
inspection of controls, and review of paper or electronic documentation.

For any audit issues identified, the Contractor and Subcontractor(s) shall provide a
corrective action plan to the State within 30 days from the Contractor or Subcontractor
receiving the audit report.

Each party shall bear its own expenses incurred while conducting the information
technology controls audit.

Business Continuity Requirements. The Contractor shall maintain set(s) of documents,
instructions, and procedures which enable the Contractor to respond to accidents,
disasters, emergencies, or threats without any stoppage or hindrance in its key operations
(“Business Continuity Requirements”). Business Continuity Requirements shall include:

1) “Disaster Recovery Capabilities” refer to the actions the Contractor takes to meet the
Recovery Point and Recovery Time Objectives defined below. Disaster Recovery
Capabilities shall meet the following objectives:
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i. Recovery Point Objective (‘RPO”). The RPO is defined as the maximum targeted
period in which data might be lost from an IT service due to a major incident: The
system shall preserve committed transactions in a manner that ensures no
greater than 10 minutes of committed transaction data is lost as the result of an
unplanned outage.

ii. Recovery Time Objective (“RTO”). The RTO is defined as the targeted duration
of time and a service level within which a business process must be restored
after a disaster (or disruption) in order to avoid unacceptable consequences
associated with a break in business continuity: Upon the declaration of a
disaster, The Contractor will restore essential services, irrespective of the time
the incident occurred, in less than or equal to four (4) hour 100% of the time.

2) The Contractor and the Subcontractor(s) shall perform at least one Disaster Recovery
Test every three hundred sixty-five (365) days. A “Disaster Recovery Test” shall mean
the process of verifying the success of the restoration procedures that are executed
after a critical IT failure or disruption occurs. The Disaster Recovery Test shall use
actual State Data Sets that mirror production data, and success shall be defined as
the Contractor verifying that the Contractor can meet the State’s RPO and RTO
requirements. A “Data Set” is defined as a collection of related sets of information that
is composed of separate elements but can be manipulated as a unit by a computer.
The Contractor shall provide written confirmation to the State after each Disaster
Recovery Test that its Disaster Recovery Capabilities meet the RPO and RTO
requirements.

e) The Contractor and any Subcontractor used by the Contractor to host State data, including
data center vendors, shall be subject to an annual engagement by a CPA firm in
accordance with the standards of the American Institute of Certified Public Accountants
(“AICPA”) for a System and Organization Controls for service organizations (“SOC”) Type
Il audit. The State shall approve the SOC audit control objectives. The Contractor shall
provide the State with the Contractor’s and Subcontractor’'s annual audit report within 30
days from when the CPA firm provides the audit report to the Contractor or Subcontractor.
The Contractor shall submit corrective action plans to the State for any issues included in
the audit report within 30 days after the CPA firm provides the audit report to the
Contractor and Subcontractor.

If the scope of the most recent SOC audit report does not include all of the current State
fiscal year, upon request from the State, the Contractor must provide to the State a letter
from the Contractor or Subcontractor stating whether the Contractor or Subcontractor
made any material changes to their control environment since the prior audit and, if so,
whether the changes, in the opinion of the Contractor or Subcontractor, would negatively
affect the auditor’s opinion in the most recent audit report.

No additional funding shall be allocated for these audits as they are included in the
Maximum Liability of this Contract.

E.10. State Furnished Property. The Contractor shall be responsible for the correct use,
maintenance, and protection of all articles of nonexpendable, tangible personal property
furnished by the State for the Contractor’s use under this Contract. Upon termination of this
Contract, all property furnished by the State shall be returned to the State in the same condition
as when received, less reasonable wear and tear. Should the property be destroyed, lost, or
stolen, the Contractor shall be responsible to the State for the fair market value of the property
at the time of loss.

E.11. Work Papers Subject to Review. The Contractor shall make all audit, accounting, or financial
analysis work papers, notes, and other documentation available for review by the Comptroller
of the Treasury or his representatives, upon request, during normal working hours either while
the analysis is in progress or subsequent to the completion of this Contract.
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E.12. Prohibited Advertising or Marketing. The Contractor shall not suggest or imply in advertising or
marketing materials that Contractor’s goods or services are endorsed by the State. The
restrictions on Contractor advertising or marketing materials under this Section shall survive the
termination of this Contract.

E.13. Lobbying. The Contractor certifies, to the best of its knowledge and belief, that:

a) No federally appropriated funds have been paid or will be paid, by or on behalf of the
Contractor, to any person for influencing or attempting to influence an officer or employee
of an agency, a member of Congress, an officer or employee of Congress, or an employee
of a member of Congress in connection with the awarding of any federal contract, the
making of any federal grant, the making of any federal loan, the entering into of any
cooperative agreement, and the extension, continuation, renewal, amendment, or
modification of any federal contract, grant, loan, or cooperative agreement.

b) If any funds other than federally appropriated funds have been paid or will be paid to any
person for influencing or attempting to influence an officer or employee of any agency, a
member of Congress, an officer or employee of Congress, or an employee of a member of
Congress in connection with any contract, grant, loan, or cooperative agreement, the
Contractor shall complete and submit Standard Form-LLL, “Disclosure Form to Report
Lobbying,” in accordance with its instructions.

c) The Contractor shall require that the language of this certification be included in the award
documents for all sub-awards at all tiers (including subcontracts, sub-grants, and contracts
under grants, loans, and cooperative agreements) and that all subrecipients shall certify
and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when
this transaction was made or entered into and is a prerequisite for making or entering into
this transaction imposed by 31 USC § 1352.

E.14. Contractor Commitment to Diversity. The Contractor shall comply with and make reasonable
business efforts to exceed the commitment to diversity represented by the Contractor’s
Response to Solicitation Number 31865-00626 (Attachment 6.2 Section B, Section B.17) and
resulting in this Contract.

The Contractor shall assist the State in monitoring the Contractor’s performance of this
commitment by providing, as requested, a monthly report of participation in the performance of
this Contract by small business enterprises and businesses owned by minorities, women,
service-disabled veterans, and persons with disabilities. Such reports shall be provided to the
State of Tennessee Governor's Office of Diversity Business Enterprise in the TN Diversity
Software available online at:
https://tn.diversitysoftware.com/FrontEnd/StartCertification.asp? TN=tn&XID=9810.

E.15. Liguidated Damages. In the event of a Contract performance or compliance failure by the
Contractor, the State may, but is not obligated to address such Contract performance failure
and/or assess damages (“Liquidated Damages”) in accordance with Attachment B, Service
Level Agreement and Liquidated Damages of the Contract. The State shall notify the
Contractor of any amounts to be assessed as Liquidated Damages via the Control
Memorandum process specified in Contract Section A.12.7. The Parties agree that due to the
complicated nature of the Contractor’s obligations under this Contract it would be difficult to
specifically designate a monetary amount for a Contract performance or compliance failure, as
these amounts are likely to be uncertain and not easily proven. Contractor has carefully
reviewed the Liquidated Damages contained in Contract Attachment B, Service Level
Agreements and Liquidated Damages and agrees that these amounts represent a reasonable
relationship between the amount and what might reasonably be expected in the event of a
Contract performance or compliance failure, are reasonable estimates of the damages that
would occur from a Contract performance or compliance failure, and are not punitive. The
Parties agree that although the Liquidated Damages represent the reasonable estimate of the
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damages and injuries sustained by the State due to the Contract performance or compliance
failure, they do not include any injury or damage sustained by a third party. The Contractor
agrees that the Liquidated Damages are in addition to any amounts Contractor may owe the
State pursuant to the indemnity provision or any other sections of this Contract.

The State is not obligated to assess Liquidated Damages as a result of a Contract performance
or compliance failure before availing itself of any other remedy. In the event of multiple Contract
performance or compliance failures, the Parties recognize that the cumulative effect of these
Contract performance failures may exceed the compensation provided by Liquidated Damages.
The State may choose to avail itself of any other remedy available under this Contract or at law
or equity. The Parties further recognize that the State may not obtain both Liquidated Damages
and Actual Damages for the same occurrence of a Contract performance failure.

Without regard to whether the State has imposed Liquidated Damages or pursued any other
remedy due to any action or inaction by the Contractor, the State may impose a corrective
action plan or similar measure through a Control Memorandum. Such measure is neither
punitive nor related to any damages the State might suffer.

E.16. Partial Takeover of Contract. The State may, at its convenience and without cause, exercise a
partial takeover of any service that the Contractor is obligated to perform under this Contract,
including any service which is the subject of a subcontract between Contractor and a third party
(a “Partial Takeover”). A Partial Takeover of this Contract by the State shall not be deemed a
breach of contract. The Contractor shall be given at least thirty (30) days prior written notice of
a Partial Takeover. The notice shall specify the areas of service the State will assume and the
date the State will be assuming. The State’s exercise of a Partial Takeover shall not alter the
Contractor’s other duties and responsibilities under this Contract. The State reserves the right
to withhold from the Contractor any amounts the Contractor would have been paid but for the
State’s exercise of a Partial Takeover. The amounts shall be withheld effective as of the date
the State exercises its right to a Partial Takeover. The State’s exercise of its right to a Partial
Takeover of this Contract shall not entitle the Contractor to any actual, general, special,
incidental, consequential, or any other damages irrespective of any description or amount.

E.17. End of Contract Turnover Plan. As part of the transition of this Contract to a new vendor when
this Contract ends, if applicable, the Contractor shall, at no additional cost to the State, develop
and provide to the State a Turnover Plan no later than one hundred and eighty (180) days prior
to the Contract end date. The Turnover Plan shall contain the information requested by
TennCare in a Control Memorandum as described in Section A.12.7.

E.18.  Turnover Requirements. Prior to the end of the Contract term or extension of the Contract term,
or in the event of a Contract Termination or Partial Takeover pursuant to Contract Sections
pertaining to “Termination for Cause”, “Termination for Convenience”, and “Partial Takeover of
Contract”, the State may contract with a successor contractor (Successor Contractor) to
assume the Contactor's duties and requirements upon termination of this Contract. This may
result in a period of transition during which the Contractor continues to provide services while
the Successor Contractor prepares to assume those services, with a switch over from the
Contractor to the Successor Contractor occurring on an implementation date (Implementation
Date) specified by the State. The Implementation Date will typically coincide with the Successor
Contractor’s Go-Live Date pursuant to its contract with the State. However, the State may elect,
in its sole discretion, to have the Contractor continue some portion of its services and systems
after the Successor Contractor’s Implementation Date, in which case, unless otherwise agreed
to in writing by the State and Contractor, the Contractor shall be compensated for such services
and systems in accordance with the provisions of Contract Section C. The Contractor shall be
required to participate as directed by the State, at no additional cost, in assisting with the
transition by providing specified deliverables, information relating to the Contractor's duties and
attending meetings with the State and/or Successor Contractor. The Contractor shall help the
State and/or the Successor Contractor develop a comprehensive Turnover Plan covering both
the Contractor's and the Successor Contractor's duties and responsibilities to ensure an
orderly transition of responsibilities. The Contractor shall, at all times, act in good faith toward
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the State and/or Successor Contractor to facilitate as seamless a transition as possible. The
State will use the Control Memorandum process (as described in Section A.12.7.) to specify
deliverables required of the Contractor in aid of the transition process. Failure to fully and timely
cooperate with the State's request or provide the requested deliverables may result in
liquidated damages as specified in this Contract or in the applicable Control Memorandum. The
State shall not be liable to the Contractor for any costs and expenses relating to these
deliverables or to the services provided by the Contractor during the transition period, other
than as set forth in Contract Section C.

E.19. Unencumbered Personnel. The Contractor shall not restrict its employees, agents,
subcontractors or principals who perform services for the State under this Contract from
performing the same or similar services for the State after the termination of this Contract,
either as a State employee, an independent contractor, or an employee, agent, subcontractor
or principal of another contractor with the State.

E.20. Personally Identifiable Information. While performing its obligations under this Contract,
Contractor may have access to Personally Identifiable Information held by the State (“PII”). For
the purposes of this Contract, “PlI” includes “Nonpublic Personal Information” as that term is
defined in Title V of the Gramm-Leach-Bliley Act of 1999 or any successor federal statute, and
the rules and regulations thereunder, all as may be amended or supplemented from time to
time (“GLBA”) and personally identifiable information and other data protected under any other
applicable laws, rule or regulation of any jurisdiction relating to disclosure or use of personal
information (“Privacy Laws”). Contractor agrees it shall not do or omit to do anything which
would cause the State to be in breach of any Privacy Laws. Contractor shall, and shall cause its
employees, agents and representatives to: (i) keep PIlI confidential and may use and disclose
Pll only as necessary to carry out those specific aspects of the purpose for which the PIl was
disclosed to Contractor and in accordance with this Contract, GLBA and Privacy Laws; and (ii)
implement and maintain appropriate technical and organizational measures regarding
information security to: (A) ensure the security and confidentiality of PII; (B) protect against any
threats or hazards to the security or integrity of PII; and (C) prevent unauthorized access to or
use of PIl. Contractor shall immediately notify State: (1) of any disclosure or use of any PlI by
Contractor or any of its employees, agents and representatives in breach of this Contract; and
(2) of any disclosure of any PII to Contractor or its employees, agents and representatives
where the purpose of such disclosure is not known to Contractor or its employees, agents and
representatives. The State reserves the right to review Contractor’s policies and procedures
used to maintain the security and confidentiality of PIl and Contractor shall, and cause its
employees, agents and representatives to, comply with all reasonable requests or directions
from the State to enable the State to verify and/or procure that Contractor is in full compliance
with its obligations under this Contract in relation to PIl. Upon termination or expiration of the
Contract or at the State’s direction at any time in its sole discretion, whichever is earlier,
Contractor shall immediately return to the State any and all PIl which it has received under this
Contract and shall destroy all records of such PII.

The Contractor shall report to the State any instances of unauthorized access to or potential
disclosure of Pll in the custody or control of Contractor (“Unauthorized Disclosure”) that come
to the Contractor’s attention. Any such report shall be made by the Contractor within forty-eight
(48) hours after the Unauthorized Disclosure has come to the attention of the Contractor.
Contractor shall take all necessary measures to halt any further Unauthorized Disclosures. The
Contractor, at the sole discretion of the State, shall provide no cost credit monitoring services
for individuals whose PIlI was affected by the Unauthorized Disclosure. The Contractor shall
bear the cost of notification to all individuals affected by the Unauthorized Disclosure, including
individual letters and public notice. The remedies set forth in this Section are not exclusive and
are in addition to any claims or remedies available to this State under this Contract or otherwise
available at law. The obligations set forth in this Section shall survive the termination of this
Contract.
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Federal Funding Accountability and Transparency Act (FFATA). This Contract requires the
Contractor to provide supplies or services that are funded in whole or in part by federal funds
that are subject to FFATA. The Contractor is responsible for ensuring that all applicable
requirements, including but not limited to those set forth herein, of FFATA are met and that the
Contractor provides information to the State as required.

The Contractor shall comply with the following:
a) Reporting of Total Compensation of the Contractor’'s Executives.

1) The Contractor shall report the names and total compensation of each of its five most
highly compensated executives for the Contractor’s preceding completed fiscal year, if
in the Contractor’s preceding fiscal year it received:

i} 80 percent or more of the Contractor’s annual gross revenues from federal
procurement contracts and federal financial assistance subject to the
Transparency Act, as defined at 2 CFR 170.320 (and subawards); and

i} $25,000,000 or more in annual gross revenues from federal procurement
contracts (and subcontracts), and federal financial assistance subject to the
Transparency Act (and subawards); and

i) The public does not have access to information about the compensation of the
executives through periodic reports filed under section 13(a) or 15(d) of the
Securities Exchange Act of 1934 (15 USC 78m(a), 780(d)) or section 6104 of
the Internal Revenue Code of 1986. (To determine if the public has access to
the compensation information, see the U.S. Security and Exchange
Commission total compensation filings at
http://www.sec.gov/answers/execomp.htm ).

As defined in 2 C.F.R. § 170.315, “Executive” means officers, managing
partners, or any other employees in management positions.

2) Total compensation means the cash and noncash dollar value earned by the
executive during the Contractor’s preceding fiscal year and includes the following (for
more information see 17 C.F.R. § 229.4021(2)):

i)  Salary and bonus.

i)  Awards of stock, stock options, and stock appreciation rights. Use the dollar
amount recognized for financial statement reporting purposes with respect to
the fiscal year in accordance with the Statement of Financial Accounting
Standards No. 123 (Revised 2004) (FAS 123R), Shared Based Payments.

iiiy Earnings for services under non-equity incentive plans. This does not include
group life, health, hospitalization or medical reimbursement plans that do not
discriminate in favor of executives, and are available generally to all salaried
employees.

iv) Change in pension value. This is the change in present value of defined benefit
and actuarial pension plans.

v) Above-market earnings on deferred compensation which is not tax qualified.

vi) Other compensation, if the aggregate value of all such other compensation
(e.g. severance, termination payments, value of life insurance paid on behalf of
the employee, perquisites or property) for the executive exceeds $10,000.

b) The Contractor must report executive total compensation described above to the State by
the end of the month during which this Contract is awarded.

C) If this Contract is amended to extend the Term, the Contractor must submit an executive
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total compensation report to the State by the end of the month in which the term extension
becomes effective.

d) The Contractor will obtain a Data Universal Numbering System (DUNS) number and
maintain its DUNS number for the term of this Contract. More information about obtaining
a DUNS Number can be found at: http://fedgov.dnb.com/webform/

The Contractor’s failure to comply with the above requirements is a material breach of this
Contract for which the State may terminate this Contract for cause. The State will not be
obligated to pay any outstanding invoice received from the Contractor unless and until the
Contractor is in full compliance with the above requirements.

E.22. Drug-Free Workplace. The Contractor shall provide a drug-free workplace pursuant to the
Drug-Free Workplace Act of 1988, Title 41 U.S.C. §8 701, et seq., and the regulations in Title
41 U.S.C.A. 88 8101 through 8106.

E.23. Survival. The terms, provisions, representations, and warranties contained in this Contract
including, but not limited to D.34 (Confidentiality of Records), E.20 (Personally Identifiable
Information), E.26 (Notification of Breach and Notification of Suspected Breach), E.28 Social
Security Administration (SSA) Required Provisions for Data Security, and E.32 (Internal
Revenue Service (IRS) Safeguarding Of Return Information) which by their sense and context
are intended to survive the performance and termination of this Contract, shall so survive the
completion of performance and termination of this Contract.

E.24. Applicable Laws, Rules, Policies and Court Orders. The Contractor agrees to comply with all
applicable federal and State laws, rules, regulations, sub-regulatory guidance including but not
limited to the State Medicaid Manual, executive orders, TennCare waivers, and all current,
modified or future Court decrees, orders or judgments applicable to the State’s TennCare and
CHIP programs. Such compliance shall be performed at no additional cost to the State.

E.25. Business Associate. As the Contractor will provide services to TennCare pursuant to which the
Contractor will have access to, receive from, create, or receive on behalf of TennCare
Protected Health Information, or Contractor will have access to, create, receive, maintain or
transmit on behalf of TennCare Electronic Protected Health Information (as those terms are
defined under HIPAA and HITECH), Contractor hereby acknowledges its designation as a
business associate under HIPAA and agrees to comply with all applicable HIPAA regulations
and any further responsibilities set forth in the Business Associate Agreement (See Attachment
F) between the Parties.

E.26. Notification of Breach and Notification of Suspected Breach. The Contractor shall notify
TennCare’s Privacy Office immediately upon becoming aware of and in no case later than forty-
eight (48) hours after discovery of any incident, either confirmed or suspected, that represents
or may represent unauthorized access, use or disclosure of encrypted or unencrypted
computerized data that materially compromises the security, confidentiality, or integrity of
enrollee PHI maintained or held by the Contractor, including any unauthorized acquisition of
enrollee PHI by an employee or otherwise Authorized User of the Contractor ’s system. This
includes, but is not limited to, loss or suspected loss of remote computing or telework devices
such as laptops, PDAs, Blackberrys or other Smartphones, USB drives, thumb drives, flash
drives, and/or disks.

E.27. Transmission of Contract Deliverables. All information or data that is necessary for one or more
deliverable set forth in this Contract shall be transmitted between TennCare and Contractor via
the data transfer method specified in advance by TennCare. This may include, but shall not be
limited to, transfer through TennCare’s SFTP system. Failure by the Contractor to transmit
information or data that is necessary for a deliverable in the manner specified by TennCare,
may, at the option of TennCare, result in liquidated damages as set forth in Contract
Attachment B — Service Level Agreements and Liquidated Damages.
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Social Security Administration (SSA) Required Provisions for Data Security. The Contractor

shall comply with limitations on use, treatment, and safeguarding of data under the Privacy Act
of 1974 (5 USC 552a), as amended by the Computer Matching and Privacy Protection Act of
1988, related Office of Management and Budget guidelines, the Federal Information Security
Management Act of 2002 (44 USC 83541, et seq.), and related National Institute of Standards
and Technology guidelines. In addition, the Contractor shall have in place administrative,
physical, and technical safeguards for data.

a)

b)

c)

d)

e)

f)

g)

The Contractor shall specify in its agreements with any agent or subcontractor that will
have access to data that such agent or subcontractor agrees to be bound by the same
restrictions, terms and conditions that apply to the Contractor pursuant to this Section.

The Contractor shall not duplicate in a separate file or disseminate, without prior written
permission from TennCare, the data governed by the Contract for any purpose other than
that set forth in this Contract for the administration of the TennCare program. Should the
Contractor propose a redisclosure of said data, the Contractor must specify in writing to
TennCare the data the Contractor proposes to redisclose, to whom, and the reasons that
justify the redisclosure. TennCare will not give permission for such redisclosure unless the
redisclosure is required by law or essential to the administration of the TennCare program.

The Contractor agrees to abide by all relevant federal laws, restrictions on access, use, and
disclosure, and security requirements in this Contract.

The Contractor shall maintain a current list of the employees of such contractor with access
to SSA data and provide such lists to TennCare upon request and at any time there are
changes.

The Contractor shall restrict access to the data obtained from TennCare to only those
authorized employees who need such data to perform their official duties in connection with
purposes identified in this Contract. The Contractor shall not further duplicate, disseminate,
or disclose such data without obtaining TennCare’s prior written approval.

The Contractor shall ensure that its employees:

1) Properly safeguard SSA-supplied data furnished by TennCare under this Contract
from loss, theft or inadvertent disclosure;

2) Receive regular, relevant and sufficient SSA data related training, including use,
access and disclosure safeguards and information regarding penalties for misuse of
information;

3) Understand and acknowledge that they are responsible for safeguarding this
information at all times, regardless of whether or not the Contractor employee is at his
or her regular duty station;

4) Ensure that laptops and other electronic devices/media containing SSA-supplied data
are encrypted and/or password protected,

5) Send emails containing SSA-supplied data only if the information is encrypted or if the
transmittal is secure; and,

6) Limit disclosure of the information and details relating to a SSA-supplied data loss only
to those with a need to know.

Contractor employees who access, use, or disclose TennCare or TennCare SSA-
supplied data in a manner or purpose not authorized by this Contract may be subject
to civil and criminal sanctions pursuant to applicable federal statutes.

Loss or Suspected Loss of Data—If an employee of the Contractor becomes aware of
suspected or actual loss of SSA-supplied data, the Contractor must notify TennCare
immediately upon becoming aware to report the actual or suspected loss. The Contractor
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must provide TennCare with timely updates as any additional information about the loss of
SSA-supplied data becomes available.

If the Contractor experiences a loss or breach of said data, TennCare will determine
whether or not notice to individuals whose data has been lost or breached shall be provided
and the Contractor shall bear any costs associated with the notice or any mitigation.

TennCare may immediately and unilaterally suspend the data flow under this Contract, or
terminate this Contract, if TennCare, in its sole discretion, determines that the Contractor
has: (1) made an unauthorized use or disclosure of TennCare SSA-supplied data; or (2)
violated or failed to follow the terms and conditions of this Contract.

This Section further carries out Section 1106(a) of the Act (42 USC 1306), the regulations
promulgated pursuant to that section (20 C.F.R. Part 401), the Privacy of 1974 (5 USC
552a), as amended by the Computer Matching and Privacy Protection Act of 1988, related
Office of Management and Budge® ("MB") guidelines, the Federal Information Security
Management Act of 2002 (44 USC 3541 et seq.), and related National Institute of
Standards and Technology (“NIST”) guidelines, which provide the requirements that the
SSA stipulates that the Contractor must follow with regard to use, treatment, and
safeguarding data in the event data is exchanged with a federal information system.

Definitions:

1) “SSA-supplied data” or “data” as used in this section means an individual’s personally
identifiable information (e.g. name, social security number, income), supplied by the
Social Security Administration to TennCare to determine entitlement or eligibility for
federally-funded programs pursuant to a Computer Matching and Privacy Protection
Act Agreement and Information Exchange Agreement between SSA and the State of
Tennessee.

Medicaid and CHIP. The Contractor must provide safeguards that restrict the use or disclosure

of information concerning applicants and beneficiaries to purposes directly connected with the
administration of the plan:

a)

b)

Purposes directly related to the administration of Medicaid and CHIP include:
1) establishing eligibility;

2) determining the amount of medical assistance;

3) providing services for beneficiaries; and,

4) conducting or assisting an investigation, prosecution, or civil or criminal proceeding
related to Medicaid or CHIP administration.

The Contractor must have adequate safeguards to assure that:

1) Information is made available only to the extent necessary to assist in the valid
administrative purposes of those receiving the information, and

2) Information received under 26 USC is exchanged only with parties authorized to
receive that information under that section of the Code; and, the information is
adequately stored and processed so that it is protected against unauthorized disclosure
for other purposes.

The Contractor must have criteria that govern the types of information about applicants and
beneficiaries that are safeguarded. This information must include at least:

1) Names and addresses;
2) Medical services provided,;
3) Social and economic conditions or circumstances;

4) Contractor evaluation of personal information;
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5) Medical data, including diagnosis and past history of disease or disability

6) Any information received for verifying income eligibility and amount of medical
assistance payments, including income information received from SSA or the Internal
Revenue Service;

7) Income information received from SSA or the Internal Revenue Service must be
safeguarded according to Medicaid and CHIP requirements;

8) Any information received in connection with the identification of legally liable third party
resources; and.

9) Social Security Numbers.
d) The Contractor must have criteria approved by TennCare specifying:

1) The conditions for release and use of information about applicants and beneficiaries;

2) Access to information concerning applicants or beneficiaries must be restricted to
persons or Contractor representatives who are subject to standards of confidentiality
that are comparable to those of TennCare;

3) The Contractor shall not publish names of applicants or beneficiaries;

4) The Contractor shall obtain permission from a family or individual, whenever possible,
before responding to a request for information from an outside source, unless the
information is to be used to verify income, eligibility and the amount of medical
assistance payment to an authorized individual or entity;

5) If, because of an emergency situation, time does not permit obtaining consent before
release, the Contractor shall notify TennCare, the family or individual immediately after
supplying the information.

6) The Contractor’s policies must apply to all requests for information from outside
sources, including governmental bodies, the courts, or law enforcement officials.

iv. The Contractor shall notify TennCare of any requests for information on applicants
or beneficiaries by other governmental bodies, the courts or law enforcement
officials ten (10) days prior to releasing the requested information.

7) If acourtissues a subpoena for a case record or for any Contractor representative to
testify concerning an applicant or beneficiary, the Contractor must notify TennCare at
least ten (10) days prior to the required production date so TennCare may inform the
court of the applicable statutory provisions, policies, and regulations restricting
disclosure of information.

8) The Contractor shall not request or release information to other parties to verify
income, eligibility and the amount of assistance under Medicaid or CHIP, prior to
express approval from TennCare.

E.30. Employees Excluded from Medicare, Medicaid, or CHIP. The Contractor does hereby attest,
certify, warrant, and assure that the Contractor shall not knowingly employ, in the performance
of this Contract, employees who have been excluded from participation in the Medicare,
Medicaid, and/or CHIP programs pursuant to Sections 1128 of the Social Security Act. All
employees shall be screened against the HHS-OIG LEIE and GSA SAM databases prior to
beginning to work on the project covered by this Contract.

E.31. Offer of Gratuities. By signing this Contract, the Contractor signifies that no member of or a
delegate of Congress, nor any elected or appointed official or employee of the State of
Tennessee, the federal General Accounting Office, federal Department of Health and Human
Services, the CMS, or any other state or federal agency has or will benefit financially or
materially from this Contract. This Contract may be terminated by TennCare as provided in
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Section D.6, if it is determined that gratuities of any kind were offered to or received by any of
the aforementioned officials or employees from the Contractor, its agent, or employees.

Internal Revenue Service (IRS) Safequarding Of Return Information.

a) Performance — In performance of this contract, the Contractor agrees to comply with and
assume responsibility for compliance by his or her employees with the following
requirements:

1) This provision shall not apply if information received or delivered by the Parties under
this Contract is NOT “federal tax returns or return information” as defined by IRS
Publication 1075 and IRC 6103.

2) All work will be done under the supervision of the Contractor or the Contractor’s
employees. The Contractor and the Contractor’'s employees with access to or who use
FTI must meet the background check requirements defined in IRS Publication 1075.

3) Any Federal tax returns or return information (hereafter referred to as returns or return
information) made available in any format shall be used only for the purpose of carrying
out the provisions of this Contract. Information contained in such material will be
treated as confidential and will not be divulged or made known in any manner to any
person except as may be necessary in the performance of this Contract. Disclosure to
anyone other than an officer or employee of the Contractor will be prohibited.

4) All returns and return information will be accounted for upon receipt and properly stored
before, during, and after processing. In addition, all related output will be given the
same level of protection as required for the source material.

5) The Contractor certifies that the data processed during the performance of this
Contract will be completely purged from all data storage components of his or her
computer facility, and no output will be retained by the Contractor at the time the work
is completed. If immediate purging of all data storage components is not possible, the
Contractor certifies that any IRS data remaining in any storage component will be
safeguarded to prevent unauthorized disclosures.

6) Any spoilage or any intermediate hard copy printout that may result during the
processing of IRS data will be given to TennCare or his or her designee. When this is
not possible, the Contractor will be responsible for the destruction of the spoilage or
any intermediate hard copy printouts, and will provide TennCare or his or her designee
with a statement containing the date of destruction, description of material destroyed,
and the method used.

7) All computer systems receiving, processing, storing, or transmitting Federal tax
information must meet the requirements defined in IRS Publication 1075. To meet
Functional and assurance requirements, the security features of the environment must
provide for the managerial, operational, and technical controls. All security features
must be available and activated to protect against unauthorized use of and access to
Federal tax information.

8) No work involving Federal tax information furnished under this Contract will be
subcontracted without prior written approval of the IRS.

9) The Contractor will maintain a list of employees authorized access. Such list will be
provided to TennCare and, upon request, to the IRS reviewing office.

10) TennCare will have the right to void the Contract if the Contractor fails to provide the
safeguards described above.

b) Criminal/Civil Sanctions

1) Each officer or employee of any person to whom returns or return information is or may
be disclosed will be naotified in writing by such person that returns or return information
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disclosed to such officer or employee can be used only for a purpose and to the extent
authorized herein, and that further disclosure of any such returns or return information
for a purpose or to an extent unauthorized herein constitutes a felony punishable upon
conviction by a fine of as much as $5,000 or imprisonment for as long as 5 years, or
both, together with the costs of prosecution. Such person shall also notify each such
officer and employee that any such unauthorized further disclosure of returns or return
information may also result in an award of civil damages against the officer or
employee in an amount not less than $1,000 with respect to each instance of
unauthorized disclosure. These penalties are prescribed by IRC sections 7213 and
7431 and set forth at 26 CFR 301.6103(n)-1.

Each officer or employee of any person to whom returns or return information is or may
be disclosed shall be notified in writing by such person that any return or return
information made available in any format shall be used only for the purpose of carrying
out the provisions of this contract. Information contained in such material shall be
treated as confidential and shall not be divulged or made known in any manner to any
person except as may be necessary in the performance of the contract. Inspection by
or disclosure to anyone without an official need to know constitutes a criminal
misdemeanor punishable upon conviction by a fine of as much as $1,000 or
imprisonment for as long as 1 year, or both, together with the costs of prosecution.
Such person shall also notify each such officer and employee that any such
unauthorized inspection or disclosure of returns or return information may also result in
an award of civil damages against the officer or employee [United States for Federal
employees] in an amount equal to the sum of the greater of $1,000 for each act of
unauthorized inspection or disclosure with respect to which such defendant is found
liable or the sum of the actual damages sustained by the plaintiff as a result of such
unauthorized inspection or disclosure plus in the case of a willful inspection or
disclosure which is the result of gross negligence, punitive damages, plus the costs of
the action. These penalties are prescribed by IRC section 7213A and 7431.

Additionally, it is incumbent upon the Contractor to inform its officers and employees of
the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 USC 552a.
Specifically, 5 USC 552a(i)(1), which is made applicable to contractors by 5 USC
552a(m)(1), provides that any officer or employee of a contractor, who by virtue of
his/her employment or official position, has possession of or access to agency records
which contain individually identifiable information, the disclosure of which is prohibited
by the Privacy Act or regulations established thereunder, and who knowing that
disclosure of the specific material is prohibited, willfully discloses the material in any
manner to any person or agency not entitled to receive it, shall be guilty of a
misdemeanor and fined not more than $5,000.

Granting a Contractor access to FTI must be preceded by certifying that each individual
understands the agency’s security policy and procedures for safeguarding IRS
information. Contractors must maintain their authorization to access FTI through annual
recertification. The initial certification and recertification must be documented and
placed in the agency’s files for review. As part of the certification and at least annually
afterwards, contractors should be advised of the provisions of IRC Sections 7431,
7213, and 7213A (see Publication 1075 Exhibit 6, IRC Sec. 7431 Civil Damages for
Unauthorized Disclosure of Returns and Return Information and Publication 1075
Exhibit 5, IRC Sec. 7213 Unauthorized Disclosure of Information). The training
provided before the initial certification and annually thereafter must also cover the
incident response policy and procedure for reporting unauthorized disclosures and data
breaches. (See Publication 1075 Section 10) For both the initial certification and the
annual certification, the contractor should sign, either with ink or electronic signature, a
confidentiality statement certifying their understanding of the security requirements.
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Inspection — The IRS and TennCare, with twenty-four (24) hours’ notice, shall have the
right to send its officers and employees into the offices and plants of the Contractor for
inspection of the facilities and operations provided for the performance of any work with
FTI under this Contract. The IRS and TennCare's right of inspection shall include the
use of manual and/or automated scanning tools to perform compliance and
vulnerability assessments of information technology (IT) assets that access, store,
process or transmit FTI. On the basis of such inspection, specific measures may be
required in cases where the Contractor is found to be noncompliant with Contract safe.

Discovery and Litigation Hold Requirements. TennCare is frequently involved in litigation as
either a party or a non-party with relevant information. Contractor shall cooperate with all
TennCare requests to aid in data and document retention, and collection, as required for
litigation. Contractor will also provide subject matter experts as needed for depositions or as
witnesses at trial. These services will be provided at no cost to the state. TennCare and its
attorneys will exert all reasonable efforts to limit the scope and cost of discovery and litigation
requests.

Litigation Support. If any litigation should arise that requires the defense of a TennCare claim
before any court or tribunal, the Contractor shall cooperate fully and timely with any TennCare
Office of General Counsel (OGC) attorneys or paralegals in defense of the claim at no
additional cost to the State. The Contractor shall make its personnel available to testify in
Tennessee, whether in person before a tribunal or by deposition. The Contractor agrees to
waive any objections to any subpoena issued by a Tennessee tribunal, in a case related to this
Contract. The Contractor shall promptly provide OGC with all information within the Contractor's
control if required to do so by a discovery demand or court order.

Nondiscrimination Compliance Requirements.

a) The Contractor shall comply with all applicable federal and state civil rights laws,
regulations, rules, and policies, which may include, but are not limited to, Title VI of the Civil
Rights Act of 1964, Section 504 of the Rehabilitation Act of 1973, the Americans with
Disabilities Act of 1990, the Age Discrimination Act of 1975, and 42 U.S.C. § 18116 (codified
at 45 C.F.R. pt. 92) and Contract Section D.9.

b) Records. The Contractor shall keep such records as may be necessary in order to submit
timely, complete, and accurate compliance reports that may be requested by the U.S.
Department of Health and Human Services (HHS), the U.S. Department of Justice (DOJ),
TennCare, and the Tennessee Human Rights Commission (THRC) or their designees. If
requested, the information shall be provided in a format and timeframe specified by HHS,
DOJ, TennCare, or THRC. The requested information may be necessary to enable HHS,
DOJ, TennCare, or THRC to ascertain whether the Contractor is complying with the
applicable civil rights laws. For example, the Contractor should have available data showing
the manner in which services are or will be provided by the program in question, and related
data necessary for determining whether any persons are or will be denied such services on
the basis of prohibited discrimination. Further examples of data that could be requested can
be found at 45 C.F.R. § 80.6 and 28 C.F.R. § 42.406.

c) Access. The Contractor shall permit access as set forth in the applicable civil rights laws,
such as, 45 C.F.R. § 80.6 to HHS, DOJ, TennCare, and THRC or their designees during
normal business hours to such of its books, records, accounts, and other sources of
information, and its facilities as may be pertinent to ascertain whether the Contractor is
complying with the applicable civil rights laws.

d) Discrimination Complaint Investigations. In the event, a discrimination complaint is filed by
either a TennCare employee or a Contractor staff member alleging an incident claimed to be
caused by either the Contractor’s staff or one of its subcontractors who are considered to be
performing duties under this contact, the Contractor shall cooperate with TennCare’s Office
of Civil Rights Compliance (OCRC) during the investigation and resolution of the complaint
allegation. Should the Contractor receive a report of a discrimination complaint allegation
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related to the activities being performed under this contract, the Contractor shall inform
OCRC of the complaint within two (2) Business Days from the date Contractor learns of the
complaint, OCRC shall determine the complaint investigation outcome, resolution, and/or
corrective action.

e) Electronic and Information Technology Accessibility Requirements. In fulfilling its
responsibility under this Contract, the Contractor shall comply with the civil rights
requirements set forth in A.9.2. regarding incorporating the accessibility requirements into
the design, development, installation, and enhancement of Electronic and Information
Technology. For any user interfaces, the Contractor shall include a link to TennCare’s Notice
of Nondiscrimination and Language Help Notice.

f) Training. On an annual basis, the Contractor shall be responsible for making
nondiscrimination training available to all Contractor staff and to its subcontractors that are
considered to be recipients of federal financial assistance under this contract. The
Contractor shall be able to show documented proof to OCRC that the training was made
available to the Contractor’s staff and to its subcontractors that are considered to be
recipients of federal financial assistance under this contract.

g) Nondiscrimination Notice and Taglines. Should the Contractor create hardcopy and
electronic materials related to the DDI of the Solution, the Contractor shall ensure that
significant publications and significant communications, including small sized publications
and communications that are targeted to beneficiaries, participants, end users, stakeholders,
and members of the public shall contain the notice of nondiscrimination and LEP taglines as
required by TennCare and set forth in TennCare’s tagline templates and the applicable
federal civil rights laws, including 45 C.F.R. pt 45. Materials shall be translated for
individuals who are Limited English Proficient in accordance with the following requirements:

(i) Pursuant to 68 Fed. Reg 47311-02, within ninety (90) calendar days of notification
from TennCare, all vital Contractor documents related to this Contract shall be
translated and available to each Limited English Proficiency (“LEP”) group identified
by TennCare in accordance with the applicable standards set forth below:

(i) If a LEP group constitutes five percent (5%) or 1,000, whichever is less, of the
population targeted under this Contract, vital documents shall be translated into that
LEP language. Translation of other documents, if needed, can be provided orally; or

(ii) If there are fewer than fifty (50) individuals in a language group that is part the
population targeted under this Contract that reaches the five percent (5%) trigger in
(a), the Contractor shall inform those individuals that it does not provide written
translation of vital documents but provides written notice in that group’s primary
language of the right to receive competent oral interpretation of those written
materials, free of cost.

(iv) At a minimum, all vital Contractor documents shall be translated and available in
Spanish and Arabic.
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IN WITNESS WHEREOF,

CONTRACTOR LEGAL ENTITY NAME:

CONTRACTOR SIGNATURE DATE

PRINTED NAME AND TITLE OF CONTRACTOR SIGNATORY (above)

STATE OF TENNESSEE
DEPARTMENT OF FINANCE AND ADMINISTRATION
DIVISION OF TENNCARE:

NAME & TITLE DATE
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CONTRACT ATTACHMENT A

DEFINITIONS AND ABBREVIATIONS

Located in the Procurement Library
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CONTRACT ATTACHMENT B

SERVICE LEVEL AGREEMENTS AND LIQUIDATED DAMAGES

Located in the Procurement Library
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CONTRACT ATTACHMENT C

PROCUREMENT LIBRARY
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CONTRACT ATTACHMENT D

REQUIREMENTS TRACEABILITY OVERVIEW AND MATRIX

Located in the Procurement Library
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CONTRACT ATTACHMENT E

ATTESTATION RE PERSONNEL USED IN CONTRACT PERFORMANCE

SUBJECT CONTRACT NUMBER:

CONTRACTOR LEGAL ENTITY NAME:

EDISON VENDOR IDENTIFICATION NUMBER:

The Contractor, identified above, does hereby attest, certify, warrant, and
assure that the Contractor shall not knowingly utilize the services of an illegal
immigrant in the performance of this Contract and shall not knowingly utilize
the services of any subcontractor who will utilize the services of an illegal
immigrant in the performance of this Contract.

CONTRACTOR SIGNATURE

NOTICE: This attestation MUST be signed by an individual empowered to contractually bind the Contractor. Attach evidence
documenting the individual’s authority to contractually bind the Contractor, unless the signatory is the Contractor’s chief executive
or president.

PRINTED NAME AND TITLE OF SIGNATORY

DATE OF ATTESTATION
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CONTRACT ATTACHMENT F

TN Division of

. TennCare

HIPAA Business Associate Agreement

THIS HIPAA BUSINESS ASSOCIATE AGREEMENT (“Agreement”) is between The State of Tennessee,
Division of TennCare (“TennCare” or “Covered Entity”), located at 310 Great Circle Road, Nashville, TN
37243 and

(“Business Associate”), located at
, including all office locations and other
business locations at which Business Associate data may be used or maintained. Covered Entity and
Business Associate may be referred to herein individually as “Party” or collectively as “Parties.”

BACKGROUND

The Parties acknowledge that they are subject to the Privacy and Security Rules (45 C.F.R. Parts 160 and
164) promulgated by the United States Department of Health and Human Services pursuant to the Health
Insurance Portability and Accountability Act of 1996 (HIPAA), Public Law 104-191, and as amended by
the final rule modifying the HIPAA Privacy, Security, Enforcement, and Breach Notification Rules under
the Health Information Technology for Economic and Clinical Health Act (HITECH). If Business Associate
provides services to Covered Entity pursuant to one or more contractual relationships, said Agreements are
detailed below and hereinafter referred to as “Service Agreements.”

LIST OF AGREEMENTS AFFECTED BY THIS HIPAA BUSINESS ASSOCIATE
AGREEMENT:

In the course of performing services under a Service Agreement, Business Associate may come into contact
with, use, or disclose Protected Health Information (“PHI”). Said Service Agreements are hereby
incorporated by reference and shall be taken and considered as a part of this document the same as if fully
set out herein.

In accordance with the federal privacy and security rules and regulations set forth at 45 C.F.R. Part 160 and
Part 164, Subparts A, C, D and E, which require Covered Entity to have a written memorandum with each
of its Business Associates, the Parties wish to establish satisfactory assurances that Business Associate will
appropriately safeguard PHI that Business Associate may receive (if any) from or on behalf of Covered
Entity, and, therefore, execute this Agreement.

1. DEFINITIONS
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All capitalized terms used, but not otherwise defined, in this Agreement shall have the same meaning as
those terms defined in 45 C.F.R. Parts 160 through 164 or other applicable law or regulation. A reference
in this Agreement to a section in the Privacy or Security Rule means the section as in effect or as amended.

1.1 “Commercial Use” means obtaining PHI with the intent to sell, transfer or use it for commercial, or
personal gain, or malicious harm; sale to third party for consumption, resale, or processing for resale;
application or conversion of data to make a profit or obtain a benefit contrary to the spirit of this Agreement,
including but not limited to presentation of data or examples of data in a conference or meeting setting
where the ultimate goal is to obtain or gain new business.

1.2 “Confidential Information” shall mean any non-public, confidential or proprietary information, whether
written, graphic, oral, electronic, visual or fixed in any tangible medium or expression, which is supplied
by TennCare to the Business Associate under this Agreement. Any information, whether written, graphic,
oral, electronic, visual or fixed in any tangible medium or expression, relating to individuals enrolled in the
TennCare program (“TennCare enrollees”), or relating to individuals who may be potentially enrolled in
the TennCare program, which is provided to or obtained through the Business Associate’s performance
under this Agreement, shall also be treated as “Confidential Information” to the extent that confidential
status is afforded such information under state and federal laws or regulations. All Confidential Information
shall not be subject to disclosure under the Tennessee Public Records Act.

1.3 “Electronic Signature” means an electronic sound, symbol, or process attached to or logically associated
with a record and executed or adopted by a person with the intent to sign the record.

1.4 “Marketing” shall have the meaning under 45 C.F.R. § 164.501 and the act or process of promoting,
selling, leasing or licensing any TennCare information or data for profit without the express written
permission of TennCare.

2. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE (Privacy Rule)

2.1 Compliance with the Privacy Rule. Business Associate shall fully comply with the requirements
under the Privacy Rule applicable to "business associates," as that term is defined in the Privacy Rule and
not use or further disclose PHI other than as permitted or required by this Agreement, the Service
Agreements, or as required by law. In case of any conflict between this Agreement and the Service
Agreements, this Agreement shall govern.

2.2 HITECH Act Compliance. The Health Information Technology for Economic and Clinical Health
Act (HITECH) was adopted as part of the American Recovery and Reinvestment Act of 2009. HITECH
and its implementing regulations impose new requirements on Business Associates with respect to privacy,
security, and Breach notification. Business Associate hereby acknowledges and agrees that to the extent it
is functioning as a Business Associate of Covered Entity, Business Associate shall comply with any
applicable provisions of HITECH. Business Associate and the Covered Entity further agree that the
provisions of HIPAA and HITECH that apply to business associates and that are required to be incorporated
by reference in a business associate agreement have been incorporated into this Agreement between
Business Associate and Covered Entity. Should any provision not be set forth specifically, it is as if set
forth in this Agreement in its entirety and is effective as of the Applicable Effective Date, and as amended.

2.3 Business Management. Business Associate may use and disclose PHI for the proper management
and administration of the Business Associate or to carry out the legal responsibilities of Business Associate.
Business Associate may provide data aggregation services relating to the Health Care Operations of
TennCare, or as required by law. Business Associate is expressly prohibited from using or disclosing PHI
other than as permitted by this Agreement, any associated Service Agreements, or as otherwise permitted
or required by law, and is prohibited from uses or disclosures of PHI that would not be permitted if done
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by the Covered Entity.

2.4  Privacy Safeguards and Policies. Business Associate shall use appropriate safeguards to prevent use
or disclosure of PHI other than as provided for by the Service Agreement(s), this Agreement or as required
by law. This includes the implementation of Administrative, Physical, and Technical Safeguards to
reasonably and appropriately protect the Covered Entity’s PHI against any reasonably anticipated threats
or hazards, utilizing the technology commercially available to the Business Associate (See also Section
3.2). The Business Associate shall maintain appropriate documentation of its compliance with the Privacy
Rule, including, but not limited to, its policies, and procedures, records of training and sanctions of members
of its Workforce.

2.5 Business Associate Contracts. Business Associate shall require any agent, including a Subcontractor,
to whom it provides PHI received from, maintained, created or received by Business Associate on behalf
of Covered Entity, or that carries out any duties for the Business Associate involving the use, custody,
disclosure, creation of, or access to PHI or other confidential TennCare information, to agree, by written
agreement with Business Associate, to substantially similar, but not less stringent restrictions and conditions
that apply through this Agreement to Business Associate with respect to such information except for the
provision at section 4.6, which shall only apply to the Business Associate notwithstanding the requirements
in this section 2.5.

2.6 Mitigation of Harmful Effect of Violations. Business Associate agrees to mitigate, to the extent
practicable, any harmful effect that is known to Business Associate of a use or disclosure of PHI by Business
Associate in violation of the requirements of this Agreement.

2.7 Reporting of Violations in Use and Disclosure of PHI. Business Associate shall require its
employees, agents, and Subcontractors to promptly report to Business Associate immediately upon
becoming aware of any use or disclosure of PHI in violation of this Agreement and to report to Covered
Entity any use or disclosure of the PHI not provided for by this Agreement. The Business Associate shall
report such violation to Covered Entity immediately upon becoming aware of, and in no case later than 48
hours after discovery.

2.8 Breach of Unsecured Protected Health Information. As required by the Breach Notification Rule,
Business Associate shall, and shall require its Subcontractor(s) to, maintain systems to monitor and detect
a Breach of Unsecured PHI, whether in paper or electronic form.

2.8.1 Business Associate shall provide to Covered Entity notice of a Breach of Unsecured PHI immediately
upon becoming aware of the Breach, and in no case later than 48 hours after discovery.

2.8.2 Business Associate shall cooperate with Covered Entity in timely providing the appropriate and
necessary information to Covered Entity.

2.8.3 Covered Entity shall make the final determination whether the Breach requires notification to affected
individuals and whether the notification shall be made by Covered Entity or Business Associate.

2.9  Access of Individual to PHI and other Requests to Business Associate. If Business Associate receives
PHI from Covered Entity in a Designated Record Set, Business Associate agrees to provide access to PHI
in a Designated Record Set to Covered Entity in order to meet its requirements under 45 C.F.R. § 164.524.
If Business Associate receives a request from an Individual for a copy of the Individual's PHI, and the PHI
is in the sole possession of the Business Associate, Business Associate will provide the requested copies to
the Individual in a timely manner. If Business Associate receives a request for PHI not in its possession and
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in the possession of the Covered Entity, or receives a request to exercise other Individual rights as set forth
in the Privacy Rule, Business Associate shall promptly forward the request to Covered Entity. Business
Associate shall then assist Covered Entity as necessary in responding to the request in a timely manner. If
a Business Associate provides copies of PHI to the Individual, it may charge a reasonable fee for the copies
as the regulations shall permit.

2.10 Requests to Covered Entity for Access to PHI. The Covered Entity shall forward to the Business
Associate in a timely manner any Individual’s request for access to or a copy (in any form they choose,
provided the PHI is readily producible in that format) of their PHI that shall require Business Associate’s
participation, after which the Business Associate shall provide access to or deliver such information as
follows:

() The Parties understand that if either Party receives a request for access to or copies of PHI from
an Individual which the Party may complete with only its own onsite information, the time for
such response shall be thirty (30) days, with notification to the Covered Entity upon
completion.

(b) If the Covered Entity receives a request and requires information from the Business Associate
in addition to the Covered Entity’s onsite information to fulfill the request, the Business
Associate shall have fifteen (15) days from date of Covered Entity’s notice to provide access
or deliver such information to the Covered Entity so that the Covered Entity may timely
respond to the Individual within the thirty (30) day requirement of 45 C.F.R. § 164.524.

(c) If the Party designated above as responding to the Individual’s request is unable to complete the
response to the request in the time provided, that Party shall provide the Individual, or
Individual’s designee, with a written statement of the reasons for the delay and the date by
which the Party will complete its action on the request. The Party may extend the response
time once for no more than thirty (30) additional days.

(d) Business Associate is permitted to send an Individual or Individual’s designee unencrypted
emails including Electronic PHI if the Individual requests it, provided the Business Associate
has advised the Individual of the risk and the Individual still prefers to receive the message by
unencrypted email.

2.11 Individuals’ Request to Amend PHI. If Business Associate receives PHI from Covered Entity in a
Designated Record Set, Business Associate agrees to make any amendments to PHI in a Designated Record
Set that Covered Entity directs or agrees to pursuant to 45 C.F.R. § 164.526, regarding an Individual’s
request to amend PHI. The Business Associate shall make the amendment promptly in the time and manner
designated by Covered Entity, but shall have thirty (30) days’ notice from Covered Entity to complete the
amendment to the Individual’s PHI and to notify the Covered Entity upon completion.

2.12 Recording of Designated Disclosures of PHI. Business Associate shall document any and all
disclosures of PHI by Business Associate or its agents, including information related to such disclosures as
would be required for Covered Entity to respond to a request by an Individual for an accounting of
disclosures of PHI in accordance with 45 C.F.R. § 164.528.

2.13 Accounting for Disclosures of PHI. The Business Associate agrees to provide to Covered Entity or
to an Individual, or Individual’s designee, in time and manner designated by Covered Entity, information
collected in accordance with this Agreement, to permit Covered Entity to respond to a request by an
Individual for an accounting of disclosures of PHI in accordance with 45 C.F.R. § 164.528. The Covered
Entity shall forward the Individual’s request requiring the participation of the Business Associate to the
Business Associate in a timely manner, after which the Business Associate shall provide such information
as follows:
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(@) If Covered Entity directs Business Associate to provide an accounting of disclosures of the
Individual’s PHI directly to the Individual, the Business Associate shall have sixty (60) days
from the date of the Individual’s request to provide access to or deliver such information to the
Individual or Individual’s designee. The Covered Entity shall provide notice to the Business
Associate in time to allow the Business Associate a minimum of thirty (30) days to timely
complete the Individual’s request.

(b) If the Covered Entity elects to provide the accounting to the Individual, the Business Associate
shall have thirty (30) days from date of Covered Entity’s notice of request to provide
information for the Accounting to the Covered Entity so that the Covered Entity may timely
respond to the Individual within the sixty (60) day period.

(c) If either of the Parties is unable to complete the response to the request in the times provided
above, that Party shall notify the Individual with a written statement of the reasons for the delay
and the date by which the Party will complete its action on the request. The Parties may extend
the response time once for no more than thirty (30) additional days.

(d) The accounting of disclosures shall include at least the following information:

(1) date of the disclosure;

(2) name of the third party to whom the PHI was disclosed,

(3) if known, the address of the third party;

(4) brief description of the disclosed information; and

(5) brief explanation of the purpose and basis for such disclosure.

(e) The Parties shall provide one (1) accounting in any twelve (12) months to the Individual without
charge. The Parties may charge a reasonable, cost-based fee, for each subsequent request for
an accounting by the same Individual if he/she is provided notice and the opportunity to modify
his/her request. Such charges shall not exceed any applicable State statutes or rules.

2.14 Minimum Necessary. Business Associate shall use reasonable efforts to limit any use, disclosure, or
request for use or disclosure of PHI to the minimum amount necessary to accomplish the intended purpose
of the use, disclosure, or request in accordance with the requirements of the Privacy Rule.

2.14.1 Business Associate represents to Covered Entity that all its uses and disclosures of, or requests for,
PHI shall be the minimum necessary in accordance with the Privacy Rule requirements.

2.14.2 Covered Entity may, pursuant to the Privacy Rule, reasonably rely on any requested disclosure as
the minimum necessary for the stated purpose when the information is requested by Business
Associate.

2.14.3 Business Associate shall adequately and properly maintain all PHI received from, or created or
received on behalf of, Covered Entity.

2.15 Privacy Compliance Review upon Request. Business Associate agrees to make its internal practices,
books and records, including policies, procedures, and PHI, relating to the use and disclosure of PHI
received from, created by or received by Business Associate on behalf of Covered Entity available to the
Covered Entity or to the Secretary of the United States Department of Health in Human Services or the
Secretary’s designee, in a time and manner designated by the requester, for purposes of determining
Covered Entity’s or Business Associate’s compliance with the Privacy Rule.

2.16 Cooperation in Privacy Compliance. Business Associate agrees to fully cooperate in good faith and
to assist Covered Entity in complying with the requirements of the Privacy Rule.

3. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE (Security Rule)
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3.1 Compliance with Security Rule. Business Associate shall fully comply with the requirements under
the Security Rule applicable to "Business Associates," as that term is defined in the Security Rule. In case
of any conflict between this Agreement and Service Agreements, this Agreement shall govern.

3.2 Security Safeguards and Policies. Business Associate shall implement Administrative, Physical, and
Technical Safeguards that reasonably and appropriately protect the confidentiality, integrity, and
availability of the Electronic PHI that it creates, receives, maintains, or transmits on behalf of the Covered
Entity as required by the Security Rule. This includes specifically, but is not limited to, the utilization of
technology commercially available at the time to the Business Associate to protect the Covered Entity’s
PHI against any reasonably anticipated threats or hazards. The Business Associate understands that it has
an affirmative duty to perform a regular review or assessment of security risks, conduct active risk
management and supply best efforts to assure that only authorized persons and devices access its computing
systems and information storage, and that only authorized transactions are allowed. The Business Associate
will maintain appropriate documentation of its compliance with the Security Rule.

3.3 Security Provisions in Business Associate Contracts. Business Associate shall ensure that any agent
to whom it provides Electronic PHI received from, maintained, or created for Covered Entity or that carries
out any duties for the Business Associate involving the use, custody, disclosure, creation of, or access to
PHI supplied by Covered Entity, shall execute a bilateral contract (or the appropriate equivalent if the agent
is a government entity) with Business Associate, incorporating substantially similar, but not less stringent
restrictions and conditions in this Agreement with Business Associate regarding PHI except for the
provision in Section 4.6.

3.4 Reporting of Security Incidents. The Business Associate shall track all Security Incidents as defined
and as required by HIPAA and shall periodically report such Security Incidents in summary fashion as may
be requested by the Covered Entity. The Covered Entity shall not consider as Security Incidents, for the
purpose of reporting, external activities (port enumeration, etc.) typically associated with the “footprinting”
of a computing environment as long as such activities have only identified but not compromised the logical
network perimeter, including but not limited to externally facing firewalls and web servers. The Business
Associate shall reasonably use its own vulnerability assessment of damage potential and monitoring to
define levels of Security Incidents and responses for Business Associate’s operations. However, the
Business Associate shall expediently notify the Covered Entity’s Privacy Officer of any related Security
Incident, immediately upon becoming aware of any unauthorized acquisition including but not limited to
use, disclosure, modification, or destruction of PHI by an employee or otherwise Authorized User of its
system of which it becomes aware.

3.4.1 Business Associate identifies the following key contact persons for all matters relating to this
Agreement:

Business Associate shall notify Covered Entity of any change in these key contacts during the term of this
Agreement in writing within ten (10) Business Days.
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3.5 Contact for Security Incident Notice. Notification for the purposes of Sections 2.8and 3.4 shall be in
writing made by email/fax, certified mail or overnight parcel immediately upon becoming aware of the
event, with supplemental notification by facsimile and/or telephone as soon as practicable, to:

TennCare Privacy Officer

310 Great Circle Rd.

Nashville Tennessee 37243
Phone: (615) 507-6697
Facsimile: (615) 734-5289
Email: Privacy.Tenncare@tn.gov

3.6  Security Compliance Review upon Request. Business Associate shall make its internal practices,
books, and records, including policies and procedures relating to the security of Electronic PHI received
from, created by or received by Business Associate on behalf of Covered Entity, available to the Covered
Entity or to the Secretary of the United States Department of Health in Human Services or the Secretary’s
designee, in a time and manner designated by the requester, for purposes of determining Covered Entity’s,
Business Associate’s compliance with the Security Rule.

3.7 Cooperation in Security Compliance. Business Associate shall fully cooperate in good faith to assist
Covered Entity in complying with the requirements of the Security Rule.

3.8 Refraining from intimidation or retaliation. A Covered Entity or Business Associate may not threaten,
intimidate, coerce, harass, discriminate against, or take any other retaliatory action against any Individual
or other person for-- (a) Filing of a complaint under 45 C.F.R. § 160.306; (b) testifying, assisting, or
participating in an investigation, compliance review, proceeding, or hearing; or (c) opposing any act or
practice made unlawful, provided the Individual or person has a good faith belief that the practice opposed
is unlawful, and the manner of opposition is reasonable and does not involve a disclosure of PHI in violation
of HIPAA.

4. USES AND DISCLOSURES BY BUSINESS ASSOCIATE

4.1 Use and Disclosure of PHI for Operations on Behalf of Covered Entity. Except as otherwise limited
in this Agreement, Business Associate may use or disclose PHI to perform Treatment, Payment or Health
Care Operations for, or on behalf of, Covered Entity as specified in Service Agreements, provided that such
use or disclosure would not violate the Privacy and Security Rule, if done by Covered Entity.

4.2 Other Uses of PHI. Except as otherwise limited in this Agreement, Business Associate may use PHI
within its Workforce as required for Business Associate's proper management and administration, not to
include Marketing or Commercial Use, or to carry out the legal responsibilities of the Business Associate.

4.3 Third Party Disclosure Confidentiality. Except as otherwise limited in this Agreement, Business
Associate may disclose PHI for the proper management and administration of the Business Associate or to
carry out the legal responsibilities of the Business Associate, provided that disclosures are required by law,
or, if permitted by law, this Agreement, and the Service Agreement, provided that, if Business Associate
discloses any PHI to a third party for such a purpose, Business Associate shall enter into a written agreement
with such third party requiring the third party to: (a) maintain the confidentiality, integrity, and availability
of PHI and not to use or further disclose such information except as required by law or for the purpose for
which it was disclosed, and (b) notify Business Associate of any instances in which it becomes aware in
which the confidentiality, integrity, and/or availability of the PHI is Breached immediately upon becoming
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aware.

4.4  Other Uses Strictly Limited. Nothing in this Agreement shall permit the Business Associate to share
PHI with Business Associate’s affiliates or contractors except for the purposes of the Service Agreement(s)
between the Covered Entity and Business Associate(s) identified in the “LIST OF AGREEMENTS
AFFECTED BY THIS HIPAA BUSINESS ASSOCIATE AGREEMENT” on page one (1) of this
Agreement.

4.5 Covered Entity Authorization for Additional Uses. Any use of PHI or other confidential TennCare
information by Business Associate, its Subcontractors, its affiliate or Contractor, other than those purposes
of this Agreement, shall require express written authorization by the Covered Entity, and a Business
Associate agreement or amendment as necessary. Activities which are prohibited include, but not are not
limited to, Marketing or the sharing for Commercial Use or any purpose construed by Covered Entity as
Marketing or Commercial use of TennCare enrollee personal or financial information with affiliates, even
if such sharing would be permitted by federal or state laws.

4.6  Prohibition of Offshore Disclosure. Nothing in this Agreement shall permit the Business Associate
to share, use or disclose PHI in any form via any medium with any third party beyond the boundaries and
jurisdiction of the United States without express written authorization from the Covered Entity.

4.7 Prohibition of Other Uses and Disclosures. Business Associate shall not use or disclose PHI that is
Genetic Information for underwriting purposes. Moreover, the sale, marketing or the sharing for
commercial use or any purpose construed by Covered Entity as the sale, marketing or commercial use of
TennCare enrollee personal or financial information with affiliates, even if such sharing would be permitted
by federal or state laws, is prohibited.

4.8 Data Use Agreement - Use and Disclosure of Limited Data Set. Business Associate may use and
disclose a Limited Data Set that Business Associate creates for Research, public health activity, or Health
Care Operations, provided that Business Associate complies with the obligations below. Business
Associate may not make such use and disclosure of the Limited Data Set after any cancellation, termination,
expiration, or other conclusion of this Agreement.

4.9 Limitation on Permitted Uses and Disclosures. Business Associate will limit the uses and disclosures
it makes of the Limited Data Set to the following: Research, public health activity, or Health Care
Operations, to the extent such activities are related to covered functions, including business planning and
development such as conducting cost-management and planning-related analysis related to managing and
operating Business Associates functions, formulary development and administration, development and
improvement of methods of payment or coverage policies, customer service, including the provision of data
analysis for policy holders, plan sponsors, or other customers, to the extent such activities are related to
covered functions, provided that PHI is not disclosed and disclosure is not prohibited pursuant to any other
provisions in this Agreement related to Marketing or Commercial use.

4.10 Business Associate shall enter into written agreements that are substantially similar to this Business
Associate Agreements with any Subcontractor or agent which Business Associate provides access to
Protected Health Information.

4.11 Business Associates shall implement and maintain information security policies that comply with the
HIPAA Security Rule.

5. OBLIGATIONS OF COVERED ENTITY
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5.1 Notice of Privacy Practices. Covered Entity shall provide Business Associate with the notice of
Privacy Practices produced by Covered Entity in accordance with 45 C.F.R. § 164.520, as well as any
changes to such notice.

5.2 Notice of Changes in Individual’s Access or PHI. Covered Entity shall provide Business Associate
with any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes
affect Business Associate’s permitted or required uses.

5.3 Notice of Restriction in Individual’s Access or PHI. Covered Entity shall notify Business Associate
of any restriction to the use or disclosure of PHI that Covered Entity has agreed to in accordance with 45
C.F.R. § 164.522, to the extent that such restriction may affect Business Associate's use of PHI.

5.4 Reciprocity for Requests Received by Business Associate. The Parties agree that this Section (Section
5) is reciprocal to the extent Business Associate is notified or receives an inquiry from any Individual within
Covered Entity’s covered population.

6. TERM AND TERMINATION

6.1 Term. This Agreement shall be effective as of the date on which it has been signed by both parties
and shall terminate when all PHI which has been provided, regardless of form, by Covered Entity to
Business Associate, or created or received by Business Associate on behalf of Covered Entity, is destroyed
or returned to Covered Entity, or, if the Parties agree that it is unfeasible to return or destroy PHI, subsection
6.3.5 below shall apply.

6.2 Termination for Cause. This Agreement authorizes and Business Associate acknowledges and agrees
Covered Entity shall have the right to terminate this Agreement and Service Agreement in the event
Business Associate fails to comply with, or violates a material provision of this Agreement and any
provision of the Privacy and Security Rules.

6.2.1 Upon Covered Entity’s knowledge of a Breach by Business Associate, Covered Entity shall either:

(a) Provide notice of breach and an opportunity for Business Associate to reasonably and
promptly cure the breach or end the violation, and terminate this BAA if Business Associate
does not cure the breach or end the violation within the reasonable time specified by Covered
Entity; or

(b) Immediately terminate this BAA if Business Associate has breached a material term of this
BAA and cure is not possible.

6.3 Effect of Termination. Upon termination of this Agreement for any reason, except as provided in
subsections 6.3.2 and 6.3.5 below, Business Associate shall at its own expense either return and/or destroy
all PHI and other Confidential Information received from Covered Entity or created or received by Business
Associate on behalf of Covered Entity. This provision applies to all Confidential Information regardless of
form, including but not limited to electronic or paper format. This provision shall also apply to PHI and
other Confidential Information in the possession of sub-contractors or agents of Business Associate.

6.3.1 The Business Associate shall consult with the Covered Entity as necessary to assure an appropriate
means of return and/or destruction and shall notify the Covered Entity in writing when such
destruction is complete. If information is to be returned, the Parties shall document when all
information has been received by the Covered Entity.
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6.3.2  This provision (Section 6.3 and its subsections) shall not prohibit the retention of a single separate,
archived file of the PHI and other confidential TennCare information by the Business Associate if
the method of such archiving reasonably protects the continued privacy and security of such
information and the Business Associate obtains written approval at such time from the Covered
Entity. Otherwise, neither the Business Associate nor its Subcontractors and agents shall retain
copies of TennCare Confidential Information, including enrollee PHI, except as provided herein in
subsection 6.3.5.

6.3.3 The Parties agree to anticipate the return and/or the destruction of PHI and other TennCare
Confidential Information and understand that removal of the Confidential Information from
Business Associate’s information system(s) and premises will be expected in almost all
circumstances. The Business Associate shall notify the Covered Entity whether it intends to return
and/or destroy the confidential with such additional detail as requested. In the event Business
Associate determines that returning or destroying the PHI and other Confidential Information
received by or created for the Covered Entity at the end or other termination of the Service
Agreement is not feasible, Business Associate shall provide to Covered Entity notification of the
conditions that make return or destruction unfeasible.

6.3.4 Except for Business Associate Agreements in effect prior to April 21, 2005 when the Security Rule
became effective, for the renewal or amendment of those same Agreements, or for other
unavoidable circumstances, the Parties contemplate that PHI and other Confidential Information of
the Covered Entity shall not be merged or aggregated with data from sources unrelated to that
Agreement, or Business Associate’s other business data, including for purposes of data backup and
disaster recovery, until the parties identify the means of return or destruction of the TennCare data
or other Confidential Information of the Covered Entity at the conclusion of the Service Agreement,
or otherwise make an express alternate agreement consistent with the provisions of Section 6.3 and
its subsections.

6.3.5 Upon written mutual agreement of the Parties that return or destruction of PHI is unfeasible and
upon express agreement as to the means of continued protection of the data, Business Associate
shall extend the protections of this Agreement to such PHI and limit further uses and disclosures
of such PHI to those purposes that make the return or destruction unfeasible, for so long as Business
Associate maintains such PHI.

7. MISCELLANEOUS

7.1 Regulatory Reference. A reference in this Agreement to a section in the Privacy and/or Security Rule
means the section as in effect or as amended.

7.2 Amendment. The Parties agree to take such action to amend this Agreement from time to time as is
necessary for Covered Entity to comply with the requirements of the Privacy and Security Rules and the
Health Insurance Portability and Accountability Act, Public Law 104-191. Business Associate and Covered
Entity shall comply with any amendment to the Privacy and Security Rules, the Health Insurance Portability
and Accountability Act, Public Law 104-191, and related regulations upon the effective date of such
amendment, regardless of whether this Agreement has been formally amended, including, but not limited
to, changes required by the American Recovery and Reinvestment Act of 2009, Public Law 111-5.

7.3 Survival. The respective rights and obligations of Business Associate under Confidentiality and
Section6.3 of this Agreement shall survive the termination or expiration of this Agreement.
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7.4 Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits
Covered Entity and the Business Associate to comply with the Privacy and Security Rules.

7.5 Headings. Paragraph Headings used in this Agreement are for the convenience of the Parties and shall
have no legal meaning in the interpretation of the Agreement.

7.6 Notices and Communications. All instructions, notices, consents, demands, or other communications
required or contemplated by this Agreement shall be in writing and shall be delivered by electronic mail,
hand, by facsimile transmission, by overnight courier service, or by first class mail, postage prepaid,
addressed to the respective party at the appropriate facsimile number or address as set forth below, or to
such other party, facsimile number, or address as may be hereafter specified by written notice. (For
purposes of this section, effective notice to “Respective Party” is not dependent on whether the person
named below remains employed by such Party.) The Parties agree to use their best efforts to immediately
notify the other Party of changes in address, telephone number, and fax numbers and to promptly
supplement this Agreement as necessary with corrected information.

Notifications relative to Sections 2.8 and 3.4 of this Agreement must also be reported to the Privacy
Officer pursuant to Section 3.5.

COVERED ENTITY: BUSINESS ASSOCIATE:
Stephen Smith, Director
Division of TennCare
310 Great Circle Rd.
Nashville, TN 37243
Fax: (615) 253-5607

All instructions, notices, consents, demands, or other communications shall be considered effectively given
as of the date of hand delivery; as of the date specified for overnight courier service delivery; as of three
(3) Business Days after the date of mailing; or on the day the facsimile transmission is received
mechanically by the facsimile machine at the receiving location and receipt is verbally confirmed by the
sender.

7.7 Transmission of PHI or Other Confidential Information. Regardless of the transmittal methods
permitted above, Covered Entity and Business Associate agree that all deliverables set forth in this
Agreement that are required to be in the form of data transfers shall be transmitted between Covered Entity
and Business Associate via the data transfer method specified in advance by Covered Entity. This may
include, but shall not be limited to, transfer through Covered Entity’s SFTP system. Failure by the Business
Associate to transmit such deliverables in the manner specified by Covered Entity may, at the option of
the Covered Entity, result in liquidated damages if and as set forth in one (1) or more of the Service
Agreements between Covered Entity and Business Associate listed above. All such deliverables shall be
considered effectively submitted upon receipt or recipient confirmation as may be required.

7.8 Strict Compliance. No failure by any Party to insist upon strict compliance with any term or provision
of this Agreement, to exercise any option, to enforce any right, or to seek any remedy upon any default of
any other Party shall affect, or constitute a waiver of, any Party's right to insist upon such strict compliance,
exercise that option, enforce that right, or seek that remedy with respect to that default or any prior,
contemporaneous, or subsequent default. No custom or practice of the Parties at variance with any
provision of this Agreement shall affect, or constitute a waiver of, any Party's right to demand strict
compliance with all provisions of this Agreement.
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7.9 Severability. With respect to any provision of this Agreement finally determined by a court of
competent jurisdiction to be unenforceable, such court shall have jurisdiction to reform such provision so
that it is enforceable to the maximum extent permitted by applicable law, and the Parties shall abide by
such court's determination. In the event that any provision of this Agreement cannot be reformed, such
provision shall be deemed to be severed from this Agreement, but every other provision of this Agreement
shall remain in full force and effect.

7.10 Governing Law. This Agreement shall be governed by and construed in accordance with the laws of
the State of Tennessee except to the extent that Tennessee law has been pre-empted by HIPAA and HITECH
and without giving effect to principles of conflicts of law. Jurisdiction shall be Davidson County, Nashville,
Tennessee, for purposes of any litigation resulting from disagreements of the parties for purpose of this
Agreement and the Service Agreement (S).

7.11 Compensation. There shall be no remuneration for performance under this Agreement except as
specifically provided by, in, and through, existing administrative requirements of Tennessee State
government and Services Agreement(s) referenced herein.

7.12 Validity of Execution. Unless otherwise agreed, the parties may conduct the execution of this
Business Associate Agreement transaction by electronic means. The parties may agree that an electronic
record of the Agreement containing an Electronic Signature is valid as an executed Agreement.

IN WITNESS WHEREOF, the Parties execute this Agreement to be valid and enforceable from the
last date set out below:

DIVISION OF TENNCARE BUSINESS ASSOCIATE

By: By:

Stephen Smith, Director

Date:

Division of TennCare Date:

310 Great Circle Road

Nashville, TN 37243 On behalf of:

Fax: (615) 253-5607
Name:
Address:
Fax/Email:
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CONTRACT ATTACHMENT G

COST PROPOSAL
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